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1. New Features 

1. Added “Office Hours” option on outbound route. 

2. Added “alwaysauthreject” option on “SIP Settings” page. Once enabled, 

when registering with invalid username or password, MyPBX will always 

return “403 Forbidden” response message. 

3. Added TLS certificate settings for SIP. 

4. Added “Security Center”, including Firewall, Service and Port settings. 

5. Added “NIC” option in “System Logs” page to choose NIC (Network 

Information Center) when using packet capture tool on MyPBX. 

6. Added detection of new password complexity when you try to change 

password. 

7.  Added “Remote Party ID” option on “SIP Settings” page to analyze DID. 

 

2. Drive  Update 

1. Supports new S2 module. After drive update, both old and new S2 module 

can be used on the device. 

Below are pictures of old and new S2 module. 

 

          
          Old S2 Module                             New S2 Module 

Figure 2-1 

 

3. Optimization 

1. Enhance the security of MyPBX. 

1) Web GUI login: Optimize the encryption algorithm of web login using   
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MD5+BASE64. 

2) If the default password of “user”, one level of the web GUI admin access, 

was never changed, the “user” account will be disabled after firmware 

upgrade. A strong enough password is required when enabling “user” 

administrator. 

3) AMI security: AMI can be enabled or disabled on AMI page. The AMI   

password is separated from web GUI login password.  

  4) Basic protection for the SIP registration: Even if the firewall is disabled on 

MyPBX, the SIP client which failed to register extension for 8 times in a 

minute will be locked. There is no need to reboot MyPBX after enabling or 

disabling Firewall. 

5) Compulsory password complexity requirement for remote extensions: a 

password with digits, both uppercase and lowercase letters is required when 

enabling a remote extension.  

6) Encrypt password fields in configuration files “users.conf” and   

“siptrunk.conf” using MD5. 

2. Change the default value of “Register Attempts” on “SIP Settings” page to 

“0”. 

3. After uploading IP phone configuration file to MyPBX “Phone provision” page, 

one more step of manually rebooting the IP phone will make it work. There is no 

need to add the IP phone on "Configured Phone" page before uploading IP 

phone  configuration file to MyPBX. 

4. Allow to create a call queue without any permanent agents. 

5. Compatible with IE 10 browser. 

6. Number of IP in Blacklist is unlimited. Pagination display is supported.  

 

4. Bug Fixed 

1. Fixed the bug that caller ID numbers which starts with digit 0 cannot be 

evicted by the conference administrator. 

2. Fixed the bug that the “Delete” button doesn’t work in “inbound route” page 

if you choose Portuguese to log in MyPBX. 

3. Fixed the bug that “Programkeys Configuration” on “General Settings for 

Aastra” phone provision page didn’t work. 

4. Fixed the bug that DOD setting would be ignored if PIN user is used when 

making a call. 

5. Fixed the bug that firewall page cannot be accessed if there are many IP listed 

in IP Blacklist. 

6. Fixed the bug that “Skip Greeting” for voicemail doesn’t work if users call in 

MyPBX through SIP trunk. 

7. Fixed the bug that Distinctive Ring Tone would not work if Callback is enabled. 

8. Fixed the bug that “DID number” on “Inbound route” set as “+500-+600” 

would not work. 

9. Fixed the bug that the alert call from MyPBX through GSM trunk will 
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disconnect automatically with only one ring tone. 

 

5. Instruction (New Features)  

  

1. Added “Office Hours” option on outbound route. 

 

Path: Basic Outbound Routes 

Instruction: 

Users can choose “Office Hours” on the outbound route to limit outgoing calls 

from MyPBX according to the business hours. 

 

Figure 5-1 

 

2. Added “Alwaysauthreject” option on “SIP Settings” page.  

 

Path: Internal Settings  SIP Settings  Advanced Settings 

Instruction:  
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Figure 5-2 

3. Added more TLS options. 

 

Path: Internal Settings  SIP Settings General 

Instruction:  

In order to enhance the security of call, more TLS options are available. The 

packages of call will not be captured if TLS is enabled. Users can find options 

“TLSDontVerifyServer”, “TLSVerifyClient”, “TLSIgnoreCommonName”, 

“TLSClientMethod” in “SIP Settings” page.  

Figure 5-3 

 

The certificates including CA certificate and server certificate can be uploaded to 

MyPBX in “Certificates”. The CA certificate should choose type “Trusted 

Certificate” and server certificate choose “PBX Certificate.” 

Path: System Settings Certificate 
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Figure 5-4 

 

4. Added “Security Center”, including Firewall, Service, Port. 

 

Path: System Settings Security Center  

Instruction:  

The Security Center includes Firewall, Service and Port. With this center, the 

administrator can check and configure MyPBX security quickly. 

 

Figure 5-5 Firewall 

 

Figure 5-6 Service 

 

Figure 5-7 Port 

 

5. Added “NIC” option in “System Logs” page to choose NIC 
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(Network Information Center) when using packet capture tool on 

MyPBX. 

 

Path: ReportsSystem LogsPacket Capture Tool 

Instruction:  

Users can choose the NIC to capture log. 

 

Figure 5-8 

 

6. Added detection of new password complexity when you try to 

change password. 

 

Path: System Settings  Password Settings 

Instruction:  

When users need to set new password on MyPBX, the password complexity will 

be detected, which will help users to set a strong password and make MyPBX 

safer. A strong password is comprised of letters, numbers and characters. 

 

Figure 5-9 

 

7. Added “Remote Party ID” option on “SIP Settings” page to 

analyze DID. 

 

Path: Internal Settings SIP Settings Advanced SettingsRemote Party ID 

Instruction:  

This option is to setup where to get the DID from SIP invite header. If set to 

Remote-Party-ID, when there is a SIP incoming INVITE request, MyPBX will 

resolve the DID from Remote-Party-ID header. 
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Figure 5-10 

 

6. Instruction (Optimization) 

1. Enhance the security of MyPBX. 

1) Web GUI login.  

Instruction: 

Foreground-background communication uses web MD5+BASE64 encryption, 

which will enhance system security. In the new version, we added BASE64 

encryption, the password is well protected and will not be seen in captured log. 

 

2) AMI security. 

Path: System Settings AMI Settings 

Instruction: 

AMI security: AMI can be enabled or disabled on AMI page. The AMI password 

is separated from web GUI login password. 

 

Figure 6-1 
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3) Firewall. 

a. Basic protection for the SIP registration: Even if the firewall is disabled on 

MyPBX, the SIP client which failed to register extension for 8 times in a 

minute will be locked.  

b. There is no need to reboot MyPBX after enabling or disabling Firewall. 

4) Remote extension password. 

Compulsory password complexity requirement for remote extensions: a 

password with digits, both uppercase and lowercase letters is required when 

enabling a remote extension.  

 

Figure 6-2 
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5) Encrypt configuration files “users.conf” and “siptrunk.conf” 

using MD5. 

In the following picture, we can see that passwords in users.conf are 

encrypted by MD5.  

 

Figure 6-3 

For encryption of “siptrunk.conf”, “Realm” needs to be filled in on VOIP trunk 

so that the password will be encrypted in the configuration file 

“siptrunk.conf”. 
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Figure 6-4 

6) User Administrator. 

If the default password of “user”, one level of the web GUI admin access, was 

never changed, the “user” account will be disabled after firmware upgrade. 

A strong enough password is required when enabling “user” administrator. 

2. Change the default value of “Register Attempts” on “SIP Settings” 

page to “0”. 

Path: Internal Settings SIP Settings General 

 

Figure 6-5 
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3. Allow to create a call queue without any permanent agents. 

 
Figure 6-6 

4. Compatible with IE 10 browser. 

5. Number of IP in Blacklist is unlimited. Pagination display is 

supported.  

 

Figure 6-7 

 

 

 

 

 

<The End> 

 


