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FCC Radiation Norm

This equipment has been tested and found to comply with limits for a Class B digital device pursuant to 47
CFR, Part 2 and Part 15 of the Federal Communication Commission (FCC) rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference

2. This device must accept any interference received including interferences that may cause

undesired operations.

CE Radiation Norm

This equipment has been tested and found to comply with the limits of the European Council Directive
99/5/EC on the approximation of the law of the member states relating to EN 300 328 V1.4.1 (2003-04), EN
301 489-1 V1.4.1 (2002-08) and EN 301 489-17 V1.2.1 (2002-08) and EN 60950.

FCC & CE Compliance Statement

These limits are designed to provide reasonable protection against radio interference in a residential
environment. This equipment can generates, uses and radiate radio frequency energy and, if not installed

and used in accordance with the instructions, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which is found by turning the equipment ON

and OFF, the user is encouraged to try to reduce the interference by one or more of the following measures:

Reorient or relocate the receiving antenna

Increase the separation between the equipment and the receiver

Connect the equipment into an outlet on a circuit different from that to which the receiver is connect to

Consult a dealer or an experienced technician for assistance

¢ (¢

CAUTION!

The Federal Communication Commission warns the user that changes or modifications to the unit not
expressly approved by the party responsible for compliance could void the user’s authority to operate the

equipment.
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Chapter 1 Introduction

Congratulations on your purchase of this outstanding 4 Ports 11g Wireless ADSL2/2+ Router. This
device is an IEEE 802.11g Wireless and 4 Port Switch built-in ADSL2/2+ Router that allows
ADSL/ADSL2/ADSL2+ connectivity while providing Wireless LAN capabilities for residential, industries and
SOHO environments. Wireless-G or the so-called 11g is the upcoming 54Mbps wireless networking standard
that’s almost 5 times faster than the widely deployed Wireless-B or the so-called 11b products found in homes,

businesses, and public wireless hotspots around the world.

ADSL2/2+ is a transmission technology used to carry user data over a single twisted-pair line between
the Central Office and the Customer Premises. The downstream data rates can go up to 24 Mbps and the
upstream data rates can go up to 1Mbps with length reach up to 22Kft for ADSL2/2+ connection and 54Mbps
transfer data rate for the 11g connection. This device allows ADSL2/2+ connectivity while providing Wireless
LAN capabilities for home or office users. This asymmetric nature lends itself to applications such as Internet

access and video delivery.

With minimum setup, you can install and use the router within minutes.

=
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1.1 Features

®m  ADSL Standards Compliance

HE ATM

Full rate ANSI T1.413 Issue2, ITU-T G.992.1 and ITU-T G.992.2 standards compliant.
ITU G.992.3, ITU G.992.5 and READSL2 ADSL2/2+ standards compliant.

Support Annex M and Annex L specification.

Downstream and Upstream data rates up to 24Mbps and 1Mbps.

Reach length up to 22Kift.

Support Dying Gasp functionality.

and PPP Protocols

Support ATM ALLO, ALL2 & ALLS.

Support OAM F4/F5 loop back.

Support up to 8PVCs.

Multiple Protocols over AAL5 (RFC 2684 / RFC 1483).
Support Bridged and Routed Ethernet Encapsulation.
Classical IP over ATM (RFC2225 / RFC1577).

Support VC and LLC based Multiplexing.

Support PPPoA (RFC 2364) standard.

Support PPPoE (RFC 2516) standard.

Support UBR, CBR, rt-VBR and nrt-VBR Traffic shaping QoS.
Support TR-068 (VPI/VCI Auto-Detection functionality).
Support TR-069 (WAN-side CPE Remote Management features).

[ | Network Protocols & Features

IP Routing — RIPv1 and RIPv2.

Support Static Routing.

DHCP Server, Relay and Client.

Support DNS Relay.

Support DDNS features.

Support SNMP functionality.

Support SNTP functionality.

Support IP QoS features.

Support IGMP functionality

IP Filter, Bridge Filter and Web Filter features supported.
Support Port Forwarding features.

Support DMZ functionality.

Support NAT and NAPT (PAT) functionality with extensive ALG supported.
Support IPSec, L2TP, PPTP Pass-Through.

Support VPN Pass-Through.

Built-in Firewall features.
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Bridging

. Support IEEE 802.1d Transparent Bridging.
. Support IGMP Snooping.

. Support WAN Bridge functionality.

. Support MAC Learning Address features.

IEEE 802.11g Wireless Standards

. IEEE 802.11b/g standards compliant.

. Support data rates up to 54Mbps (Auto-Rate Capable).

. Support 11g+ with data transmission rate up to 125Mbps (Optional)

. Support OFDM (64QAM, 16QAM, QPSK, BPSK) and DSSS (DBPSK, DQPSK, CCK)
modulation.

. Conforms to Wireless Ethernet Compatibility Alliance (WECA) Wireless Fidelity (Wi-Fi)
Standard.

. Support WEP/WPA/WPA2/802.1X Encryption for data security.

. Support AP Client features.

. Support Wireless Access Control functionality.

. Support Hidden SSID and Multiple SSID features.

. Support WDS features.

. Support WMM features.

. Support 2.412GHZ ~ 2.484GHz frequency ranges.

Management

. Web-based Configuration / Management.

. Support FTP/TFTP/Telnet Management / Configuration.

. Support Remote Access Management / Configuration.

. Support SSH features.

J Firmware upgrade and Reset to default via Web management.

J Restore factory default setting via Web or hardware reset button.
. WAN and LAN connection statistics.

J Support Password Authentication.

. Device System Log.

J Built-in Diagnostic Test.

UPnP
. Support UPnP functionality (Optional).
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B Ethernet Standards
. Built-in 4 Ports 10/100Mbps Ethernet Switch which compliant with IEEE 802.3x standards

. Automatic MDI/MDI-X crossover for 100BASE-TX and 10BASE-T ports.
. Auto-negotiation and speed-auto-sensing support.

. Port based VLAN supported in any combination (Optional).
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1.2 Scope

This document provides the descriptions and usages for the 4 Ports 11g Wireless ADSL2/2+
Router’'s Web pages that are used in the configuration and setting process. Both basic and advanced
descriptions and concepts are discussed. To help the reader understand more about these Web pages,
some questions and answers (Q&A) are appended after the definition of each Web page along with the

appendices at the end of the guide.
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1.3 Audience

This document is prepared for use by those customers who purchase the 4 Ports 11g Wireless
ADSL2/2+ Router and using the provided or embedded firmware. It assumes the reader has a basic
knowledge of ADSL/ADSL2/ADSL2+ Wireless and networking.
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1.4 Document Structure

Chapter 1:

Chapter 2:

Chapter 3:

Chapter 4:

Appendix A:

Appendix B:

Appendix C:

Appendix D:

Appendix E:

Introduction, provides a brief introduction to the product and user guide.

Knowing The 4 Ports 11g Wireless ADSL2/2+ Router, provides device specifications

and hardware connection mechanism.

Setting Up TCP/IP In Windows, provides Windows system Network’s configurations.
Device Administration, describes the pages found under the Admin menu. These pages
allow the user to view, change, edit, update, and save the 4 Ports 11g Wireless
ADSL2/2+ Router’s configurations or settings.

Router Terms, provides an introduction to basic Router Terms.

Frequently Asked Questions, is a compilation of useful questions regarding the 4 Ports
11g Wireless ADSL2/2+ Router.

Troubleshooting Guide, is a compilation of questions and answers relating to
common problems dealing with Windows networking and the 4 Ports 11g Wireless
ADSL2/2+ Router Configurations.

UPNP Setting, provides UPnP configurations procedures under Windows XP.

Glossary, provides definitions of terms and acronyms of this 4 Ports 11g Wireless
ADSL2/2+ Router.

4 Ports 11g Wireless ADSL2/2+ Router 7



1.5 System Requirement

Check and confirm that your system confirm the following minimum requirements:

m  Personal computer ( PC/Notebook ).
B Pentium lll compatible processor and above.

m  Ethernet LAN card or IEEE 802.11b or IEEE 802.11g Wireless adaptor installed with TCP/IP

protocol.
B USB Port ( Optional )
64 MB RAM or more.
B 50 MB of free disk space ( Minimum ).
B Internet Browser.

| CD-ROM Dirive.
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1.6 Packet Contents

The 4 Ports 11g Wireless ADSL2/2+ Router package contains the following items:

B One 4 Ports 11g Wireless ADSL2/2+ Router

| One Power Adapter

B One RJ-11 ADSL Cable

B One CAT-5 Ethernet Cable

B One CD-ROM ( Driver / Manual / Quick Setup Guide )

If any of the above items are damaged or missing, please contact your dealer immediately.
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Chapter 2 Knowing The 4 Ports 11g Wireless ADSL2/2+ Router

2.1 Front Panel:

The 4 Ports 11g Wireless ADSL2/2+ Router’s LEDs indicators display information about the

device’s status.

WL/ACT ADSL

PWR Lights up when 4 Ports 11g Wireless ADSL2/2+ Router is powered on.
WLACT Lights up when Wireless system is ready.

Blinking when 4 Ports 11g Wireless ADSL2/2+ Router is sending/receiving data.

Blinking when Port 1 of this 4 Ports 11g Wireless ADSL2/2+ Router is Sending or
1 Receiving data.

Blinking when Port 2 of this 4 Ports 11g Wireless ADSL2/2+ Router is Sending or
2 Receiving data.

Blinking when Port 3 of this 4 Ports 11g Wireless ADSL2/2+ Router is Sending or
° Receiving data.

Blinking when Port 4 of this 4 Ports 11g Wireless ADSL2/2+ Router is Sending or
4 Receiving data.

Lights up when a successful ADSL2/2+ connection is established.
ADSL Blinking when 4 Ports 11g Wireless ADSL2/2+ Router is sending/receiving data.
PPP Lights up when a PPP connection is established.

4 Ports 11g Wireless ADSL2/2+ Router
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2.2 Back Panel:

The back panel of the 4 Ports 11g Wireless ADSL2/2+ Router contains ADSL, Ethernet Switches,

Reset, Power Adapter connection and 2.4GHz Dipole Antenna connector.

0 ®

ADSL 4 x 10/100 Mbps Ethernet Switch Power Antenna
ADSL Port for connecting to the ADSL2/2+ Service Provider.
Ports 1~4 Four 10/100Mbps Ethernet Ports for connecting to the network devices
Power Power adapter connector.
Antenna 2.4GHz Dipole Antenna.

All the Ethernet port of the 4 Ports 11g Wireless ADSL2/2+ Router
supports auto-crossover capability.

RESET Button:

Reboot & Restore the 4 Ports 11g Wireless ADSL2/2+ Router to factory

defaults.

Resetting Factory Defaults:

The reboot and restore to factory defaults feature will set the device to its factory default configuration by
resetting the 4 Ports 11g Wireless ADSL2/2+ Router.

To Reset the 4 Ports 11g Wireless ADSL2/2+ Router:

Ensure that the device is powered on.
Press the Reset button for 10~15 seconds and release. The LED indicators will turns OFF and ON
again indicates that the reset is in progress. Do not power off the device during the reset process.

B Resetis completed when the LED indicator return to steady green. The default settings are now

restored.
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2.3 Connection Mechanism:

This section describes the hardware connection mechanism of 4 Ports 11g Wireless ADSL2/2+ Router
on your Local Area Network (LAN) connected to the Internet, how to configure your 4 Ports 11g Wireless

ADSL2/2+ Router for Internet access or how to manually configure your Internet connection.

You need to prepare the following items before you can establish an Internet connection through your 4
Ports 11g Wireless ADSL2/2+ Router:

1. Acomputer/notebook which must have an installed Ethernet Adaptor and an Ethernet Cable, or

2. A computer/notebook which have Wireless-b or Wireless-g wireless adaptor properly installed.
ADSL/ADSL2/ADSL2+ service account and configuration information provided by your Internet
Service Provider (ISP). You will need one or more of the following configuration parameters to

connect your 4 Ports 11g Wireless ADSL2/2+ Router to the Internet:

VPI/VCI parameters

Multiplexing Method or Protocol Type or Encapsulation Type
Host and Domain Names

ISP Login Name and Password

ISP Domain Name Server (DNS) Address

Fixed or Static IP Address.

-~ ® 2 o T o

Figure below shows the overall hardware connection mechanism of your 4 Ports 11g Wireless ADSL2/2+

Router.

‘ Wireless f}y -

K

| A |
[" Wireless
== ) Wi-Fi

| | 802.116
e

') ] AN/
| “ | 4 ?‘%ﬁ
I

RI-11 RI-11 Cable
cable ADSL Connection ]

O || . =

Splltter '
Lo}

| R1-45 Etharnat Connaction

I I | |
(L] V= V=0 (1]
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Following are the steps to properly connect your 4 Ports 11g Wireless ADSL2/2+ Router:

1. Turn off your computer/notebook.

2.  Connect the ADSL port of your 4 Ports 11g Wireless ADSL2/2+ Router to the wall jack of the
ADSL/ADSL2/ADSL2+ Line with a RJ-11 cable.

3.  Connect the Ethernet cable (RJ-45) from your 4 Ports 11g Wireless ADSL2/2+ Router (Switch ) to

the Ethernet Adaptor in your computer.

4. Connect the Power adaptor to the 4 Ports 11g Wireless ADSL2/2+ Router and plug it into a Power

outlet.

The Power light will lit after turning on the 4 Ports 11g Wireless
ADSL2/2+ Router.
Auto and self-diagnostic process will turn the LED indicators ON and

OFF during the process.

Use the Power Adaptor exclusively in combination with the equipment
supplied and do not use any other kind of power adaptor for the

equipment.

5. Turn on your computer.

6. Refer to the next section to setup or configure your system’s Network Adaptor.
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Chapter 3 Setting up the TCP/IP in Windows

The instruction in this chapter will help you configure your computers to be able to communicate with this

4 Ports 11g Wireless ADSL2/2+ Router.

Computers access the Internet using a protocol called TCP/IP (Transmission Control Protocol/ Internet
Protocol). Each computer/notebook on your network must have TCP/IP installed and selected as its
networking protocol. If a Network Interface Card (NIC) is already installed in your PC, then TCP/IP is probably

already installed as well.

The following description assumes 4 Ports 11g Wireless ADSL2/2+ Router been set to factory default. (If
not, please hold the reset button down for 5~10 seconds). The default of the 4 Ports 11g Wireless ADSL2/2+

Router’s LAN IP is 192.168.1.1.

Follow the procedures below to set your computer/notebook function as a DHCP Client.

Restart and Reboot your Windows system might be necessary after setting your
computer function as a DHCP Client. In order to properly activate your choice, click

“OK” to restart your Windows system.
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3.1 Windows ME / 98

Step 1: Click Start—Settings—Control Panel. Step 4: Go to IP Address icon and select

Obtain an IP address.
“windows pdate

=i

- Programs 3 Bindings | Advanced 1 MetBIOS |

DNS Configuration | Gateway | WINS Configuration  |P Address

LDrocuments C An P address can be automatically assigned to this computer.

If your network does not automatically assign I addiesses, ask
your hetwark administrator for an address. and then tupe it in

" . the space below:

Dial-Up Metworking
Search 3 ;

Erinters

Ll f 1P add
Help Taskbar and Start b enu Specify an IP address
I (=== S (. N I |

Bun...

Log Off Stiven...
¥ Detect connection to network media

Shut Do,

LN

[a3 | Cancel |

Step 2: Double-click the Network icon.
Step 5: Go to Gateway icon and erase all

previous setting.

J File Edit “iew Favortes Toolr Help
| #bac - & - G| @ 5emch [uFoders (PHisony |0 B K e | FE- 20 i
JAgdress |IE| Control Panel -7} Bindings | Advanced | MetBIOS |

DMS Configuration Gatewaw I wAMS Configuration | IFP Address

% %r @ The first gateway in the Installed G ateway list wil be the default.
Th i

y e address order in the list will be the order in which these
Gaming Internet Keyboard machines are used.

Options Options

Control Panel

& i

Network Mews gateway:
Configures network hardware and I ] l Add I
software, Modems ODBC Data - . . =

Saurces [32bit]

Windows Update Installed

Technical Support @ Femove I
Passwords  Power Options Printers Regional
Settings

oK | Cancel |

e I

5

Step 3: Go to Configuration icon, select network
Step 6: Go to DNS Configuration icon, select

Disable DNS and click OK.

adapter installed and click Properties.

[Noteork 2l x|

Configuration | |dertification | Access Control |

TCP/IP Properties e |

Bindings | Advanced | MetBIOS |
Gateway | WINS Configuration | IP Addess

The following netwerk components ars installed

= Cliert For Microsoft Metworks DMS Configuration
Dial-Up Adapter

B R ealtek RTLS139(4) PCI Fast Ethernet Adapter

[~ TCPAP -> Dial-Up Adapter

Enable DMS
Host: I Domair: I

T | — lﬁ 2 DNE Senver Search Oider

- | i i sad |
Primary Matwork Logon:
[ Client for Microsaft Metwarks =1 I Bemove |
Eile and Print Sharing |
Diescription

TCPAP is the protocol you uss to connect to the Internet and | o
wide-area netrcrks. =

¥ TCP/P -> Realtek RTL *Cl Fast Ethernet Adapter 1

ok | cencel |
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3.2 Windows 2000

Step 1: Click Start—Settings—Control Panel.

Documents r

Programs L4

L
B3 cControl Panel

> |2 Metwork and Dial-up Connections
Printers
Help a Taskbar & Start Menu. ..

N
4 |
Run...

Search

Q Shut Down, ..

dstart || 1) € =3 ||

Step 2: Double-click the Network and Dial-up

Connections.

J File Edit Wiew Favorites Tools  Help

E3 Control Panel

J 4=Ezck -~ = - | @Search L Folders aHistory |%

J Address I@ Contrel Panel

Contfol Panel

MNetwork and Dial-up
Connections

Connects to other computers,
networks, and the Internet

Regional Scanners and  Scheduled
Cptions Cametas Tasks

Step 3: Right Click the Local Area Connection and

select Properties.

% Network and Dial-up Connections

File Edit Wiew Favorites Tools Advanced  Help

|
J FBack v = - | Qsearch TyFolders  HHistory ||E 0 x @|
|

Address

Metwork and Dial-up Connections

1| -1
L
Network and Dial-
up Connections Disable
Status

Local Area Connection Create Shorkout

Type: LAN Connection Delete
Rename

Status: Enabled

Realbek RTLE139(A) PCI Fast
Ethernet Adapter

Step 4: Select Internet Protocol (TCP/IP) and click

Properties.

Local Area Connection Properties =]

General I

Connect using:

I Fealtek RTLS133(4] PCl Fast Ethemet Adapter

Configure |

Components checked are uzed by thiz connection:

Client for Microzsoft Metworks

Install... Uningtall Froperties 2

— Deszcription

Transmizsion Control Pratocol/Intemet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

I~ Show icon in taskbar when connected

ak Cancel

Step 5: Select Obtain an IP address automatically
and DNS server address automatically.
Then, click OK.

Internet Protocol (TCP/IP) Properties 2=l

General |

‘f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate |P settings.

I ' [Obtain an IP address automatically l 1
—" Use the following IP address:

|F address: I . . .
Subnet mask: I . . .
[refault gateway: I . . .

I i+ Dbtiin DMS zerver address automaticallg ' 2

— Use the following DMS server addresses—————————————————

Frefened DMS server: I . . .

Advanced.. |
3 (e

Alternate DMS server:
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3.3 Windows XP

Step 1: Click Start—Control Panel—Classic View.

Intermel = My Documents
™ E-mail 2) My Recent Documents >
Outloak Express
) iy prctures
5] Files and Settinas Transfer » .
‘wizard % My music
e ‘windovs Media Player 48 My computer

E/ Control Panel

@ Tour Windows %P

‘I\@ ers and Faxes
W s exotorer @ Switch to Classic View
&) Help and Support
@ tWindows Movie Maker =
2 search
=7 Rum

anprograms [

Step 2: Double-click the Network Connections.

B Control Panel

File

Edit view Favorites Tools Help

\)Back '_J l.’ﬁ pSearch u_ Folders v

Address [} Conkrol Panel

Game Inkernet Keyboard
Controllers Options

e L %

Metwork Phong and  Power Options
Connections ) Modem ...

e 32 9

Regional and  Scanners and  Scheduled
Language ... Cameras Tasks

;" Control Panel

[} Switch bo Category View

See Also

“ ‘Windows Lipdate
(7] Help and Suppart

Step 3: Right Click on the Local Area Connection and

select Properties.

"= Network Connections

Fle Edit ‘“iew Favorites Tools  Advanced Help

eBack 2 -d l.ﬁ psaarch “__ Faolders v

Address 'd:.\, Metwark Connections

#  LAN or High-Speed Internet

Network Tasks

Connection
[ Create anew
connection

% Set up a home or small
" office netwark

q Disable this netwark
device

% Repair this connection

Status

Repair

Eridge Connections
Em Rename this connection

&) view status of this
connecion

Create Shorkout
Delete
Rename

Change settings of this
connection

Step 4: Go to General icon, select Internet Protocol
(TCP/IP) and click Properties.

-4 | ocal Area Connection Properties

General | Authentication || Advanced |

Cornect using:

‘ B8 Realek RTLE139 Family FCI Fast Ethemet NIC ‘

This connection uges the following items:

g Client for Microgoft Metworks

.Q File and Printer Sharing for Microzoft Metworks
[l B0 p% Packet Schedile

Internet Prot

-y Uringill 2
Drescription

Transmission Control Protocol/Internet Pratocol. The default
wide area netwark protocol that provides communication
across diverse interconnected networks.

[ Shaws izon in notification area when connected

ok ] [ Cancel

Step 5: Go to General icon, select Obtain an IP
address automatically and DNS server
address automatically.

Then, click OK.

Internet Protocol (TCP/IP) Properties

General | Altermate Configuration |

“ou can get IP settings assigned automatically if your netwaork, supparts
thiz capability. Dthensise, you reed to ask your netwark administrator for
the appropriate IP settings

[@ Obtain an IP address automatically ] 1
(» Use the fallowing IP address:

I@ Obtain DMNS server address automatlcallyl 2
() Use the following DMS server addresses:

Freferred DMS server: I:l

3 [T =

Drefault gatevsay:

Alternate DMNS server:
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3.4 Checking TCP/IP Configuration

After your PC is configured and the system has rebooted, you can check the TCP/IP configuration using

the following utility provided by your Windows system:
A. Windows 98/ME:

1. Click on “Start” and “Run”.

2. Inthe open field, enter “Command”, then press “OK”.

Hun |

Type the name of a pragram, falder, document, ar [nternet
rezourze, and YWindows will open it far pou.

[

Cancel | Browse. .. |

3. In the command prompt, type “Winipcfg”, and then press “Enter”. All the Ethernet adapter

information will be shown in the appears Windows. Check if you can get the following setting:

1 Ethern

[ | The IP Address as 192.168.1.x

The Subnet Mask as 255.255.255.0

The Default Gateway as 192.168.1.1

4. Type “Exit” to end up the MS-DOS Prompt.
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B. Windows 2000:

1.
2.

4.

Click “ Start” and “Run”.

In the open field, enter “cmd” then click “OK”.

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for wou,

Y

Cpen: || Ans) j

Ik I Cancel | Browse, ., |

In the command prompt, type “ipconfig /all”, then press “Enter”.

i soft dous @ [Uersion 5.8@.21951]
{C> Copyright 1985-199% Microsoft Corp.

IC:~>ipconfigrall
Windows 2888 IP Configuration

Host MName : steven
Primary DHE Suffix H

Hode Type : Broadcast
IP Routing Enabled H

WINS Proxy Enahled

FEthernet adapter Local Area Connection 2:

Eunnectiun—upecific DHS Suffix IR e

hernet Adapter
: AA-@8-n1-BF-49-7E
: Yes

: Yes

: 192, .

-a

-1

.2

H . 1.

DHGP Server : - I
DNS Serve : .ﬁ.

lay 16, 28@5 12:33:57 AM
Lease Expim H May 16. 2885 1:33:57 AM

All the Ethernet adapter information will be shown in the appear Windows. Check if you can

get the following setting:
[ | The IP Address as 192.168.1.x
[ | The Subnet Mask as 255.255.255.0

B The Default Gateway as 192.168.1.1

Type “Exit” to end up the process.
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C. Windows XP:

1.

Click “ Start” and “Run”.

In the open field, enter “cmd” then click “OK".

Run E]E

- Type the name af a prograrn, Falder, document, ar
Internet resource, and Windows will open it Far you,

Open: b

[ 0K H Cancel H Browse. ..

In the command prompt, type “ipconfig /all”, then press “Enter”

INDOWS\System3 2\cmd. exe
Microsoft Windows HP [Version 5.1.26081
(C> Copyright 1985-20PA1 Microsoft Corp.
IC:“Documents and ZBettings~s>ipconfigrall
Windows IP Configuration

Host Mame : steven
Primary Dne Suffix H

Node Type : Unknouwn
IP Routing Enabled : Mo

WINE Proxy Enabled : Yes

[Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix

Descript : Realtek RIL8139 Family PCI Fast Ethe|
rnet MIG
Physical Adde : B@-88-n1-8F—4%?-7E
Dhcp Enabled : Yes
fAutoconf igu P : Yes
=1 D 192,
= 255,
T 192,
DHCP Server 192,
DNS Seruve 192, -
Lease Obhtained : Monday.
Lease Expires : Monday. May 16. 2885 1:29:85 AM

IC:~Docunments and Settings>s>

All the Ethernet adapter information will be shown in the appear Windows. Check if you can

get the following setting:
[ | IP address as 192.168.1.x
[ ] The Subnet Mask as 255.255.255.0

B the default gateway as 192.168.1.1

Type “Exit” to end up the process.

4 Ports 11g Wireless ADSL2/2+ Router
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Chapter 4 Device Administration

For your convenience, an Administrative Utility has been programmed into 4 Ports 11g Wireless ADSL2/2+
Router. This chapter will explain all the functions in this utility. All the 4 Ports 11g Wireless ADSL2/2+ Router

based administrative tasks are performed through this web utility.
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4.1 Login

To access the 4 Ports 11g Wireless ADSL2/2+ Router Configuration screens, follow the following steps will

enable you to log into the 4 Ports 11g Wireless ADSL2/2+ Router:

1. Launch the Web browser (Internet Explorer, Netscape, etc).

2. Enter the 4 Ports 11g Wireless ADSL2/2+ Router default IP address (Default Gateway)
http://192.168.1.1 in the address bar then press Enter to Log in.

3.  Entry of the username and password will be prompted. Enter the default login “Username” and
“Password”: The default login Username of the administrator is “Admin”, and the default login

Password is “Admin”.

A ‘ Note that the Username and Password are case sensitive. ‘

Please Log In to continue.

Log In

Username:{Admin
Password:™

“Username” and “Password” can be changed after login. Refer to the Tools configuration

section for further instruction.

4 Ports 11g Wireless ADSL2/2+ Router 22



Upon entering the address into the web browser, the system HOME page with all the device information

will pop up as shown below:

e - - ——

A0SL2/2+ Router

ADS5L2/2+ Router

Setup Wizard Tools Advanced m

Home

Connection Status

Diescription Tyne jiz] State Online Disconnect Reason
Wizard bridge o7 [ o7 MA

System Infarmation

System Uptime: 0 hours 21 minutes

DSL Status: Disconnected
DSL Speed: 0/0kbps
Ethernet: Connected

Software Wersion: 3.7.08
Firmware Yersion; 8505G_MB_051006.00F
S5I0: Default

[og out J reiresh

B Home: The Home section show the current 4 Ports 11g Wireless ADSL2/2+ Router’s connection

status and System information.

B Setup Wizard: The Setup Wizard is a presetting wizard which meant to help you install the 4
Ports 11g Wireless ADSL2/2+ Router quickly and easily.

B Tools: The Tools section lets you carry out system commands, firmware update, device

management and perform simple system tests.

B Advanced: The Advanced section lets you configure advanced features like RIP, SNTP, SNMP,
IP QoS ... etc.
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B Connection Status: Shows the current device connection status.

(SN S L R SV

Description: This field displays the ADSL ISP name.

Type: Shows the connection type use by your ISP.

IP: This field displays the WAN IP address which will be provided by your ISP.
State: Shows the ADSL connection status.

Online: This field display your ADSL online time.

Disconnect Reason: Display the ADSL disconnect reason.

System Information: Shows the current device connection status.

4]

System Uptime: This field displays the time of the 4 Ports 11g Wireless ADSL2/2+ Router
has been in operation.

DSL Status: Shows the 4 Ports 11g Wireless ADSL2/2+ Router connection status.

DSL Speed: This field displays the 4 Ports 11g Wireless ADSL2/2+ Router
Downstream/Upstream data rate in Kbps

Ethernet: This field displays the link up or down for the Ethernet connection.

Software Version: This field displays the 4 Ports 11g Wireless ADSL2/2+ Router’s data
pump code version.

Firmware Version: This field displays the 4 Ports 11g Wireless ADSL2/2+ Router’s
firmware version.

SSID: The Service Set Identifier (SSID) is a unique name for your wireless network. If you
have other wireless access points in your network, they must share the same SSID. The
default SSID is Default.

Log Out: Click to Log Out the Administration configuration page.

Refresh: Click to Refresh current page.
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4.2 Setup Wizard

The Setup Wizard is a presetting wizard which meant to help you install the 4 Ports 11g Wireless

ADSL2/2+ Router quickly and easily.

Click on “Setup Wizard” and the following screen will pop-up:

- e - -——

AOSL2/2+ Router

ADSL2/2+ Router

Home Setup Wizard Tools Advanced m

Setup Wizard

Setup Wizard
Country | ------- Select Country--—-- V|
5P : [ — v
Encapsulation : | |
WRL: [:::]
WL [:::]

Click m if your country/ISP is not listed

[hewt ] cancel |

Follow the “ Steps” describe below to complete your installation.

4 Ports 11g Wireless ADSL2/2+ Router
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Step 1: Select your country from the Country list and the ADSL service provider from the ISP List (If there

are more than two ISP in your country) and note the “Encapsulation” type and “VPI & VCI”
setting. Click “Next” to continue.

AOSL2/2+ Router

ADSL2/ 2+ Router

Home Setup Wizard Tools Advanced m
Setup Wizard

Setup Wizard
Country
15P Hinet |+
Encapsulation : PPFoE LLC
WPT ]
WCT 33

Click m if yaur country/ISP 1s nat listed

Click “Config” if you can’t find any available parameters from the
presetting country list.

Check your ISP immediately for the setting/configuration details.
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A. For countries with the following “Encapsulation” type after clicking the “Next” button at Step 1, you
will enter into set Username and Password window as shown below:

M PPPoA VC-Mux
M PPPoOALLC

M PPPoE VC-Mux
M PPPoOELLC
ADSL2/2+ Router

ADS5LZ/ 2+ Router

Setup Wizard

Tools Advanced m

Setup Wizard

PPP Setup

[Username 1 username

Password :[asse |

Apply l Back m

Manually enter your “Username” and “Password” which will be provided by your Service Provider
(ISP). Click “Apply” after setup.
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For countries with the following “Encapsulation” after clicking the “Next” button at Step 1, the
following window will pop-up:

1483 Routed IP VC-Mux
1483 Routed IP LLC

1483 Routed IP LLC (1577)
1483 Bridged IP VC-Mux
1483 Bridged IP LLC

SN N SN N

e o - - ————

ADSL2/2+ Router

ADS5LZ/2+ Router

Home Setup Wizard Tools Advanced m

Setup Wizard

Setup Wizard

Guntry H

ISP : Argentina Telecom

Encapsulation : 1483 Bridged IP LLC
WP 1]
VT 33

Connection Type : O static (Fized IP by ISP)
@ DHCP (Get IP dynamically from ISPy

Click [Tl if vour country /ISP is not listed

In this current window, you will find TWO different Connection Type:

B Static (Fixed IP by ISP)

B DHCP (Get IP dynamically from ISP)

Click “Config” if you can’t find any available parameters from the

presetting country list.

Check your ISP immediately for the setting/configuration details.
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H  Static: Click the radio button to enable Static (Fixed IP by ISP) option then click

“Next”, the following window will pop-up.

- w o - -———

AOSL2/2+ Router

ADSL2/2+ Router

Tools Advanced m

Setup Wizard
Setup Wizard

Static Setup

IR address | 192.168.12.1 1
Mask 2652662560

Default Gateway : 192 168123

DNS 1: 92]

DS 2

DS 2

Manually enter the “IP Address”, “Mask”, “Default Gateway” and “DNS”
which will be provided by your ISP. Click “ Apply” after your setting.

B Static Setup: Static IP Settings are for users who have a Static IP Address (WAN side) from
their ISP.

M IP Address: This is the static IP Address given by the ISP.

Range for IP Address is x.x.x.y, where 0 < x<255and 1 <y =< 254,

M Mask: This is the subnet mask provided by the ISP.

Range for Subnet Mask is x.x.x.x, where 0 < x < 255.

M Default Gateway: This is your gateway IP address.

Range for Gateway is x.x.x.y, where 0 < x<255and 1 <y < 254,

M DNS: This is the DNS address specify by the user or ISP. Check your ISP for setting
detail.

Range for DNS Address is x.x.x.y, where 0 < x=<255and 1 <y=< 254,
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DHCP (Get IP dynamically from ISP): Click the radio button to enable DHCP (Get IP dynamically
from ISP) option then click “Next”, the following window will pop-up:

AOSL2/2¢ Router

ADS5L2/2+ Router

Setup Wizard Tools Advanced m

Setup Wizard

DHCF Setup

IP sddress .

Mask :

Gateway

Default Gateway @’

Nothing to be filled under this mode. Just click the “Apply” button to confirm your setting.
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Step 2: The following configuration home page with the device setup information will pop-up after your

confirmation at Step 1.

e - -——

RAOSL2/2+ Reuter

ADSL2Z/2+ Router

Setup Wizard Toels Advanced m

Home

Connection Status

Description Type jiz] State Online  Disconnect Reason
Hinet pppoe  MJ4  Not Connected 0 DSL Line is Disconnected

System Information

Systern Uptime: 1 hours 6 minutes

DSL Status: Disconnected
DSL Speed: 0/0kbps
Ethernet: Connected

Software Wersion: 3.7.08
Firmw are Yersion: 8505G_MB_051006.00FA
S5ID: Default

[cog out J weresh)

B Check the following items when the above window pop-up. All the setting should be exactly the

same with your setting in STEP1.

M Description: Show the ISP name you'd selected in STEP 1.
M  Type: Show the Encapsulation type selected in STEP 1.

NOTE: If the final setting are differ from what you’d selected in STEP 1, click Setup Wizard and redo the

setup procedures or else check your dealer immediately for technical support.

NOTE: The 4 Ports 11g Wireless ADSL2/2+ Router can be configured to maintain up to 8 Connection
Profiles. Different Connection Profiles may be required if you connect to more than one ADSL service
provider, or if you vary the connection type/setting you use.

Note that in many cases, only one Connection Profile will be required and only one Connection

Profile in used at one time.
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Step 3: Click the “Refresh” button and check the “ System Information”. The “DSL Status” and “DSL
Speed” under “System Information” shows you the ADSL connection status and connection

speed (Upstream/Downstream) in Kbps.

ADSL2/2+ Router

ADS5L2/2+ Router

Setup Wizard Tools Advanced m

Home

Connection Status

Description  Type 1P State Online Disconnect Reason
Hinet pppoe  61.230.144.180 Connected  Ohr Omin 3sec  RiA

Systemn Infarmation

System Uptime: 0 hours 11 minutes

DSL Status: Connected
DSL Speed: Fe6/427 1kbps
Ethernet: Connected

Software Wersion: 3.7.04
Firmware Version: 855_MNB_0<40<406.00FA
SSID: Default

Step 4: Launch your web browser, and enter the Google Website Address: “www.google.com” in

the address field then press “Enter”.

‘2 Cannot find server - Microsoft Internet Explorer

File Edik ‘wiew Favorikes Tools  Help

J |J:L| |,;"_,L| ,‘_, P, Search 5. Favorites

Address [ waw google.com ]
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Step 5:

The following Google website index page will display on your screen

. This shows your ADSL

connection is correctly set and access to the Internet is now available.

Google

Web Images Groups"® Mews Froogle more »

I Advanced Search
Preferences

Google Search I'm Feeling Lucky Lanauage Tools

Advertising Programs - Business Solutions - About Google - Go to Google Taiwan

Make Google Your Homepagel

@2004 Google - Searching 2,058,044,651 web pages
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4.3 Tools

Figure below shows the Tools main screen, which can be accessed by clicking on the Tools tab from

the top of the screen. This screen provides access to the following tools screens:

System Commands
Remote Log

User Management
Update Gateway
System Log

Ping Test

ATM Test

N ENNNHN

for e e o ow e -———

AOSL2/2+ Router

Home Setup Wizard
Tools

System
[ ED T H

Remote Log

System Comrmands

Restart Access Point

Restore Defaults

Tools Advanced

User Update
Management

ADSL2 /2+ Router

System Log Ping Test ATM Test

Gateway

Use this button to restart the systam. If you haue net
saved your configurations, the Gateway will revart back to
the previously saved configuration upan restarting, NOTE:
Connactivity to the unit will be lost, You can reconnect after
the unit reboots,

Uze this button to restart the Wireless Access Paoint. Itis
impartant to Restart Accass Point any time you change
your Wirsless settings.

Use this button to restore factory default configuration,
MOTE: Connectivity to the unit will be lost You can
reconnecd after the unit reboots,

System Commands: Save the current configuration, restart the 4 Ports 11g Wireless ADSL2/2+

Router and restore to factory defaults setting.

Remote Log: Setup Remote Log Information.

User Management: Configure user name and password.

Update Gateway: Upgrade the 4 Ports 11g Wireless ADSL2/2+ Router firmware.

System Log: Display the 4 Ports 11g Wireless ADSL2/2+ Router’s log.

Ping Test: Run a ping test.

ATM Test: Use to check weather the 4 Ports 11g Wireless ADSL2/2+ Router is properly

connected to the WAN network.
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4.3.1 Tools — System Commands

Figure below shows the default System Commands screen, which can be accessed by clicking on the

System Commands link.

s a e w  ———

AOSL2/2+ Router

Home Setup Wizard Tools Advanced
Tools

System User Update

Remote Log System Log Ping Test

Commands Management Gateway

Systern Commands

Use this button to restart the system. If you have not
saved your configurstions, the Gateway will revert back to

the previously saved configuration upon restarting, MOTE:

Connecivity to the unit will be last, You can reconnect after
the unit reboots,

Use thiz button to restart the Wireless Access Point, It is

Restart Access Point impartant to Restart Access Point any time you change

your Wireless settings,

Use this button to restore factory default configuration.

Restore Defaults MOTE: Connectivity to the unit will be lost. You can

recannect sfter the unit reboots,

ADSL2/2+ Router

ATM Test

B Restart: This button enables you to restart the system. If you have not saved your configurations,

the 4 Ports 11g Wireless ADSL2/2+ Router will revert back to the previously save configuration

upon re-starting.

The following wizard will pop-up after clicking the “Restart” button. Click “OK” to confirm your

setting.

Microsoft Internet Explorer i

@ RESTART? If wou have not done a "Save all Changes" command, you will lose any changes vou have made.

(0] 4 I Cancel

Note: Connectivity to the unit will be lost. You can reconnect after the unit reboots.
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Restart Access Point: Use this button to restart the Wireless Access Point. It is important to

Restart the Access Point any time when changing the Wireless Setting.

The following wizard will pop-up after clicking the “ Restart Access Point” button. Click “OK” to

confirm your setting.

Microsoft Internet Explorer x|

@ RESTART &P7 This will restart &P with the new configuration.

Ik I Cancel

Restore Defaults: Use this button to restore factory default configurations.

The following wizard will pop-up after clicking the “Restore Defaults” button. Click “OK” to

confirm your setting.

Microsoft Internet Explorer i E[

® Are wou sure you wank ko restore factory defaulks?

K, I Cancel |

Note: You will be redirected to the 4 Ports 11g Wireless ADSL2/2+ Router Homepage after the

unit has successfully been restored to factory default configurations.

4 Ports 11g Wireless ADSL2/2+ Router

36



4.3.2 Tools — Remote Log

Figure below shows the default Remote Log screen. The remote log feature will forward all logged
information to the remote PC. The type of information forwarded to the remote PC depends upon the Log
level. Each log message is assigned a severity level, which indicates how seriously the triggering event
affects router functions. When you configure logging, you must specify a severity level for each facility,

messages that belong to the facility and are rated at that level or higher are logged to the destination.

- - —-——

AOSL2/2+ Router

ADS5L2/ 2+ Router

Home Setup Wizard Toels Advanced m
Tools

User Update
Management Gateway

System

Remote Log System Log Ping Test ATM Test

Commands

Remote Log

Log Level: Motice »
Add an IP Address: m
Select a logging destination: Mane b

ooty | cancel |

B Log Level: The default log level is “Notice”. There are eight log levels in the order of its severity:
M Panic: System panic or other condition that causes the router to stop functioning.

Alert: Conditions that require immediate correction, such as a corrupted system database.

&

Critical: Critical conditions, such as hard drive errors.

&

Error: Error conditions that generally have less serious consequences than errors in the
emergency, alert, and critical levels.

Warning: Conditions that warrant monitoring.

Notice: Conditions that are not errors but might warrant special handling.

Info: Events or non-error conditions of interest.

8 &

Debug: Software debugging message. Specify the level only when so directed by a

technical support representative.

Note: when you select a log level, all log information within this severity level and level(s) above

(meaning, more severe levels) will be sent to the remote PC.
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Add an IP Address: You can also enter additional IP address to which you want the log
information be forwarded to other than the remote PC. Any IP address you add here will show up

in the drop-down list of the next field: Select a logging destination.

Select alogging destination: You can select a destination IP to which the log information will be

sent from the drop-down list. You can customize the list using the Add and/or Delete buttons.

Delete: Delete the logging destination IP Address from the drop down list.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.3.3 Tools — User Management

The User Management page enables you to change your User Name and/or Password. It is
recommended that you change the User Name and password from the default Admin to ensure the security
of the 4 Ports 11g Wireless ADSL2/2+ Router.

For security reasons, the router has its own user name and password. Also, after a period of inactivity
for a set length of time, the administrator login will automatically disconnect. When prompted, enter the router

User Name: Admin and the router Password: Admin to log in.

NOTE: If you forget your user name and password, access to the 4 Ports 11g Wireless ADSL2/2+ Router can
only be gained by resetting the unit to factory defaults. Pressing the “Reset” button for 10 seconds, the LED

indicators will turns OFF and ON again indicates that the Reset process is successfully done.

e - ——

ADSL2/2+ Router

ADSL2Z/2+ Router

Home Setup Wizard Tools Advanced m
Tools

System

User Update . .
Commands System Log Ping Test ATM Test

Management Gateway

Remote Log

User Management
User Mame: Admin
Password:
Confirmed Passwaord:

Idle Timeout: 30 minutes

User Name: “Admin” is your default user name. You can enter your new user name here.

Password: "Admin” is your default password. You can enter your new password here.

Note: If you forget your password, you can press and hold the reset to factory default button for 10
seconds (or more). The 4 Ports 11g Wireless ADSL2/2+ Router will reset to its factory default
configuration and all custom configuration will be lost.

B Confirm Password: Enter your new password here again to confirm your previous setting.

B [dle Timeout: The default is 30 minutes. You will need to log back onto the 4 Ports 11g Wireless

ADSL2/2+ Router if it is been inactive for 30 minutes. You can change the timeout here.
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Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.3.4 Tools — Update Gateway

Firmware is the software that controls the 4 Ports 11g Wireless ADSL2/2+ Router and also provides the
user interface that is subject of this manual. The Firmware resides in the 4 Ports 11g Wireless ADSL2/2+
Router internal Flash memory; currently loaded firmware version can be found under Home - System

Information.

Note: It is recommends that you back up your configuration before doing a firmware upgrade. After the

upgrade is complete, you may need to restore your configuration settings.

To access Firmware Updates, click on Tools 2 Update Gateway. The following window screen will

pop-up.

AOSL2/2+ Router

ADSLZ/2+ Router

Home Setup Wizard Tools Advanced m
Tools

User Update
Management Gateway

System
Commands

Remote Log

System Log Ping Test ATM Test

Update Gatewsy

Select a File: Browse.. |

To update your gateway firmwara, choose an updated firmware image or configuration file in "Selact =
Fila", and then dick the Update Gataway button. Additionally, yau may download your canfiguration file
from the systern by clicking Get Configuration.

Update Gateway

The systern will be restarted autarnatically, sfter the Filesystern image is successfully updated. vou will
need to reconnect again to configure your setup,

Get Configuration

The system will give the configuration file only if it was earlier saved by pressing "Saveall" in System
Commmand Menu,

B Select a File: Click on the Browse... button to locate the Firmware or update image file from your
computer's hard drive.

B Update Gateway: Click the Update Gateway button to upgrade your 4 Ports 11g Wireless
ADSL2/2+ Router. The system will be restarted automatically after the Firmware/Image is
successfully uploaded. You will need to reconnect again to configure your setup.

B Get Configuration: You may download your configuration file from the system by clicking Get

Configuration. Follow the instruction and save your configuration file in your hard drive.

Note: When uploading Firmware/Configuration File to the 4 Ports 11g Wireless ADSL2/2+ Router,
it is important not to interrupt the Web browser by closing the window, clicking a link, or loading
anew page. If the browser is interrupted, it may corrupt the upgrading process. When the
upload is complete, your 4 Ports 11g Wireless ADSL2/2+ Router will automatically reboot and

restart. The upgrade process will typically take about 3~4 minutes.
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4.3.4.1 Update Gateway Procedure

Use the following procedures to update firmware for your ADSL2/2+ Router.

1. Download and save the latest firmware (From your ADSL service provider or local dealer) to your
computer’s hard drive.

2.  Press the “Reset” button of your ADSL2/2+ Router for 10~15 seconds and release to restore the
factory default setting.

3. Launch the Web browser (Internet Explorer, Netscape, etc) and enter the ADSL2/2+ Router’s default IP
address (Default Gateway) http://192.168.1.1 in the address bar then press “Enter” to Log in.

4.  Entry of the username and password will be prompted. Enter the default login “Username” and
“Password”: The default login Username of the administrator is “Admin”, and the default login
Password is “Admin”.

5. Click on Tools 2 Update Gateway and displayed the Firmware update homepage. Click Browse and
select the file to update. The file name will appear in the Select a File field.

6. Click Update Gateway. The uploading status will pop-up another window screen. When the uploading
process finished, the status screen will shut down automatically and a downloading complete notice
screen will display. Click the “Home” button and log back in.

7. Re-enter your Username and Password to log back in.

Note: If you want to make sure the firmware is properly upgraded, go to Home - System Information
and check on

the Firmware and Software version information on the System Information screen.

8. Click Setup Wizard and redo the setup procedures (Refer to Quick Start Guide or Section 4.2 for the
setup procedures).

9.  If you would like a copy of the configuration file (config.bin) saved to the ADSL2/2+ Router’s flash, click
Get Configuration to download. The following screen display after clicking the “ Get Configuration”

button.

File Download

Do you want to save this file?

Mame: config.bin

Type: Unknown File Type
From: 192.168.1.1

Save ] [ Cancel

YWhile filez from the Intemet can be useful, zome fles can potentially
harm your computer. |f pou do naot trust the zource, do not save this
file. What's the risk?
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Follow the on screen instruction to complete your Get Configuration process.
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4.3.5 Tools — System Log

You can display your 4 Ports 11g Wireless ADSL2/2+ Router’s log by clicking on the System Log link
from the Tools Main screen. The System Log screen allows you to view all logged information. Depending
upon the severity level, the logged information will generate log reports to a remote host (if remote logging is

enabled). This page contains information that is dynamic and will refresh every 5~10 seconds.

s e e - —-——

ADSL2/2+ Router

ADS5L2/2+ Router

Home Setup Wizard Tools Advanced m
Tools

Sy Remote Log WeEr Update System Log Ping Test ATM Test

Commands Management Gateway

System Log

whal_apiStartBss: Enable Tx, Rx and Start the Bss ~

START BSS, $5ID=Default, BSSID=00-13-64-55-55-34

AP Power Level = 1
Regulatory Domain = ETSI
Met[0] : Channel=&

Fw watchdog is Enabled

Default Asymmetric MTU for whifd 1500
Bridge Interface Added: whifd
manager_get_defaults - Inode
manager_get_defaults - Inode
manager_get_defaults - Inode
manager_get_defaults - Inode

get 0x0 at Addr OxA300ESB0

get 0x0 at Addr OxA300E5E0
manager_get_defaults - Inode

[ | Refresh: Click Refresh button to reload Web browser.
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4.3.6 Tools — Ping Test

Once you have your 4 Ports 11g Wireless ADSL2/2+ Router configured, it is a good idea to make sure
you can Ping the network. Figure below shows the default Ping Test screen, which can be accessed by
clicking on the Ping Test link from the Tools screen. If you have your PC connected to the 4 Ports 11g
Wireless ADSL2/2+ Router via the default DHCP configuration, you should be able to Ping the network
address 192.168.1.1. If the pings for both the WAN side and the LAN side are complete, and your have the

proper protocol configures, you should be able to surf the Internet.

ROSL2/2+ Router

ADSL2/2+ Router

Home Setup Wizard Tools Advanced m
Tools

System

User Update "
commands Remote Log Management Gateway System Log Ping Test ATM Test

Ping Test
Enter IP &ddress to ping: 192.168.1.1
Packet size: G4 bytes
Number of echo requests: 3

PING 197.165.1.1 (192.168.1.1): 64 data bytes

72 bytes from 192.168.1.1! icrp_seq=0 ttl=255 time=0.0 ms
72 bytes from 192.168.1.1: icmp_seq=1 =255 time=0.0 ms
72 bytes from 192.168.1.1; icrnp_seq=2 tl=255 time=0.0 ms

--- 182.168.1.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip minfavg/max = 0.0/0.0/0.0 ms

B Enter IP Address to ping: Enter the IP address that you want to ping. The default is set to the
default IP address of your 4 Ports 11g Wireless ADSL2/2+ Router is “192.168.1.1".

B Packet size: You can define the packet size of the ping test. The default is 64 bytes.

®  Number of echo requests: You can define how many times the IP address will be pinged. The
default is 3 times.

B Test: Click Test to start the ping test. The result will be shown in the window underneath.
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4.3.6.1 Ping Test Procedure

1. Click Ping Test from the Tools menu to access the Ping Test screen.

2. Change or leave the default settings of the following fields:
B Enter IP Address to ping
B Packet size

®  Number of echo requests
3.  Click Test.
4. The ping results will be displayed in the box on the screen. If the ping test was successful, it means that

the TCP/IP protocol is up and running. If the Ping test failed, the TCP/IP protocol is not loaded for some
reason, you should restart the 4 Ports 11g Wireless ADSL2/2+ Router.
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4.3.7 Tools — ATM Test

The ATM Test is used to check weather your Modem is properly connected to the WAN network. This
test may take a few seconds to complete. Before running this test, make sure you have at least one WAN
connection configured and have valid ADSL link; if the ADSL link is not connected, the test will fail. Figure

below illustrates the ATM Test screen with one WAN connections (Hinet) pre-configured.

- -———

ADSL2/2+ Router

ADS5LZ/ 2+ Router

Home Setup Wizard Tools Advanced [save all]
Tools

System User Update

Remote Log System Log Ping Test ATM Test

Commands Management Gateway

ATM Test

Connection Tvpe WPIWCT
O Hinet pppoe 033

Test Type: | F4 End »

AT Test Result: No test is running

B Connection: The WAN connections you have available.
Note: You will not be able to perform a modem test without any WAN connection configured.
B Type: The type of the WAN connection.
B VPI/VCI: Virtual Path identifier/Virtual Channel Identifier.
B Test Type: There are 4 test types:
M F4 End: F4 end to end.

F4 Seg: F4 segment.
F5 End: F5 end to end.

N 8™

F5 Seg: F5 segment.
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4.4 Advanced

The Advanced Menu provides access to advanced networking, management and routing capabilities.

Click the Advanced tab and the following screen will pop-up.

The Advanced tab allows you to perform advanced configuration functions for existing connections

including:
B Enabling and disabling of key features including SNTP, UPnP, SNMP, IP QoS, RIP, TR-069,
TR-068 ... etc.
B Management of LAN port interfaces, packet flow, isolation and filtering.
B Management of WAN port interface, ADSL protocols management and creating new connection.
B Configure the Wireless Access setting, Security and Management.
B Showing the details of the network statistics.

At least one WAN connection must be configured before implementing advanced WAN configuration

features. At least on LAN group must be defined before implementing advanced LAN configuration features.
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4.4.1 Advanced — Advanced

Figure below shows the Advanced main page, which is accessed by clicking the Advanced tab at the

top of the page.

- - -——

AOSL2/2+ Router

ADSL2 2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Advanced
Port

SNMP Forwarding P Filters TR-068 e e e

SkIP

Enable SNMP Agent[]
Enable SNMP Traps [

Name: myrouter
Location: mytown mystate usa
Contact: support@yourlSP.com
Wendaor OI0: 1.3.6.1.4.1.294
Community
MName Access Right
public ReadOnly
v
i3
Traps
Destination IP Trap Community. Trap version

v

w

This page provides access to the following configuration pages:

SNMP: Configure SNMP Management.

UPnP: Configure UPnP for different connections.

SNTP: Configure SNTP to configure time server on Internet.

TR-069: TR-069 is CPE Management Protocol from WAN side, intended for communication
between a CPE and Auto-Configuration Server (ACS).

Port Forwarding: Configure Firewall and NAT pass-through to your hosted applications.

IP Filters: Configure Firewall to block your LAN PCs from accessing the Internet.

IP QoS: Configure IP Quality of Service for different connections.

TR-068: The TR-068 WAN Access enables you to give temporary permission to someone (such
as technical support staff) to be able to access your 4 Ports 11g Wireless ADSL2/2+ Router from
the WAN side

Routing: Configure Static & Dynamic Routing.

DDNS: Dynamic DNS feature allows you to register your 4 Ports 11g Wireless ADSL2/2+ Router
with a DNS server and access your 4 Ports 11g Wireless ADSL2/2+ Router each time using the
same host name.

IGMP: Enables message forwarding from external sources such as your ISP, based on the

Internet Group Management Protocol.
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Web Access Control: Configure access control list.

Bridge Filters: Select to setup Bridge Filters.

Web Filters: Select to setup Web Filters.

Policy Routing: This page enables you to configure policy routing and QoS.

Ingress: The Ingress page enables you to configure QoS for packets as soon as they come into
the 4 Ports 11g Wireless ADSL2/2+ Router.

Egress: For packets going out of the 4 Ports 11g Wireless ADSL2/2+ Router, the marking (CoS :
Class of Service) need to be translated to the mappings understood by the network domains. The
reverse CoS and domain mapping is configured using the Egress page.

Shaper: Configure the QoS bandwidth.

SSH Access Control: The SSH Access Control page allows you to access the 4 Ports 11g
Wireless ADSL2/2+ Router remotely via SSH from the WAN side.

>>>>: Next Page.

<<<<: Previous page
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4.4.2 Advanced — SNMP

SNMP: Simple Network Management Protocol (SNMP) is a troubleshooting and management

protocol, which uses the UDP protocol on port 161 to communicate between clients and servers.

SNMP uses a manager MIB (management information base) agent solution to fulfill the network
management needs. The agent is a separate station that can request data from an SNMP agent in each of

the different managed system in the network.

The agent uses the MIBs as dictionaries of manageable objects. Each SNMP-managed device has at
least one agent that can respond to the queries from the NMS. The SNMP agent supports GETS, SETS, and
TRAPS for 4 groups with MIB-II: System, Interface, IP, and ICMP.

- o - - ————

AOSL2/2¢ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m

Advanced
Port

SNMP TR-069 Forwarding  LF Filters TR-068 =3-3-3-4

ShMP

Enable SNMP Agent[]
Enable SNMP Traps []

Marme: myrouter

Location: mytown, mystate usa

Contact: support@yourlSP.com

wendor OID: 136141294

Community

Mame Access Right

public ReadOnly
3
w

Traps

Destination IP Trap Community Trap Wersion

R

B Enable SNMP Agent: Click to enable the SNMP Agent. An SNMP agent is a node that resides on
the network, typically a computer or a router. The SNMP agent is controlled and configured by the
NMS by sending SNMP messages between one another. SNMP agents are logged and identified
in a Management Information Base (MIB), in which they are identified by an object identifier (OID).

B Enable SNMP Traps: Click to enable the SNMP Traps. SNMP traps are used to notify network
managers of significant events that have taken place in the network. These traps are sent to the
SNMP NMS ( NMS Server located at Trap IP ) through the specified Ports.

®  Name: An administratively-assigned name for the 4 Ports 11g Wireless ADSL2/2+ Router. By
convention, this is the node's fully-qualified domain name.

B Location: The physical location of the 4 Ports 11g Wireless ADSL2/2+ Router.
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Contact: Contact person and/or contact information for the 4 Ports 11g Wireless ADSL2/2+
Router.

Vendor OID: Vendor Object Identifier. Private MIDBs fit under OID 1.3.6.1.4.1. The enterprise
number of this device is 294.

Note: The System Name, System Contact, and System Location can be up to 127 characters.
Community: SNMP defines a community to be a relationship between an SNMP agent and one or
more SNMP managers. Once the clear-text community name corresponds to a community known
to the receiving SNMP entity, the sending SNMP entity is considered to be authenticated as a

member of that community and is granted different levels of access: read-only or read-write.

M Name: Name of community. SNMP supports up to 3 communities including the default
community name of “Public”.
M  Access Right: Two options are offered:
€ ReadOnly: Allows a GET or a GETNEXT operation to all objects with access rights of
READ-ONLY in the MIB.
€ ReadWrite: Allows a GET or a GETNEXT operation to all objects with access rights of
READ-WRITE in the MIB.
Traps: Trap is event notification. There are 4 standard traps supported in this 4 Ports 11g Wireless
ADSL2/2+ Router: WarmStartTrap, LinkUpTrap, LinkDownTrap, and AuthenticationFailureTrap.
M Destination IP: Destination IP address of trap. Trap can be sent to 3 different destinations.
M  Trap Community: Community name of the trap.

M Trap Version: Two trap versions/formats are supported: SNMPv1 & SNMPv2C.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.3 Advanced — UPnP

Universal plug and play (UPnP), NAT, and firewall traversal allow traffic to pass through the 4 Ports 11g

Wireless ADSL2/2+ Router for applications using the UPnP protocol. This feature requires one active WAN

connection. In addition, the PC should support this feature. In the presence of multiple WAN connections,

select a connection on which the incoming traffic is present, for example, the default WAN connection.

- w o - -———

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [ save All]
Advanced
Port

SNMP TR-069 Forwarding

IP Filters TR-068 e e e

UPnP
Enable UPNP O
WAk Connection:
L&aM Connection:

[Chopty | concel |

B Enable UPnP: Place a check to enable UPnP feature.

1. WAN Connection: Select the WAN Connection from the drop down manual.
2. LAN Connection: Select the LAN Connection from the drop down manual.
®  Apply: Click Apply to complete the setting.

B Cancel: Click Cancel to ignore all the changes.

4 Ports 11g Wireless ADSL2/2+ Router

53



4.4.3.1 Configure UPnP

Follow the following procedures to configure the UPnP features:

1.  Check Enable UPnP. This enables the WAN Connection and LAN Connection fields.

2.  Select the WAN Connection and LAN Connection that will use UPnP from the drop-down

lists.
3.  Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g
Wireless ADSL2/2+ Router configuration is not saved, these changes will be lost

upon the 4 Ports 11g Wireless ADSL2/2+ Router reboot.

4. To make the change permanent, click Save All (at the top of the page).
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4.4.4 Advanced — SNTP

SNTP: SNTP (Simple Network Timing Protocol) is a protocol used to synchronize the system time to the
public SNTP servers. It uses the UDP protocol on port 123 to communicate between clients and servers.
Place a check at Enable SNTP to enable the SNTP functionality.

When the SNTP feature is enabled, your 4 Ports 11g Wireless ADSL2/2+ Router will start querying for
the time clock information from the primary SNTP server. If it fails to get a valid response within the “Timeout”
period, it will try for “Retry” number of times, before moving to the Secondary SNTP server. If it fails to get a
valid response from Secondary STNP server within valid retry times, it starts querying Tertiary SNTP server.
If it fails to get a valid response from all the servers, then the program stops. When a valid response is
received from one of the server, the program sleeps for “Polling Interval” amount of minutes, before starting

the whole process again.

- - -——

ADSL2/2+ Router

AD5L2/ 2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port

SMMP TR-069 R
Forwarding

IP Filters TR-068 - T e}

SMNTP

Enable SNTP O
Primary SNTP Servear:
Secondary SMTP Server:

Tertiary SMTP Server:

Tirmeout: Secs
Paolling Interval: Mins
Retry Count:

Time Zone:

Day Light: ]

Enable SNTP: Place a check to enable SNTP feature.
Primary SNTP Server: The IP address or the host name of the primary SNTP server.
Secondary SNTP Server: The IP address or the host name of the secondary SNTP server.

Tertiary SNTP Server: The IP address or the host name of the tertiary SNTP server.

Timeout: A time limit for an operation. If the 4 Ports 11g Wireless ADSL2/2+ Router failed to
connect to a SNTP server within the “Timeout” period, it will retry the connection.

m  Polling Interval: The length of time (In Minutes) the 4 Ports 11g Wireless ADSL2/2+ Router
retrieves the time from the SNTP Server. Time between a successful connection with a SNTP

server and a new attempt to connect to an SNTP server.
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Retry Count: Enter the Retry Count to access the SNTP Server. The number of times the 4 Ports
11g Wireless ADSL2/2+ Router will try to connect to an SNTP server before it try to connect to the
next server in line.

Time Zone: This specifies the time zone ( Geographical location ).

Day Light: Place a check at the Day Light to activate Daylight Savings Time.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To make the change permanent, click on Save All.
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4.4.4.1 SNTP Configuration Procedure

1.

Check Enable SNTP.

Use the previous section as a reference and configure the following fields:
Primary SNTP Server

Secondary SNTP Server

Tertiary SNTP Server

Timeout

Polling Interval

Retry Count

Time Zone

Day Light

Click Apply to temporarily save the setting.

A SNTP system time warning wizard will pop-up. Click OK to confirm your setting.

To complete and save the setting, click Save All after clicking the Apply button.
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4.45 Advanced — TR-069

TR-069 is CPE Management Protocol from WAN side, intended for communication between a CPE and
Auto-Configuration Server (ACS). The CPE WAN Management Protocol defines a mechanism that

encompasses secure auto-configuration of a CPE, and also incorporates other CPE management functions

into a common framework.

The CPE WAN Management Protocol is intended to support a variety of functionalities to manage a
collection of CPE, including the following primary capabilities:

B Auto-configuration and dynamic service provisioning

B Software/firmware image management
B Status and performance monitoring
[

Diagnostics

Figure below shows the default TR-069 page, which is accessed by clicking the TR-069 link on the
Advanced page. The TR-069 page allows you to set up connection parameters and may not be seen by the

end user.

- e wo w --————

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [ Save Al
Advanced

Port A
SNMP Forwarding IP Filters TR-068 e e

TR-069

ACS URL: hitp:/#192. 168.1.2:9995/

Periodic Inform Enabled: [

Periodic Inform Interval:

ACS Connection Request
Username: O0EQAB-111

Password: ssssssnnes

B ACS URL: URL of the auto configuration server (ACS) provided by the ISP.

B Periodic Inform Enabled: Enable/disables the 4 Ports 11g Wireless ADSL2/2+ Router to connect

to the ACS periodically. If you enable this feature, you should enter a value in the Periodic Inform
Interval field.
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Periodic Inform Interval: This field is enabled only when the Periodic Inform Enabled field is
checked. It defines the amount of time (in seconds) between a successful connection with an ACS

server and a new attempt to connect to an ACS server. A recommended value is 86400 seconds

(1 day).

ACS Connect: By clicking the ACS Connect button, you manually connect the 4 Ports 11g
Wireless ADSL2/2+ Router to the ACS.

ACS Connection Request:

M Username/Password : The username/password are used when the ACS wants to initiate a
connection with the 4 Ports 11g Wireless ADSL2/2+ Router. The 4 Ports 11g Wireless
ADSL2/2+ Router authenticates the ACS using the username/password. The

username/password are provided by the ISP.
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4.4.5.1 Configure TR-069

Use the previous section’s description as a reference and follow the following procedures to configure

parameters related to TR-069.

1.

Leave the default URL in the ACS URL field.

Check Periodic Inform Enabled and enter a value in the Periodic Inform Interval field.

or

Click ACS Connect to manually connect to the ACS. Once a connection is established, the ACS can

update all three fields: ACS URL, Periodic Inform Enabled, and Periodic Inform Interval.

To allow ACS to initiate a connection with your 4 Ports 11g Wireless ADSL2/2+ Router, you can enter

the ACS Connection Request Username and Password.

The 4 Ports 11g Wireless ADSL2/2+ Router uses these two fields to authenticate the ACS.

Click Apply to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless ADSL2/2+
Router configuration is not saved, these changes will be lost upon 4 Ports 11g Wireless ADSL2/2+

Router reboot.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.6 Advanced — Port Forwarding

Port Forwarding (or Virtual Server) allows you to direct incoming traffic to specific PCs based on a
service port number and protocol. Using the Port Forwarding page, you can provide local services (for
example web hosting) for people on the Internet or play Internet games. Port Forwarding is configurable per

LAN segment.

A database of predefined Port Forwarding rules allows you to apply one or more rules to one or more
members of a defined LAN group. You can view the rules associated with a predefined category, and add the

available rules for a given category. You can also create/edit/delete your own Port Forwarding rules.

e - -———

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port

SNMP TR-069 Forwarding P Filters TR-068 =3-3-3-3

Port Fanwarding

War Connection:| Hinet | aAllow Incoming Ping
Select LAN Group: LAM group 1 v
L&N IP: 192.168.1.2 v
Custom Port Forwarding DMZ

Category Available Rules Applied Rules
Alien vs Predator ”~

® Games Ashemn_‘s Call

O vpN Dark Rein 2
Delta Force

O asudiofvideo|Doom ITEN

O apps Dune 2000

O servers Directx (7 ,8) Games

) EliteForce

User EverQuest

Fighter Ace Il b

[ ety ] cancel |

B WAN Connection: Select the WAN connection you are going to apply the port forwarding feature.

B Allow Incoming Ping: Place a check to enable the incoming ping. Enabling incoming ping (ICMP)

requests on the Port Forwarding page allows the router to respond to a ping from the Internet.
B Select LAN Group: Select the LAN Group you are going to apply the port forwarding feature.
[ ] LAN IP: Select the IP address that will host the service.

B Custom Port Forwarding: This link takes you to the Custom Port Forwarding screen, more is

discussed in “Custom Port Forwarding” section.
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DMZ: Demilitarized Zone (DMZ). More information on DMZ is available in the “DMZ Setting”

section.

Category: Custom and user-defined categories.

Available Rules: Predefined and/or user-defined IP filtering rules for each category.

View: Select an available rule then click View to dhows the detail of the rule management.

Applied Rules: The IP filtering rules you select to apply for each given category.
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4.4.6.1 Port Forwarding Configuration Procedure

1. From the Port Forwarding configuration screen, select WAN Connection, LAN Group, and LAN IP.

If the desired LAN IP is not available in the LAP IP drop-down menu, you can add it using the LAN Client

screen, which can be accessed by clicking NEW IP.

2.  Select the available rules for a given category, click View to view the rule associated with a predefined

filter (Figure below shows the DirectX (7,8) Games rule), click Add to apply the rule for this category.

Note: You can click View to view the rule associated with a predefined filter on the Rule Management

page.

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port

SNMP TR-069 Forwarding P Filters TR-068 =351

Rule Management

Rule Mame: Asheron's Call

Protocol Port Start Port End Port Map
LUDP a000 o001 j=lnluln]

LDP o004 o00S ooo4
LIDP 9012 Q013 Q012

3. Ifaruleis notin the list, you can create your own in the user category. With User category selected,

click New. The Rule Management screen will populate for you to create new rules.

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port

SNMP TR-069 Forwarding  LP Filters TR-068 =3-3-3-1

Rule Management

Rule Name:| |

Protocol:

Port Start:| |Part End| |

| apply [ cancel |

Protocol Port Start Port End Port Map

Note: The New, View, and Delete buttons become available only when the User category is selected.

All the custom rules you create fall under the User Category.
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4. The Rule Management page populates for you to create new rules. Enter Rule Name, Protocol, Port
Start, Port End, and Port Map fields, then click Apply.

fr s e o - ———

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SNMP TR-069 Port

Forwarding [P Filters TR-068 e e S

Rule Management

Rule Mame: New_Rule?

Protocol:

Port Start:| |Part Endt| |
[ appiv |
Protocol Port Start Port End Port Map
TCRP 10 20 200
TCP,UDP 30 40 300

5. The rules you create become available in the User category. You are able to view or delete the rules

you create.
AOSL2/2+ Router
ADSLZ/2+ Router
Advanced LAN WAN Wireless Status Home m
Advanced

. Port q
SMMP Forwarding | 1P Filters TR-068 e

Port Forwarding

Wil CDHHEEUDFI: O allow Incoming Ping
Select LAMN Group: LAM group 1 v
LAN IP: 192.168.1.2 v

Custom Port Forwarding DMZ

Category Available Rules Wwpplied Rules
example example

O Games Mew RuleZ

O wpn

O sudiofviden m

O 2pps

® User
[view |

Continue to add rules as they apply from each category.
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7.  Click Apply when you finish to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless ADSL2/2+
Router configuration is not saved, these changes will be lost upon 4 Ports 11g Wireless ADSL2/2+
Router reboot.

8. To complete and save the setting, click Save All after clicking the Apply button.

Note: You can also use the Custom Port Forwarding link to add programs to the existing list, which is

discussed in Custom Port Forwarding section.
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4.4.6.2 Port Forwarding — New IP

New IP: If you wish to manually add a LAN client so that you can apply rules to it, click on the New IP

button. The following screen will pop-up. Refer to Advanced - LAN = LAN Clients setting for more details.

Enter the IP Address, Hostname and MAC Address as shown then click Apply to save your setting.

o e o - ——

ADSL2/2+ Router
ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home
LAN

LAN Ethernet - -
Configuration Switch LAN Clients  LAN Isolation

LAN Clignts

Select LaM Connechon:

Enter IP Address: I:I
Hostname: 1
MaC address: I:I

Dynamic Addresses
Reserve IP Address Hostname MAC Type
O 192.168.1.3 acer-6p222wh7ns 00:c0:9f:26:76:ca Dynamic
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4.4.6.3 Port Forwarding — DMZ

DMZ: A DMZ (Demilitarized Zone) is added between a protected network and an external network, in

order to provide an additional layer of security.

Setting a host on your local network as demilitarized zone (DMZ) forwards any network traffic that is not
redirected to another host via the port forwarding feature to the IP address of the host. This opens the access
to the DMZ host from the Internet. This function is disabled by default. By enabling DMZ, you add an extra

layer of security protection for hosts behind the firewall.

The following screen will pop-up after clicking the DMZ button. Place a check to enable the DMZ
functionality. Select the WAN Connection, LAN Group and LAN IP Address from the drop down manual.

Click Apply to save and activate your setting.

e - ——

AOSL2/2+ Router

ADS5LE [/ 2+ Router

Advanced L&N WAN Wireless Status Home [ save all]
Advanced
Port

ST UL Forwarding

1P Filters TR-068 e e

DMZ Settings

Enable DMZ O

Select your WaN Connection: Hinet

Select LAN Group: LAM group 1 v

Select a LaN IP Address: 19216812 » L&M Clients

Enable DMZ: Enable/disables the Demilitarized Zone feature. This field is unchecked by default.
Select your WAN Connection: Select the WAN Group you are going to apply the DMZ feature.
Select LAN Group: Select the LAN Group you are going to apply the DMZ feature.

Select a LAN IP Address: Select the LAN IP address you are going to use as the DMZ host. This

computer will be exposed to the Internet. Be aware that this feature may expose your local network
to security risks.
B LAN Clients: This link will take you to the LAN Clients screen, more information on LAN Clients

can be found in “LAN Clients” configuration section.
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4.4.6.3.1 DMZ Configuration Procedure

1. From the Port Forwarding Configuration screen, click the DMZ link. You will be taken to the DMZ
settings screen as shown below.

AOSL2/2¢ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [ Save all]
Advanced

Port
Forwarding

SNMP TR-069

IP Filters TR-068

DMZ Settings

Enable OMZ ™

Select your Wak Connection: Hinet

Select LAN Group: LAM group 1 b

Select a LaM IP Address: 192.166.1.2 + LAM Clients

2.  Check the Enable DMZ box on the DMZ setting screen.
3.  Select the WAN Group, LAN Group, and LAN IP Address. DMZ is configurable per LAN segment.
4.  Click Apply when you finish to temporarily save the settings.

Note: You can access the LAN Clients page by clicking the LAN Clients link.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon the 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

5. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.6.4 Port Forwarding — Custom Port Forwarding

Custom Port Forwarding: If there is no pre-defined Port Forwarding Rule for a particular application, a
user rule can be created which defines the required Ports, Protocols and Port forwarding rules. Click the

Custom Port Forwarding button and the following screen will pop-up.

The Custom Port Forwarding screen allows you to create up to 15 custom ports forwarding entries to

support specific services or applications; such as Concurrent NAT/NAPT operation.

AOSL2/2+ Router

ADS5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port

SNMP - IP Filters TR-068
Forwarding

Port Forwarding

Connection: Hinzt Enable i
application: Protocal: TCP v
Source 1P address: Source Metmask:
Dastnation IP Address: Dastination Metmask: 255255255255
Destination Port Start: Destination Port End:
Destination Port Map:
Enabled Mame Source IP Destination IP Port Start Protocol Edit Delete

Mask Mask Port End

Port Map

To create a custom rule you will need to know the specific port number and port type that the application
requires. Some applications specify a range of ports in which case you will need to know both the starting and

ending port numbers in the range, which are mapped by the start port and end port fields.

The Port Map specifies the internal port that the data will be directed to on the LAN Client. When dealing
with port ranges, the Internal Port will be the same as the first port in the range. When you simply want to
forward a single port from outside to inside, then all three fields (Port Start, Port End and Port Map) will have

the same port number.

B Connection: Select the WAN connection on which the Custom Port Forwarding rule is to be
applied.

B Enable: The Enable button is checked by default, meaning this rule is applied when you click on
the Apply button.
Application: Name of the application for which your ports will be opened.
Protocol: There are three options available: TCP, UDP, and TCP and UDP.
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Source IP Address: You can define the source IP address from which the incoming traffic will be
allowed. Enter “0.0.0.0” for all.

Source Netmask: Netmask of the source IP address. Enter “255.255.255.255” for all.
Destination IP Address: The LAN-side destination IP address for incoming traffic.

Destination Netmask: The LAN-side destination netmask for incoming traffic. The default value of
this field is 255.255.255.255.

Destination Port Start: The starting port number that will be made open for this application.
Destination Port End: The ending port number that will be made open for this application.
Destination Port Map: Destination port mapped on the LAN (destination) side to which packets

will be forwarded. There are two types of port mapping:

M  One-to-one (one port mapped to one)

M  Multiple-to-one (multiple ports mapped to one port)

Multiple-to-One One-to-One
WAN [500 ... 600] [500 ... 600]
LAN 700 [500 ... 600]
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4.4.7 Advanced — IP Filter

The IP Filtering feature allows you to block specific applications/services based on the IP address of a

LAN device. You can use the IP Filters page to block specific traffic (for example, block web access) or any

traffic from a host on your local network.

A database of predefined IP filters allows you to apply one or more filtering rules to one or more

members of a defined LAN group. You can view the rules associated with a predefined filter and add the

available rules for a given category. You can also create, edit, or delete your own IP filter rules. Click the

Advanced — IP Filter tab, the following screen display.

o o - - —-——

AOSL2/2+ Router

Advanced LAN

Advanced
SNMP

WAN

Wireless Status

Port
Forwarding

TR-069

Home

IP Filters

ADS5LZ/2+ Router

TR-068 bl )

IP Filters

Select LAM Group: | LAN group 1

LAN TP:

Block &l Traffic:

192.168.1.2 v
O

~

[ Block Cutgoing Ping  Custom IP Filkers

Category

Games
WP

Apps
Servers

O0000O®

User

Available Rules

Alien vs Predator
Asheron's Call
Dark Rein 2
Delta Force

Audiofvideo |Doam

Dune 2000

Direct (7 8) Games
EliteFaorce
EverCuest

Fighter Ace |l

< Remove

Applied Rules

B Select LAN Group: Select the LAN Group you are going to apply the IP Filters feature.

B LAN IP: Select the IP address in the given LAN group that you are going to apply the IP Filters

feature.

B Block All Traffic: When checked, complete network access is blocked for the specific IP address.

B Block Outgoing Ping: Blocking outgoing ping (ICMP) generated from a particular LAN IP can be

used if your PC has a virus that attempts a Ping-of-Death Denial of Service attack.

B Custom IP Filters: This link takes you to the Custom IP Filter screen, more is discussed in

“Custom IP Filters Screen” section.

B Available Rules: Predefined and/or user-defined IP filtering rules for each category.

B Applied Rules: The IP filtering rules you select to apply for each given category.
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4.4.7.1 IP Filters Configuration Procedure

1. From the IP Filters configuration screen, select LAN Group and LAN IP.

If the desired LAN IP is not available in the LAP IP drop-down menu, you can add it using the LAN Client

screen, which can be accessed by clicking NEW IP.

filter, click Add to apply the rule for this category.

Note: The New, View, and Delete buttons become available only when the User category is

selected. All the custom rules you create fall under the User Category.

e - ————

AOSL2/2# Reuter

Advanced LAN VAN Wireless Status Home
Advanced

Port

SNMP TR-069 IP Filters TR-D68

Forwarding

IP Filters

Select LAMN Group: | LAN group 1 b
LAN IP: 192.188.1.2 v
Block all Traffic: O [ Block Outgoing Ping  Custom IP Filters
Category Available Rules Applied Rules
example
O Games
O e
O sudiofvideo m
O 2pps
® User
Cvien |

ADSLZ/2+ Router

Select the available rules for a given category, click View to view the rule associated with a predefined

If a rule is not in the list, you can create your own rule in the User category. Select User, then click New.
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4.

The Rule Management page (figure below) populates for you to create new rules. Enter Rule Name,

Protocol, Port Start, Port End, and Port Map fields, then click Apply.

RAOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [ Save all]
Advanced

. Port o
SNMP Forwarding [P Filters TR-068 e e e e

Rule Management

Rule Mame: Mew_Rule1

Protocal:

Part Start; | |Part End:| |

[ conce |

Protocol Port Start Port End Port Map
Lpp =1 1 2050

The rules you create appear in the Available Rules box in the User category. You can view or delete

the rules you create.

o e - —-———

AOSL2/2+ Router

ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

Port

FormerE 1P Filters TR-068 - T e

IP Filters

Select LAM Group: | LAM group 1 hd
L&M IP: 192.168.1.2 ¥

Block all Traffic; O [ Block Outgoing Ping  Custom IP Filters

Category Available Rules wpplied Rules
example

O Games Mew Rulel

O wen

O sudiofviden m

QO apps

® user
[view |

Continue to add rules as they apply from each category using the Add button.
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Click Apply when you finish to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

To complete and save the setting, click Save All after clicking the Apply button.

Note: You can also use the Custom IP Filters link to add programs to the existing list. This is

discussed in the following section.
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4.4.7.2 IP Filters — Custom IP Filters

Customer IP Filters are different from Port forwards, or Block All traffic because they allow greater

scopes of IP addresses to be included in the block.

The Custom IP Filters function allows creation of up to 20 custom IP filtering entries to block specific

services or applications based on:

B Source/Destination IP address and Netmask
B TCP Port (ranges supported)

B Protocol

TCP

UDP

TCP and UDP

ICMP

Any

N NNAA

- - ——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [ Save all
Advanced
Port

SMNMP R IP Filters TR-063
Forwarding

IF Filters

Filter Mame: Enable o
Source IF: Source Metmask:
Destination IP: Destination Metmask:
Port Start: Port End:

Protocol: TCP v

Enabled Name Source IP Destination IP PortStart Protocol Edit Delete
Mask Mask PortEnd

B Filter Name: Name of the IP filter rule you are about to create.

B Enable: The Enable button is checked by default, meaning this rule is applied when you click on

the Apply button.

B Source IP: Since IP filtering is for outgoing traffic, the source IP is the IP address on your LAN

side that you want to block network traffic from.
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Source Netmask: Netmask of the source IP on your LAN side.

Destination IP: You can define the destination IP address to which your source IP will be banned

the access. Enter “0..0.0.0” for all.

Destination Netmask: Netmask of the destination IP. Enter “255.255.255.255” for all.

Port Stat: The starting port number that will be blocked for this application.

Port End: The ending port number that will be blocked for this application.

Protocol: There are five options available: TCP, UDP, TCP and UDP, ICMP, and Any.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.8 Advanced — TR-068

The TR-068 WAN Access page enables you to give temporary permission to someone (such as

technical support staff) to be able to access your 4 Ports 11g Wireless ADSL2/2+ Router from the WAN side.

From the moment the account is enabled, the user is expected to log in within 20 active minutes, otherwise

the account expires. Once the user has logged in, if the session remains inactive for more than 20 minutes,

the user will be logged out and the account expires.

e - -——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced
Port
Forwarding

SNMP TR-D69

IP Filters TR-068 -

TR - 068

wiak Update: (O
WAkl Access: [

User Mame: [tech
Password:

Port: 51003

B WAN Update: Check this field to give the account read and write access.
B WAN Access: Check this field to give the account read-only access.

B User Name: User name of the WAN access account.

B Password: Password of the WAN access account.

B Port: Enter the port number to be opened for the temporary WAN access.

4 Ports 11g Wireless ADSL2/2+ Router

77



4.4.8.1 Create Temporary User Account (WAN-Side)

1. Check WAN Update to enable write privilege of the 4 Ports 11g Wireless ADSL2/2+ Router.

2. Check WAN Access to enable read privilege of the 4 Ports 11g Wireless ADSL2/2+ Router.

3.  Enter a user name and password in the User Name and Password fields.

4.  Enter a port number In the Port field (for example, 51003).

5. Click Apply to temporarily activate the settings on the page.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless

ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

6. To complete and save the setting, click Save All after clicking the Apply button.

7. Toaccess your 4 Ports 11g Wireless ADSL2/2+ Router remotely, enter the following in the URL:

Syntax: http(s)://WAN IP of the 4 Ports 11g Wireless ADSL2/2+ Router:Port Number
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4.4.9 Advanced — Routing

The Dynamic Routing feature enables the 4 Ports 11g Wireless ADSL2/2+ Router to dynamically
define routes for subnet(s) on the WAN/LAN side. Dynamic Routing uses RIP (Routing Information Protocol)
for exchanging routing information with other routers in the network. It is supported across both WAN and
LAN interfaces. When RIP (Routing Information Protocol) is enabled the router builds its own routing tables
utilizing request and response packets. A request packet tells the router to build a list of its routing table
contents with the network/host IP to which the table belongs, Netmask for the network and RIP host. After
obtaining this information, the router will send a response to the machine that sent the original request. RIP

will also update the main routing table.

If the router is required to serve more than one network, you will need to set up a Static Route between
the networks. Static routing can be used to allow users from one IP domain to access the Internet through the
Router in another domain. A Static Route provides the defined pathway that network information must travel

to reach the specific host or network which is providing Internet access. Up to 16 routes can be added.

oo - -——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

<l Routing Web Access Bridoe Filters - e e

Control

Diynarmic

Enahle RIP O
Protocol:| RIP v2 v
Enable Password Ef
Password:  eses
Interface Direction
LAM group 1 Both
Hinet Mone v
Static
Chnase a connection: | Hinet M
MWew Destination IP: Mask: |255.255.255.0
Gateway; Metric; |0

The Routing Table is empty.
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Dynamic Routing:

4]
4]

Enable RIP: If this box is checked, Dynamic Routing is enabled.

Protocol: Select the protocol from the drop-down manual. The choice is dependent upon the
network environment. Most networks support RIP v1. If RIP v1 is selected, routing data will
be sent in RIP v1 format. If RIP v2 is selected, routing data will be sent in RIP v2 format using
Subnet Broadcasting. If RIP v1 Compatible is selected, routing data will be sent in RIP v2
format using Multicasting.

v RIP v1: RIP Version 1: One of the first dynamic routing protocols introduced used in
the Internet, RIPv1 was developed to distribute network reach ability information for
what is now considered simple topologies.

v" RIP v2: RIP Version 2: Shares the same basic concepts and algorithms as RIPv1 with
added features such as subnet masks, authentication, external route tags, next hop
addresses, and multicasting in addition to broadcasting.

v RIP v1 Compatible: RIP v1 compatible (UDP protocol with multicast format)

Note:  Routers using RIP v1 or RIP v1-compatible protocol can talk to each other, but not

to routers using RIP v2 protocol.

Enable Password: This is an optional field. RIP version v2/Compatibility allows you to
provide simple plaintext password based authentication to RIP packets. This field is disabled
if RIP v1 protocol is selected.
Password: The 16 character long plain text password.
Direction: Normally when RIP is enabled on a router it dynamically learns/provides routes
on all it's configured interfaces. This parameter allows you to select the interfaces on which
RIP is expected to learn and distribute routing information. This feature allows the user to
control how and which routes get distributed through the network e.g. by selecting “In Only”
mode, it prevent routes to the private LAN networks from being sent over to the WAN side
router. The following four direction options are available:
v' Both: Receive updates on the interface and also send it's routing table to other
routers connected to that interface.
v" In: Receive routing updates from other routers connected to that interface but NOT
send routing updates on that interface.
v/ Out: Send routing updates but not receive updates on this interface from the other
routers connected to that interface.
v" None: Ignores this interface and not send or receive routing updates through this

interface.
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To demonstrate the use of the dynamic routing feature, consider the figure as shown below. As shown
in the figure, you have a network with two LAN connections (192.168.1.x and 172.168.1.x), and each has a
router and a subnet.

How can host A in subnet 1 (193.168.1.x) talk to host B in subnet 2 (173.168.1.x)? You have two
options:

1. Using the static routing feature, you can add both subnets to the routing table using the Static

Routing page. Refer to Section 4.4.8.2 on how to setup your Static Routing feature.

2. You can enable dynamic routing on all routers without having to manually enter the individual
routes. Keep in mind that you need to enable all routers on this network and they should use the
same protocol to be able to communicate with each other. Section 4.4.8.1 shows you how to

enable and configure the dynamic routing feature on your 4 Ports 11g Wireless ADSL2/2+ Router.
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B Static Routing:

4]

Choose a Connection: Presents list of saved Connections. Select appropriate connection
from the list.

The New Destination IP: The network IP address of the subnet. (You can also enter the IP
address of each individual station in the subnet).

Mask: The Subnet Mask identifies which portion of an IP address is the network portion,
and which portion is the host portion. The subnet mask defaults is 255.25.255.0

Gateway: The LAN through which the subnet communicates with the WAN/LAN.

Metric: It defines the number of hop(s) the between network nodes that data packets will
travel. The default value is “0”, which means the subnet is directly one level down the local
LAN network.

B Apply: Click Apply to complete the setting.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.

Suppose you have a network like the one shown in below. In your LAN, you have a 4 Ports 11g Wireless
ADSL2/2+ Router (192.168.1.1) and three stations connected to it (192.168.1.x). A subnet is added to your
LAN group by adding a second router (192.168.1.5/10.0.0.1) with four stations (10.0.0.x) connected to it. The

four stations in the subnet cannot receive packets unless they are added to the routing table of your 4 Ports

11g Wireless ADSL2/2+ Router. You can add each individual station to the routing table using the Static

Routing page, or more easily, you can add the whole subnet in one entry. Section 4.4.8.2 explains how to
add the subnet to the 4 Ports 11g Wireless ADSL2/2+ Router routing table.
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4.4.9.1 Dynamic Routing Configuration Procedure

Check Enable RIP.

Select the RIP Protocol RIP v2 for training purpose. The Enable Password field is enabled.

Note: The same RIP protocol should be used to enable dynamic routing on all routers on the

network.
Check Enable Password and enter a password. This is an optional field for additional security.
For LAN group 1 and LAN group 2, leave Both checked in the Direction field.
Click Apply to temporarily activate the settings.
Notice you did not need to enter the subnet IP, mask, or gateway when using the dynamic routing
feature. The 4 Ports 11g Wireless ADSL2/2+ Router can receive and transmit routing information and
add it to their own routing tables.
You also need to enable dynamic routing on routers 2 and 3.
Click Apply again when you finish making all the changes.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.9.2 Static Routing Configuration Procedure

1.
2.

From the Choose a connection drop-down menu, select your LAN connection “Hinet” (For example).

Enter or leave the default entry for the following parameters:

M New Destination IP: 10.0.0.2 (the network IP address of the subnet)

M Mask: 255.255.255.0 (the subnet mask)

M Gateway: 192.168.1.6 (the LAN-side IP address of the second router, through which the stations

in the subnet access the network)
M  Metric: 0

You are telling the 4 Ports 11g Wireless ADSL2/2+ Router that a new subnet with an IP of 192.168.1.2
and a Netmask of 255.255.255.0 has been added and can access the 4 Ports 11g Wireless ADSL2/2+

Router via station 192.168.1.6.

The metric is O since the subnet is one level down on the LAN.

Click Apply to temporarily save the settings. You have added the subnet to the routing table (Figure

below). You have added the subnet to the routing table (Figure below). The four stations in the subnet

can receive packets from the WAN.

A0SL2/2+ Router

Advanced LAN WAN Wireless
Advanced

Web Access
Control

CLLL

Routing

Dynamic

Enable RIP W
Protocal:| RIF w1 v
O
Interface Direction
LAk group 1 Baoth
Hinet Mone
Static
Choose a connection: | Hinet 4
Mew Destination IP: Mask:
Gateway: Metric: |0
Connection Destination IP Mask Gateway
Hinet 10.0.0.2 255.,255.255.0 192.168.1.6 0

Status Home

ADSL2 2+ Router

Bridge Filters

e e

255.2565.255.0

Metric Delete

0
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Note: You can add up to 16 entries. You can also delete any entry using the Delete checkbox.

Click Apply again when you finish making all the changes.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.10 Advanced — DDNS

Each time your 4 Ports 11g Wireless ADSL2/2+ Router connects to the Internet, your ISP assigns a
different IP
address to your 4 Ports 11g Wireless ADSL2/2+ Router. In order for you or other users to access your 4 Ports
11g Wireless ADSL2/2+ Router from the WAN-side, you need to manually track the IP that is currently used.
The Dynamic DNS feature allows you to register your 4 Ports 11g Wireless ADSL2/2+ Router with a DNS

server and access your 4 Ports 11g Wireless ADSL2/2+ Router each time using the same host name.

The Dynamic DNS Client page (Figure below) allows you to enable/disable the Dynamic DNS feature.

o - —-—

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Advanced

q Weh Access q .
e e Routing Control Bridge Filters T - -

Dynarmic DNS Client

Connection Hinet »
DOMS Server DynDNS v
DOMS Client O

User Mame
Password

Domain Name

B Connection: This field defaults to your 4 Ports 11g Wireless ADSL2/2+ Router’'s WAN connection

over which your 4 Ports 11g Wireless ADSL2/2+ Router will be accessed.

B DDNS Server: This is where you select the server from different DDNS service providers. A

charge may occur depends on the service you select.

[ | DDNS Client: Enables/disables the DDNS client feature for the WAN connection. This field is
disabled by default.

B User Name: User name assigned by the DDNS service provider.
B Password: Password assigned by the DDNS service provider.

®  Domain Name: Domain name to be registered with the DDNS server.
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4.4.10.1 Enable Dynamic DNS

Use Section 4.4.9 as a reference and follow below’s procedures to enable Dynamic DNS feature on
your 4 Ports 11g Wireless ADSL2/2+ Router.

1. Onthe Dynamic DNS Client page, configure the following fields:

Connection
DDNS Server
DDNS Client
User Name

Password

NNANNNN

Domain Name
2. Click Apply to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

3. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.11 Advanced — IGMP

Multicasting is a form of limited broadcast. UDP is used to send datagrams to all hosts that belong to
what is called a Host Group. A host group is a set of one or more hosts identified by a single IP destination

address. The following statements apply to host groups:

Anyone can join or leave a host group at will.
There are no restrictions on a host’s location.
There are no restrictions on the number of members that may belong to a host group.

A host may belong to multiple host groups.

N NNAA

Non-group members may send UDP datagrams to the host group.

Multicasting is useful when the same data needs to be sent to more than one device. For instance, if
one device is responsible for acquiring data that many other devices need, then multicasting is a natural fit.
Note that using multicasting as opposed to sending the same data to individual devices uses less network

bandwidth. The multicast feature also enables you to receive multicast video streams from multicast servers.

IP hosts use Internet group management protocol (IGMP) to report their multicast group memberships
to neighboring routers. Similarly, multicast routers use IGMP to discover which of their hosts belong to
multicast groups. Your 4 Ports 11g Wireless ADSL2/2+ Router supports IGMP proxy that handles IGMP
messages. When enabled, your 4 Ports 11g Wireless ADSL2/2+ Router acts as a proxy for a LAN host
making requests to join and leave multicast groups, or a multicast router sending multicast packets to

multicast groups on the WAN side.

- e w w - ————

AOSLE/2+ Router

ADS5LE [ 2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

Lol o o Routing Web Access Bridge Filters

Control

IGMP Prozy

Enable IGMP Proxy []

Interface Upstream fDownstream fIgnore
Hinet lgnore b
LaM group 1 lgnore b
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The IGMP Proxy page (Figure above) allows you to enable multicast on available WAN and LAN
connections.

You can configure the WAN or LAN interface as one of the following:
M  Upstream: The interface that IGMP requests from hosts are sent to the multicast router.
M Downstream: The interface data from the multicast router are sent to hosts in the multicast
group database.
M Ignore: No IGMP request nor data multicast are forwarded.
You can perform one of the two options:
1. Configure one or more WAN interface as the upstream interface.

2. Configure one or more LAN interface as the upstream interface.

Each option is discussed in more details as follows.

4 Ports 11g Wireless ADSL2/2+ Router 89



4.4.11.1 Configure WAN Interface as Upstream IGMP Proxy

This applies when the multicast server in on the network. Hosts on your LAN side can send IGMP
requests through the WAN interface. And the WAN will pass multicast packets from the multicast server to
the hosts on the LAN side.

In figure as shown below, the WAN interface DHCP1 is enabled as the upstream IGMP interface, which
forwards IGMP requests from LAN group 1 to the multicast router on the network and forwards multicast
frames from the multicast router to hosts on the downstream interface (LAN group 1). No IGMP request nor

data multicast are forwarded to PPPoE1 or LAN Group 2.
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Use the procedures describe below to configure a WAN connection as the upstream interface.
1. Check Enable IGMP Proxy.
2. Configure the following WAN/LAN interfaces:
DHCP1: Upstream

PPPoEL: Ignore

LAN group 1: Downstream

N NN

LAN group 2: Ignore

e o - -———

ADSL2/2+ Router

ADSL2/Z+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

el Routing Wl S Bridge Filters

Control

IGMP Proxy

Enable IGMP Proxy Ef

Interface Upstream/Downstream/Ignore
DHCPL Upstream v
PPPoEL lgnaore v
LAM group 1 Downstream
LAaM group 2 Ignore v

3. Click Apply to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

4. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.11.2 Configure LAN Interface as Upstream IGMP Proxy

This applies when the multicast server in on the LAN side. Hosts on the network can sent IGMP request
from the WAN side through the LAN interface. And the LAN interface, acting as the upstream interface,

forwards data multicast from the LAN-side multicast server to hosts on the network.

In figure as shown below, there is a multicast router on the LAN side and LAN Group 1 interface is
enabled as the upstream IGMP proxy. IGMP requests from the network are forwarded to LAN group 1 and
multicast frames from multicast router 1 are forwarded to hosts on the LAN side (LAN group 3) and on the
WAN side (DHCP1 and PPPoE1). No IGMP request nor data multicast are forwarded to LAN Group 2.

Enable ISP Proxy: LAN = Upstream

PPPOET )
{Downstraam) .

LAN Group 3
& 4 |Downstream)

LAN Group 2
{lgnora)

LAN Group 1
& & {Upstraam) &
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Use the procedures describe below to configure your LAN group 1 as the upstream interface.

1. Check Enable IGMP Multicast.
2. Configure the following WAN/LAN interfaces:

DHCP1: Downstream
PPPoE1: Downstream
LAN group 1: Upstream
LAN group 2: Ignore

N NANANN

LAN group 3: Downstream

o o - - —-——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

i Web Acce ) )
Pl Routing SO Eey™®  Bridge Filters >

1GMP Prosy

Enable IGMP Proxy M

Interface Upstream/Downstream/Ignore
CHCP1 Downstream
PPPOEL Downstream v

L&M group 1 Upstream b
LaM group 2 Ignore »

LAM group 2 Downstraam

3.  Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

4. To complete and save the setting, click Save All after clicking the Apply button.

Note: At least one WAN interface should be configured in order to enable the IGMP proxy.
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4.4.12 Advanced — Web Access Control

The Web Access Control page (Figure below) allows you to access the 4 Ports 11g Wireless
ADSL2/2+ Router remotely via the web from the WAN side.

o w o - -————

ROSL2/2+ Router

ADS5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

Ll o oo Routing Web Access Bridge Filters b B o -

Control

Weh

Enahle: O

Choose a connection: DHCP1 v
Remote Host IP: 0.0.00

Remote Netmask: 265,285 265 255
Redirect Port: 8080

[aeoly ] concel |

[ | Enable: Enables/disables the remote web access feature.

[ | Choose a connection: Select the WAN connect over which the remote web access feature is

enabled.

B Remote Host IP: Enter the IP address of the remote host.

B Remote Netmask: Enter the netmask of the remote host.

B Redirect Port: You can enter a port number in this field that is different from the well-known IP
port number 80. The port number that you enter will be viewed externally and mapped to port 80
internally in the 4 Ports 11g Wireless ADSL2/2+ Router.

If you want to access your 4 Ports 11g Wireless ADSL2/2+ Router at home from a remote location such

as your office, use Section 4.4.11 as a reference and configure your WAN IP address using procedure

describe in Section 4.4.11.1.
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4.4.12.1 Enable Web Access Control (WAN-Side)

Follow the procedures describe below to enable your Web Access feature.

1.  Check Enable to enable the Web access control feature.

2. In the Choose a Connection field, leave the default WAN connection selected.

3. Inthe Remote Host IP field, enter the WAN-side IP address you will use to access your 4 Ports 11g
Wireless ADSL2/2+ Router (for example, 192.168.1.1).

4. Inthe Remote Netmask field, enter the netmask of your WAN-side IP address.

5.  Enter a port number In the Redirect Port field (for example, 80).

6. Click Apply to temporarily activate the settings on the page.

This WAN address is added to the IP Access List. This allows you to access your 4 Ports 11g Wireless
ADSL2/2+ Router at home from a WAN IP (192.168.1.1) via Web.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.

7. To complete and save the setting, click Save All after clicking the Apply button.

8. To access your 4 Ports 11g Wireless ADSL2/2+ Router from the remote IP (192.168.1.1), enter the
following in the URL:

http(s)://192.168.1.1:80

Syntax: http(s)://WAN IP of RG:Port Number
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4.4.13 Advanced — Bridge Filter

The bridge filtering mechanism provides a way for you to define rules to allow or deny frames through

the bridge based on source MAC address, destination MAC address, frame type, and physical ports.

When bridge filtering is enabled, each frame is examined against every defined filter rule in sequence.

When a match is found, the appropriate filtering action (allow or deny) is performed.

Note that the bridge filter only examines frames from interfaces that are part of the bridge itself. Up to 20

filter rules are supported with bridge filtering.

Click on Advanced — Bridge Filter tab, the following screen display. The Bridge Filters page allows you

to enable, add, edit, or delete the filter rules.

Refer to Section 4.4.12.1 on how to enable and configure bridge filters.

- o - -——

AOSL2/2+ Router

AD5LE [ 2+ Router

Advanced LAN WAN Wireless Status Home m

Advanced
Web Access

<l el Routing Control Bridge Filters - e e

Bridge Filters

Enable Bridge Filters O
Enahle Bridge Filter Management Interface O
Select LAN: LAM group 1

Bridge Filter Management Interface:

Src MAC Src Port Dest MAC Dest Port Protocol Mode
00-00-00-00-00-00 ANY * | 00-00-00-00-00-00 ANY ~ |PPPoE Session % | Deny v
Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
[ cance |

B Enable Bridge Filters: Place a tick at the check box to enable the Bridge Filters functionality. If
the check box is selected, Bridge Filtering is enabled according to the list of Bridge Filter Rules
that has been created. If the box is de-selected, Bridge Filtering will not be enabled, even if Bridge

Filter Rules have been created.

B Enable Bridge Filter Management Interface: Place a check to enable the Bridge Filter
Management Interface. When checked, it enables the Bridge Filter Management Interface field.
This ensures that you do not get locked out of the RG on the interface of the LAN group specified

in the next two fields.
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Select LAN: Select your LAN group to enable the Bridge Filter Management Interface feature.
Bridge Filter Management Interface: Select the interface of the LAN group to have the Bridge
Filter Management Interface feature enabled. Depending on the LAN group that is selected, the
interface selections are Ethernet, USB, and/or WLAN.

SrC MAC: The source MAC address. It must be in a xx-xx-xx-xx-xx-xx format, with
00-00-00-00-00-00 as “don't care”. Blanks can be used in the MAC address space, and would be
considered also as “don't care”.

SrC Port: Source port. You can choose from Any, Ethernet, USB, WLAN, or WAN Bridge
Connection Port for the particular bridge. If any of the selections are not available, please check
your DSL connection.

Dest MAC: The destination MAC address.

Dest Port: Destination port. You can choose from Any, Ethernet, USB, and WLAN.

Protocol: You can choose from the following options: PPPoE Session, PPPoE Discovery, IPX -
Ethernet Il, RARP, IPv6, IPv4, and Any.

Mode: Select t Allow or Deny for the rule.

Delete: Place a check adjacent to the Bridge Filter Rule and click Apply to Delete the Bridge Filter
Rule.

Add: Click Add button to add the rule to the list of rules.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.13.1 Bridge Filters Configuration Procedure

Check Enable Bridge Filters.

To add a rule, enter source MAC address, destination MAC address and frame type with desired

filtering type, and click Add.

Note: You can also edit a rule that you created using the Edit checkbox. You can delete a rule

using Delete.

Click Apply to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

To complete and save the setting, click Save All after clicking the Apply button.
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4.4.14 Advanced — Web Filters

Web Filter is a tool that have the ability to filter Internet content. Using an easy, category-based listing,
you can control exactly what website content can or can not be accessed. Click the radio button to Enable or
Disable the filter rules to ensure an accurate representation of the world of information reachable on the

Internet.

The following content types are disabled by default:

Proxy Server
Cookies
Java Applets

ActiveX Controls

Pop-Ups

To enable, simply check Enabled, then click Apply.

AOSL2/2¢# Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m

Advanced
SSH Access
Control

ol <l Web Filters  Policy Routing Ingress Egress Shaper

‘Weh Filters
Prosy O Enabled ® pizabled
Cookies O Enabled ® Disabled
lava applets O Enabled ® pizabled
Activer O Enabled ® Disabled
Pop-Ups O Enabled ® pizabled

m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.
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4.4.15 Advanced - Policy Routing

The Policy Routing Configuration page (Figure below) is accessed by selecting Policy Routing on
the Advanced home page. This page enables you to configure policy routing and QoS. The policy routing

configuration is discussed as follows. The QoS configuration is discussed in next section (Section 4.4.15)

e o - -——

AOSL2/2# Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SSH Access
Control

Lo oo e Web Filters Policy Routing Ingress Egress Shaper

Policy Routing

Ingress Interface LANgoupl Destination Interface Hinet v
DiffSery Code Point ; Class of Service Casl w
Source IP : Destination 1P :

Mask : Mask :

Protocal TEF  »

Source Part Start: Source Port End:

Destination Port Start: Destination Port End:

Source MaC :

Local Routing Mark:

Ingress Interface DSCP Source IP Destination IP Source Start Destination Start Protocol Local Mark Delete
Dest Interface  CoS  Mask Mask Source End Destination End  Source MAC
[ concel |

B Ingress Interface: The incoming traffic interface for a Policy Routing rule. Selections include LAN
interfaces, WAN interfaces, Locally generated (traffic), and not applicable. Examples of Locally

generated traffic are: voice packets, packets generated by applications such as DNS, DHCP, etc.

B Destination Interface: The outgoing traffic interfaces for a Policy Routing rule. Selections include
LAN Interfaces and WAN interfaces.

m  DiffServ Code Point: The DiffServ Code Point (DSCP) field value ranges from 1 to 255. This field
cannot be configured alone, additional fields like IP, Source MAC, and/or Ingress Interface should

be configured.

B Class of Service: The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
CoS6, and N/A.

[ | Source IP: The IP address of the traffic source.
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Mask: The source IP netmask. This field is required if the source IP has been entered.

Destination IP: The IP address of the traffic destination.

Mask: The netmask of the destination. This field is required if the destination IP has been entered.

Protocol: The selections are TCP, UDP, ICMP, Specify, and none. If you choose Specify, you

need to enter the protocol number in the box next to the Protocol field.

This field cannot be configured alone, addtional fields like IP, Source MAC, and/or Ingress

Interface should be configured.

This field is also required if the source port or destination port has been entered.

Source Port Start: The starting port number of the source protocol. You cannot configure this field

without entering the protocol first.

Source Port End: The ending port number of the source protocol. You cannot configure this field

without entering the protocol first.

Destination Port Start: The starting port number of the destination protocol port. You cannot

configure this field without entering the protocol first.

Destination Port End: The ending port number of the destination protocol. You cannot configure

this field without entering the protocol first.

Source MAC: The MAC address of the traffic source.
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B Local Routing Mark: This field is enabled only when Locally Generated is selected in the Ingress
Interface field. The mark for DNS traffic generated by different applications are described below:
M  Dynamic DNS: OxE1

Dynamic Proxy: OxE2

Web Server: OXE3

MSNTP: OxE4

DHCP Server: 0xE5

IPtables Utility: OXE6

PPP Deamon: OxE7

IP Route: OXE8

ATM Library: OxE9

NET Tools: OXEA

RIP: OxEB

RIP v2: OXEC

UPNP: OXEE

Busybox Utility: OXEF

Configuration Manager: OxFO

DropBear Utility: OxF1

Voice: 0

N NNNNNRNRRNNRNNNNNRNHEN

Currently routing algorithms make decision based on destination address, i.e., only Destination IP
address and subnet mask is supported. The Policy Routing page enables you to route packets on the basis

of various fields in the packet. The following fields can be configured for Policy Routing:

Destination IP address/mask
Source IP address/mask
Source MAC address

Protocol (TCP, UDP, ICMP, etc)
Source port

Destination port

Incoming interface

DSCP

NNNNNNIRNHEN
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4.4.15.1 Example — Traffic Segregation

In this example, we will use the Policy Routing Configuration page to configure traffic segregation. In

figure below, your 4 Ports 11g Wireless ADSL2/2+ Router has the following configuration:

Two WAN connection: PPPoE1 (broadband connection) and PPPoE2 (dial-up and default
gateway).

Two LAN groups: LAN group 1 and LAN group 2

Two computers in LAN group 1

Two computers in LAN group 2

Goal: You want to reserve PPPoE1 for use by LAN group 1 computers only.

Ao nh =

© ® N o

10.

11.

.-hl\-\._.-x____,__.,-._ -
PPPOE1 PPPoE2

{Broadband) (Dial-up
VAN and default gateway)

LAN group 1 ‘ LAN group 2

56 b o

In the Ingress field, select LAN Group 1.

In the Destination Interface field, select PPPoEL.

In the Class of Service field, select N/A.

In the Protocol field, leave the default selection None.

This is to select all protocols.

Click Apply to temporarily activate the settings on the page.

The first rule is created. Voice traffic from LAN group 1 will go out on PPPoE1.

In the Ingress field, select PPPoE1.

In the Destination Interface field, select LAN Group 1.
In the Class of Service field, select N/A.

In the Protocol field, leave the default selection None.

This is to select all protocols.

Click Apply to temporarily activate the settings on the page. Packets arriving into LAN group 1

will come from PPPoE1.

To temporary saving your configuration, click Save All.
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4.4.15.2 Example — Handling DNS Packets

In this example (Figure below), you will learn how to handle DNS packets. The policy routing

configuration for all four types of DNS packets are discussed below.

R T R
. Dial-up 2 :_,-_ \oice 1S )) (\ Broadband c-]

- — — —
L, P L N AN Ry

e — —

(

PPFoE1

; PPPcE2 PPPoE3
{default gateway)

DMNS server
RG 182.168.1.1

1P 192168813 L
Galeway: 192 16811 -~ ] |F' 192 168.1.2
l- — 7 Galeway: 192.168.1.1

DNS: 10.10.10.5 e
e DNS: 192.168.1.1

)

PC 1 (with static |P) FC 2 (DHCF enabled)

B DNS packets generated by voice application, the following settings should be configured:

M Ingress interface: Locally generated
M Destination interface: PPPoE2
M Protocol: UDP
M Destination port: 53 (DNS port)
M Local marker: 0
B DNS packets generated by applications such as DDNS, the following settings should be
configured:
M Ingress interface: Locally generated

NN NN

Destination interface: PPPoE3
Protocol: UDP

Destination port: 53 (DNS port)
Local marker: 225 (OxE1)

B DNS requests from DHCP clients (when the RG is the DHCP/DNS server), the following settings

should be configured:

&

NN NN

Ingress interface: Locally generated
Destination interface: PPPoE3
Protocol: UDP

Destination port: 53 (DNS port)
Local marker: 226 (OxE2)

B DNS requests from the LAN side (When there is a external DHCP/DNS server)

N NNAA

Ingress interface: LAN Group 1 or N/A (not Locally generated)
Source IP address: 192.168.1.3

Mask: 255.255.255.255

Protocol: UDP

Destination port: 53 (DNS port)
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4.4.16 Advanced - Ingress

The Ingress page (Figure below) enables you to configure QoS for packets as soon as they come into
the 4 Ports 11g Wireless ADSL2/2+ Router. This page is accessed by selecting Ingress on the Advanced
main page. The domain mappings are converted to CoS (the common language) so that the priority marking

is carried over.

2w - -——

ADSL2/2+ Router

ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

S5H Access
Control

Ll o Web Filters Policy Routing Ingress Egress Shaper

Ingress

Interface : | Ethernetl v

® untrusted O Layer2 O Layer2 (O Static

TOS Class of Service

All CosS6

Cancel

There are four modes that are discussed in the next few sections.
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4.4.16.1 Ingress Untrusted Mode

Untrusted is the default Ingress page setting for all interfaces. In this mode, no domain mapping is
honoured in the 4 Ports 11g Wireless ADSL2/2+ Router. All packets are treated as CoS6 (best effort) as

shown in figure below.

2w - -——

ADSL2/2+ Router

ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

S5H Access
Control

Ll o Web Filters Policy Routing Ingress Egress Shaper

Ingress

Interface :

® untrusted O Layer2 O Layer2 (O Static

TOS Class of Service

All CosS6

Cancel
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4.4.16.2 Ingress Layer 2 Configuration

Layer 2 page (Figure below) enables you to map an incoming packet with VLAN priority to CoS. This
feature is only configurable on the WAN interfaces as VLAN is only supported on the WAN side in the current

software release.

e o - -———

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SSH Access
Contraol

Lol il Web Filters Policy Routing Ingress Egress Shaper

Ingress

Interface : | FPFaET

O Untrusted @ Layer2 (O Layer3 (O Static

Class of Service : |[CoS1 v
User Priority : 0«

User Priority Class of Service

[resct [ ooty J| cancel|

B Interface: Select the WAN interface here to configure the CoS for incoming traffic. Only WAN

interface can be selected as VLAN is currently supported only on the WAN side.

B Class of Service: The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

B User Priority: The selections are 0,1, 2, 3,4,5,6, 7.
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4.4.16.2.1 Ingress Layer 2 Priority Bits to CoS Configuration

Use Section 4.4.15.2 as a reference and follow the following procedures to configure Ingress Layer 2

QoS settings.

1. From Interface drop-down box, select PPPoEL.

You are configuring QoS on this WAN interface.
2. Select CoS1 in Class of Service and 5 in Priority Bits.
Any packets with priority marking 5 is mapped to CoS1, the highest priority that is normally given to the
voice packets.
3.  Click Apply to temporarily activate the settings.
4. Select CoS2 in the Class of Service field and 1 in the Priority Bits field.
Any packets that have a priority bits of 1 is mapped to CoS2, which is the second highest priority. This is
given to the high priority packets such as video.
5.  Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.
6. Repeat step 2-5 to add more rules to PPPoE1. Up to eight rules can be configured for each interface.
Note: Any priority bits that have not been mapped to a CoS default to CoS6, the lowest priority.
7. Repeat step 1-6 to create rules to another WAN interface.

Note: Any WAN interface that is not configured has the default Untrusted mode.

8. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.16.3 Ingress Layer 3 Configuration

The Layer 3 page (Figure below) allows you to map ToS bits of incoming packets from the IP network to
CoS for each WAN/LAN interface.

- o - ———

AOSL2/2¢ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Hoeme m

Advanced
SSH Access
Control

<l el ¥eb Filters Policy Routing Ingress Egress Shaper

Ingress

Interface ;| FFFoET v

QO Untrusted O Layer2 ® Layera (O Static

Class of Service : | CoS1 v
Tos: Default Non-IP: |CoZ1 v

TOS Class of Service

B Interface: For both WAN and LAN interfaces, you can configure QoS for layer 3 (IP) data traffic.

B Class of Service: This CoS field allows you to map incoming layer 3 WAN/LAN packets to one of
the following CoS (in the order of descending priority): CoS1, CoS2, CoS3, CoS4, CoS5, and
CoSe6.

B Tos: The type of service field takes values from 0 to 255.
m  Default Non IP: A static CoS can be assigned to all layer 3 incoming packets (per interface) that

do not have an IP header, such as PPP control packets and ARP packets. The default is CoS1

(recommended).
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4.4.16.3.1 Ingress Layer 3 Configuration

Use Section 4.4.15.3 as a reference and follow the following procedures to configure Ingress Layer 3
QoS settings.
1. From Interface drop-down box, select LAN Group 1.
You are configuring QoS on this interface.
2. Select CoS1 in Class of Service and enter 22 in Type of Service (ToS).
Any incoming packet from LAN Group 1 (layer 3) with a ToS of 22 is mapped to CoS1, the highest
priority, which is normally given to the voice packets.
3. Leave the default value CoSl in Default Non-IP.
Any incoming packet from LAN Group 1 without an IP is mapped to CoS1, the highest priority.
4.  Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g
Wireless ADSL2/2+ Router reboot.
5. Repeat step 2-4 to add more rules to LAN Group 1. Up to 255 rules can be configured for each
interface.
Note: Any ToS that have not been mapped to a CoS is treated as CoS6, the lowest priority.
6. Repeat step 1-5 to create rules to another WAN/LAN interface.
Note: Any WAN/LAN interface that is not configured has the default Untrusted mode.
7. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.16.4 Ingress Static Configuration

The Ingress - Static page (Figure below) enables you to configure a static CoS for all packets received

on a WAN or LAN interface.

o w-————

AOSL2/2¢ Router

Advanced LAN WAN

Advanced

=l =t Web Filters Policy Routing

Ingress

O Untrusted

Shaper

O Layerz O Layer3 (® Static

Class of Service :

ADSL2Z/2+ Router

SSH Access
Control

[resce [ aopiy || concel |

To configure, follow the procedures describe in Section 4.4.15.4.1 to configure Ingress static QoS

settings.
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4.4.16.4.1 Ingress Static Configuration Procedures

1. Atthe Interface drop-down box, select PPPoEL1.
You are configuring QoS on this interface only.
Any WAN/LAN interface that is not configured has the default Untrusted mode.
2. Select CoSl1in Class of Service.
All incoming traffic from the PPPoE1 interface receives CoS1, the highest priority.
3.  Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

4. To complete and save the setting, click Save All after clicking the Apply button.
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4.4.16.5 Ingress Payload Database Configuration

The Policy Routing Configuration page (Figure below) is accessed by selecting Policy Routing on

the Advanced home page. This page enables you to configure QoS payload database and policy routing.

The QoS payload database configuration will be discussed here. The policy routing configuration will be

discussed in the Policy Routing section.

e o - -——

AOSL2/2# Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SSH Access
Control

Lo oo e Web Filters Policy Routing Ingress Egress Shaper

Policy Routing

Ingress Interface : LANgmupl v Diectinatinn Interfacs Hinet v
DiffSery Code Point ; Class of Service Casl w
Source IP : Destination 1P :
Mask : Mask :
Protocal TEF  »
Source Port Start: Source Port End:
Destination Port Start: Destination Port End:
Source MAC ¢

QoS Related field.
Local Routing Mark:

Ingress Interface DSCP Source IP Destination IP Source Start Destination Start Protocol Local Mark Delete
Dest Interface  CoS  Mask Mask Source End Destination End  Source MAC
[ concel |

QoS can be configured in the Ingress and Egress pages on a per interface basis. The Policy Routing

page enables you to classify packets on the basis of various fields in the packet.

The following fields (highlighted in figure above) can be configured for QoS:
M CoS

Source IP address/mask

Destination IP address/mask

Protocol

Source Port Start

Source Port End

Destination Port Start

Destination Port End

NNNNRNNNN

Source Mac address
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You can configure any or all field as needed. Description below describes the QoS-related fields on the

Policy Routing Configuration page.

Ingress Interface: This field is applicable for policy routing configuration only and is discussed in
Policy Routing section.

Destination Interface: This field is applicable for policy routing configuration only and is
discussed in Policy Routing section.

DiffServ Code Point: This field is applicable for policy routing configuration only and is discussed
in Policy Routing section.

Class of Service: The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
Co0S6, and N/A.

Source IP: The IP address of the traffic source.

Mask: The source IP netmask. This field is required if the source IP has been entered.
Destination IP: The IP address of the traffic destination.

Mask: The netmask of the destination. This field is required if the destination IP has been entered.
Protocol: The selections are TCP, UDP, ICMP, Specify, and none. If you choose Specify, you

need to enter the protocol number in the box next to the Protocol field.

This field cannot be configured alone, additional fields like IP and/or Source MAC should be

configured.

This field is also required if the source port or destination port has been entered.

Source Port Start: The starting port number of the source protocol. You cannot configure this field
without entering the protocol first.

Source Port End: The ending port number of the source protocol. You cannot configure this field
without entering the protocol first.

Destination Port Start: The starting port number of the destination protocol port. You cannot
configure this field without entering the protocol first.

Destination Port End: The ending port number of the destination protocol. You cannot configure
this field without entering the protocol first.

Source MAC: The MAC address of the traffic source.

Local Routing Mark: This field is applicable for policy routing configuration only and is discussed

in Policy Routing section.

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.
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4.4.16.6 WLAN Ingress Support

WLAN Ingress is supported; however, it is hard-coded and is not configurable on the Ingress pages.

More information is available at WLAN QoS Support section.
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4.4.17 Advanced — Egress

For packets going out of the 4 Ports 11g Wireless ADSL2/2+ Router, the marking (CoS) need to be
translated to the mappings understood by the network domains. The reverse CoS and domain mapping is
configured using the Egress page (Figure below). This page is access by selecting Egress on the Advanced

main page.

- e - -——

ROSL2/2+ Router

ADS5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

S5H Access
Control

Ll oo web Filters Policy Routing Ingress Egress Shaper

Egress

Connection ; | Ethemet? »

(® MoEgress O Layer2 O Layer3

No Egress TCA defined
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4.4.17.1 No Egress Mode

The default Egress page setting for all interfaces is No Egress. In this mode, the domain mappings of

the packets are untouched.

o o - -——

ROSL2/2+ Router

ADS5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

S5H Access
Control

Ll oo web Filters Policy Routing Ingress Egress

Egress

Connection ; | Ethemet? »

(® MoEgress O Layer2 O Layer3

No Egress TCA defined
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4.4.17.2 Egress Layer 2 Configuration

The Egress Layer 2 page (Figure below) enables you to map the CoS of an outgoing packet to user
priority bits, which is honoured by the VLAN network. Again, this feature is only configurable on the WAN

interfaces as VLAN is only supported on the WAN side in the current release.

- e - -————

RAOSL2/2+ Router

ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SSH Access
Control

Ll = Web Filters Policy Routing Ingress Egress shaper

Egress

Connaction ; [NA %

() MoEgress  (® Layerz O Layer3

Unclassified Packet :
Class of Service : User Priority :

Class of Service User Priority

B Connection: Select the WAN interface to configure the QoS for outgoing packets. LAN interface

can not be selected as VLAN is currently supported on the WAN side only.

B Unclassified Packet: Some locally generated packets might not have been classified and thus do

not have a CoS value, such as PPP control packet and ARP packet.

You can define the CoS for all unclassified outgoing packets on layer 2 using this field, which will

then pick up the user priority bits based on the mapping rules you create.

The selections are (in the order of descending priority): CoS1, CoS2, CoS3, CoS4, CoS5, and

CoS6. The default value is CoS1 (recommended).

B Class of Service: The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

W User Priority: The selections are 0,1, 2, 3,4,5,6, 7.
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4.4.17.3 Egress Layer 3 Configuration

The Egress Layer 3 page (Figure below) enables you to map CoS to ToS so that the priority marking of

outgoing packets can be carried over to the IP network.

- -————

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Advanced

SSH Access
Control

<l Web Filters Policy Routing Ingress Egress Shaper

Egress

Caonnecton ;| Ethemet!

O MoEgress (O Layer2 (® Layer3

Default Non-IP: | Co31 &

Class of Service : |CoS1 % Translated Tos:

Class of Service Translated TOS

B Connection: Select the WAN/LAN interface here to configure the QoS for outgoing traffic to the IP

network.
m  Default Non-IP: Locally generated packets (such as ARP packets) do not have a CoS marking.
You can define the CoS for all unclassified outgoing packets on layer 3 using this field.

The selections are (in the order of descending priority): CoS1, CoS2, CoS3, CoS4, CoS5, and

CoS6. The default value is CoS1 (recommended).

B Class of Service: The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

B Translated ToS: The Type of Service field takes values from 1 to 255. The selections are 0, 1, 2,

3,4,56,7.
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4.4.17.4 WLAN Egress Support

WLAN Egress is supported; however, it is hard-coded and is not configurable on the Egress pages.

More information is available in the WLAN QoS Support section.
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4.4.18 Advanced — Shaper

The Shaper Configuration page (Figure below) is accessed by selecting Shaper on the Advanced

main page. The shaper algorithms only support:
B HTB Queue Discipline

e - -———

AOSL2/2+ Router

Advanced LAN WAN Wireless Status Home
Advanced

Ll Web Filters Policy Routing Ingress Egress Shaper

Shaper

Interface : | Ethermstl

[J] HTB Queue Discipline Max Rate:

Cosl: Kbits cposz . Khits
Cos3 Kbits  cos4: Kbits
Cass Kbits  cose Khits

ADS5L2/2+ Router

SSH Access
Control

[weser [ apoty | Concel

Note: Egress TCA is required if shaper is configured for that interface.

B Interface: The selections are WAN/LAN interfaces except WLAN, which does not support Shaper

feature. This field needs to be selected before shaper configuration.

®m  HTB Queue Discipline: The hierachical token bucket queue discipline is a rate-based shaping
algorithm. This algorithm rate shapes the traffic of a class over a specific interface. All CoSx traffic
is assigned a specific rate to which data will be shaped to. For example: If CoS1 is configured to
100Kbps then even if 300Kbps of CoS1 data is being transmitted to the interface only 100Kbps will

be sent out.

B Max Rate: This field is applicable for the HTB Queue Discipline and Low Latency Queue

Discipline, both are rate-based shaping algorithms.

An example of the configuration is given as follows.
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4.4.18.1 HTB Queue Discipline Enabled

In the example below, HTB Queue Discipline is enabled. The Hinet connection has a total of 300 Kits
of bandwidth, of which 100 Kits is given to CoS1 and another 100 Kits is given to CoS2. When there is no

CoS1 or CoS2 packets, CoS6 packets have the whole 300 Kbits of bandwidth.

- e - -——

RAOSL2/2+ Router

ADSLZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Advanced

SSH Access
Control

e e Web Filters Policy Routing Ingress Egress

Shaper

Interface : |Hinet v

# HTE Queue Discipline Max Rate: |300

cos1 o 100 Khits cgge . 100 Khits
cos3: [0 Khits o540 Kbits
cogs ;|0 Kbits cogg . 300 Khits
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4.4.19 Advanced — SSH Access Control

The SSH Access Control page (Figure below) allows you to access the 4 Ports 11g Wireless

ADSL2/2+ Router remotely via SSH from the WAN side.

AOSL2/2+ Router

Advanced LAN WAN Wireless Status Home
Advanced

<l Web Filters Policy Routing Ingress Egress Shaper

S5H

Enable: O
Choose a connection: | Hinet v
Remote Host IP: 0.0.00

Remote Metmask: 255.285.265.255

ADS5L2/2+ Router

SSH Access
Control

The configuration of a WAN IP address for SSH access control is very similar to the configuration of a

WAN I[P address for Web access control. Refer to Web Access Control Page for field descriptions and

configuration procedures.
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4.5 Advanced — LAN

The LAN Configuration page allow you to select or assign physical interfaces to LAN group and

configure LAN IP Address and DHCP functionality. Meanwhile,

Click LAN Configuration and the following screen will be shown.

o - ——

AOSL2/2¢ Router

Advanced
LAMN
LAN

Configuration

LAN Configuration

AD5LZ/2+ Router

LaN WAN Wireless  Status Home [ save all|

Ethernet

Switch LAN Clients

LAN Isolation

LAMN group 1
IETEN | Ethemet
WLAN Configure
LAN group 2
Interfaces m -

=3I

=302

55/D3 < Remove |
LAN group 3
LAN group 4
LAM group 5

[aoply | concel
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4.5.1 Advanced — LAN — LAN Configuration

Click LAN Configuration and the following screen will be shown.

o - ——

AOSL2/2¢ Router

AD5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
LAMN

LAN Ethernet LAN Clients  LAN Isolation

Configuration Switch

LAN Configuration

LAMN group 1

Ethernetl

WLAN Configure

LAN group 2
Interfaces .
=3I

=302

=303

LAN group 3

LAN group 4

LAM group 5

[aoply | concel

m  Click Add or Remove Interfaces from list under the different LAN Group. The LAN Group features
only supported under Bridge Mode setting. Interfaces under the same LAN Group (WLAN,
Ethernet, USB (Optional) and SSID) will have the ability to communicate with each other. Different

LAN Group are prohibited to communicate with one another.

m  Click Configure for detail LAN Group setting. Refer to next section for detail LAN Configuration or

Setting.
m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.
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4.5.1.1 LAN Configuration Procedures

1.  Select WLAN interface in LAN Group and click Remove. WLAN moves to the Interface box on the left

as shown in figure below.

Note: You can configure the WLAN interface to a different LAN group. However, the Ethernet

interface is default in LAN group 1 and cannot be moved.

ADSL2/2+ Router

AD5LZ/ 2+ Router

Advanced LAN WAN Wireless Status Home m
LAN

LAN Ed e LAN Clients  LAN Isolation

Configuration Switch

LAN Configutation

LAN group 1
m Ethernet1
Configure
LAN group 2
Interfaces -

AN EZEN

S50

55ID2 < emove |

S5I03
LAN group 3
LAN group 4
LAN group 5
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2.

3.

4.

Select WALN in the Interface box and click Add next to LAN group 2. WLAN moves to LAN group 2 as

shown in figure below. The Configure link for LAN group 2 has also been generated, which allows

additional configurations for the defined LAN group.

ADSL2/2¢ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
LAN

LAN Ethernet LAN Clients  LAN Isolation

Configuration Switch

LAN Configuration

LAN group 1
Ethemet1

Configure

< Remove

LAN group 2
WLAMN

Interfaces
S50
55102
55103 < Remove

Configure

LAN group 3

LAN group 4

< Remove

LAN group 5

= Remove

Click Apply to temporarily save the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.5.1.2 LAN Group Configuration

The LAN Group Configuration screen allows you to configure settings for each defined LAN group.

Figure below illustrates the default LAN group configuration screen for the default LAN group 1.

Notice that you can also view the status of advanced services that can be applied to this LAN group.

Click the “Configure” button beside each LAN Group and the following screen display.

o o - ———

AOSL2/2¢ Router

ADSL2/2+ Router
Advanced LAN WAN Wireless Status Home m
LAMN
LAN Ethernet - -
Configuration Switch LAN Clients  LAN Isolation
LAMN Group 1
O Unmanaged
(O Obtain an IP address automatically
IP address: m
Metmask: m

CPPP 1P address
IP address:
(®Use the following Static IP address
1P &ddress: 192.168.1.1

Metmask: 255.255.255.0

Default Gateway:

Host Mame: mygateway 1

Domain: ar?

(®) Enable DHCP Server [ assign ISPDMNS,SMNTP
Start IP: 192.168.1.2
End 1P: 192.168.1.254

Lease Time: 3600 Seconds
(O Enable DHCP Relay

Relay IP:
(O server and Relay Off

B Unmanaged: Unmanaged is a state when the LAN group is not configured and no IP address has

been assigned to the bridge.

B Obtain an IP address automatically: When this function is enabled, your 4 Ports 11g Wireless
ADSL2/2+ Router acts like a client and can request IP address from the DHCP server.
M IP Address: You can assign an IP address to your 4 Ports 11g Wireless ADSL2/2+ Router
or retrieve one from the DHCP server using the release and renew button.

M Netmask: The subnet mask of your 4 Ports 11g Wireless ADSL2/2+ Router.

[ | PPP IP Address: Enables/disables PPP unnumbered feature.

M IP Address: The IP address should be different from but in the same subnet as the
WAN-side |IP address.
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Use the following Static IP address: This field enables you to change the 4 Ports 11g Wireless
ADSL2/2+ Router’s IP address.

]

]

IP Address: Your 4 Ports 11g Wireless ADSL2/2+ Router’s default IP address is
192.168.1.1.

Netmask: Your 4 Ports 11g Wireless ADSL2/2+ Router ‘s default subnet mask is
255.255.255.0. This subnet will allow the 4 Ports 11g Wireless ADSL2/2+ Router to support
254 users. If you want to support a larger number of users you can change the subnet mask;
but remember. The DHCP server is defaulted to only give out 255 IP addresses. Further
remember that if you change your 4 Ports 11g Wireless ADSL2/2+ Routers’ IP address and
you have DHCP enabled, the DHCP configuration must reside within the same subnet.
Default Gateway: The default gateway is the routing device used to forward all traffic that is
not addressed to a station within the local subnet. Your ISP will provide you with the default
gateway Address.

Host Name: The hostname can be any alphanumeric word that does not contain spaces.
Domain: The domain name is used to in conjunction with the host name to uniquely identify
the gateway. To access the 4 Ports 11g Wireless ADSL2/2+ Router ‘s web pages you can
type 192.168.1.1 (the 4 Ports 11g Wireless ADSL2/2+ Router ‘s default IP address).

Enable DHCP Server: Enables/disables DHCP. By default, your 4 Ports 11g Wireless ADSL2/2+

Router has DHCP server (LAN side) enabled. If you already have a DHCP server running on your

network, you must disable one of the two DHCP servers; if you plug a second DHCP server into

the network, you will experience network errors and the network will not function properly.

]

Start IP: The Start IP Address is where the DHCP server starts issuing IP addresses. This
value must be greater than the 4 Ports 11g Wireless ADSL2/2+ Router’s IP address value.
For example if the 4 Ports 11g Wireless ADSL2/2+ Router IP address is 192.168.1.1 (default)
than the starting IP address must be 192.168.1. 2 (or higher).

Note: If you change the start or end values, make sure the values are still within the same
subnet as the gateways IP address. In other words, if the 4 Ports 11g Wireless ADSL2/2+
Router IP address is 192.168.1.1 (default) and you change the DHCP start/end IP addresses
to be 192.128.1.2/192.128.1.100, you will not be able to communicate to the 4 Ports 11g
Wireless ADSL2/2+ Router if your PC has DHCP enabled.

End IP: The End IP Address is where the DHCP server stops issuing IP addresses. The
ending address cannot exceed a subnet limit of 254. Hence the max value for our default 4
Ports 11g Wireless ADSL2/2+ Router is 192.168.1.254. If the DHCP server runs out of
DHCP addresses, users will not get access to network resources. If this happens you can

increase the Ending IP address (to the limit of 255) or reduce the lease time.
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Note: If you change the start or end values, make sure the values are still within the same
subnet as the 4 Ports 11g Wireless ADSL2/2+ Router IP address. In other words, if the 4
Ports 11g Wireless ADSL2/2+ Router’s IP address is 192.168.1.1 (default) and you change
the DHCP start/end IP addresses to be 192.128.1.2/192.128.1.100, you will not be able to

communicate to the gateway if your PC has DHCP enabled.

M Lease Time: The Lease Time is the amount of time a network user will be allowed
connection to the Router with their current dynamic IP address. The amount of time is in units

of minutes; the default value is 3600 minutes (60 hours).

Enable DHCP Relay: In addition to the DHCP server feature, the 4 Ports 11g Wireless ADSL2/2+
Router supports the DHCP relay function. When the 4 Ports 11g Wireless ADSL2/2+ Router is
configured as DHCP server, it assigns the IP addresses to the LAN clients. When the 4 Ports 11g
Wireless ADSL2/2+ Router is configured as DHCP relay, it is responsible for forwarding the
requests and responses negotiating between the DHCP clients and the server.

M Relay IP: The IP address of the DNHCP relay server.

Server and Relay Off: By turning off the DHCP server and relay the network administrator must
carefully configure the IP address, Subnet Mask and DNS settings of every computer on your
network. Do not assign the same IP address to more than one computer and your 4 Ports 11g

Wireless ADSL2/2+ Router must be on the same subnet as all the other computers.
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4.5.1.2.1 LAN Group Configuration — Unmanaged

Click the Unmanaged radio button, the following configuration screen will pop-up. All filling items are

hidden except the Server and Relay Off (Unchangeable) radio button will turn on.

Unmanaged is a state when the LAN group is not configured and no IP address has been assigned to
the bridge.

AOSL2/2¢ Router

ADSLZ/Z+ Router

Advanced LAN WAN Wireless Status Home [ save all|
LAN

LAN Ethernet LAN Clients  LAN Isolation

configuration Switch

LAM Group 1

®Unmanaged
(O Obtain an IP address automatically

1P sddress: | Release |
Metmask: m

OPPP 1P address

IP Address:

(O Use the fallowing Static IP address
IP Address:

Metmask:

Default Gateway:

Host Mame:

Domain:

() Enahble DHCP Server [ &ssign ISPDNS,SHNTP
Start IF:
End IP:

Lease Time: Seconds
() Enable DHCP Relay

Relay IP:
(® Server and Relay Off

m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.
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4.5.1.2.2 LAN Configuration — Obtain an IP Address Automatically

Obtain an IP address automatically: The following configuration screen will pop-up. All filling items will
be hidden except the Host Name, Domain Name and Server and Relay Off (Unchangeable) radio button
will turn on.

When this function is enabled, your 4 Ports 11g Wireless ADSL2/2+ Router acts like a client and can

request IP address from the DHCP server.

ADSL2/2+ Router

ADSL2/ 2+ Router
Advanced LAN VAN Wireless Status Home m
LAMN
LAN Ethernet A -
Configuration Switch LAN Clients LAN Isolation
LAM Group 1
OuUnmanaged
(® Obtain an IP address automatically
1P Address: m
MNetmask: m

(OFPPP IP Address

IP Address:

(O Use the following Static IP address
IF Address:

Metmask:

Default Gateway:

Host Mame: mygatewayl

Dormain: ar?

(O Enable DHCP Server ] Assign ISPDNS,SHTP
Start IF:
End IP:
Lease Time: Seconds

(O Enable DHCP Relay

Relay IP:
(® Server and Relay Off

B Host Name: Can be any alpha-numeric expression that does not contain spaces.

B Domain Name: Used in conjunction with the host name to uniquely identify the gateway. To
access the 4 Ports 11g Wireless ADSL2/2+ Router's web pages, the user can type 192.168.1.1
(The default IP Address) or type mygatewayl.ar7 in the Web browser’s address bar.

®  Apply: Click Apply to complete the setting.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.
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4.5.1.2.3 LAN Configuration — PPP IP Address

PPP IP Address: Click the PPP IP Address radio button, the following configuration screen will pop-up.

All filling items are hidden except the Server and Relay Off (Unchangeable) radio button will turn on.

AOSL2/2+ Router

AD%L2/2+ Router

Advanced LAN WAN Wireless Status Home m
LAMN

LAN Ethernet LAN Clients  LAN Isolation

configuration Switch

LA Group 1

O Unmanaged
(O Cbtain an IP address automatically

IP address: m
Metmask: m

(®PPP IP Address

IP Address:

(O Use the following Static IP address
1P Address:

Metrnask:

Default Gateway:

Host Mame:

Dormain:

() Enahle DHCP Server [ fssign ISPOMNS,SNTP
Start IP:
End IP:

Lease Time: Seconds
() Enahle DHCP Relay

Relay IP:
(®) Server and Relay Off

[neply | cancel |

m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.
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4.5.1.2.4 LAN Configuration — Use The Following Static IP Address

Use the following Static IP address: The following configuration screen will pop-up.

Click the radio button to select Enable DHCP Server or Enable DHCP Relay or Server and Relay Off.

Manually enter the necessary items based on each selection.

2w - ——

RAOSL2/2+ Router

ADSL2/2+ Router
Advanced LAN WAN Wireless Status Home m
LAMN
LAN Ethernet H "
Configuration Switch LAN Clients LAN Isolation
LAM Group 1
OuUnmanaged
(O Obtain an IP address automatically
IP Address: m
Hetmask: m

(OFPP 1P Address

IP Address:

'@Use the following Static [P address
IF &ddress: 192.168.1.1
Metmask: 2552652550

Default Gateway:

Host Mame: mygatevayl

Daormain: ar?

(O Enable DHCP Server Assign ISPDMNS,SHTP
Start IP:
End IF:
Lezsse Time: Seconds

(O Enable DHCP Relay

Relay IP:
(® Server and Relay Off

IP Address: The 4 Ports 11g Wireless ADSL2/2+ Router’s default IP address is 192.168.1.1.
Netmask: The 4 Ports 11g Wireless ADSL2/2+ Router’s default subnet mask is 255.255.255.0.

This subnet will allow the gateway to support 254 users. If you want to support a larger number of

users you can change the subnet mask. The DHCP server is defaulted to only give out 255 IP

addresses. Remember that if you change your 4 Ports 11g Wireless ADSL2/2+ Router’s IP

address and you have DHCP enabled, the DHCP configuration must reside within the same

subnet

B Default Gateway: The default gateway is the routing device used to forward all traffic that is not

addressed to a station within the local subnet. Your ISP will provide you with the default gateway

Address.
Host Name: Can be any alpha-numeric expression that does not contain spaces.

Domain: Used in conjunction with the host name to uniquely identify the gateway.

4 Ports 11g Wireless ADSL2/2+ Router



Enable DHCP Server: Click the radio button to enable the DHCP Server. By default, your Ports
11g Wireless ADSL2/2+ Router has DHCP server (LAN side) enabled. If you already have a

DHCP server running on your network, you must disable one of the two DHCP servers; if you plug

a second DHCP server into the network, you will experience network errors and the network will

not function correctly.

4]

Start IP: The Start IP Address indicates the beginning of the range at which the DHCP server
starts issuing IP addresses.

This value must be greater than the Routers IP address value. If the Routers IP address is
192.168.1.1 (The default) than the starting IP address must be 192.168.1. 2 or higher.

Note: If you change the start or end values, make sure the values are still within the same
subnet as the gateways IP address. In other words, if the gateways IP address is 192.168.1.1
(default) and you change the DHCP start/end IP addresses to be 192.128.1.2/192.128.1.100,

you will not be able to communicate to the gateway if your PC has DHCP enabled.

End IP: The End IP Address indicates the end of the IP address range.
The ending address must not exceed a Subnet Limit of 253; hence the maximum value that

can be entered in this example is 192.168.1.254.

If the DHCP server runs out of DHCP addresses, users will not get access to network
resources. If this happens you can increase the Ending IP address (to the limit of 255) or

reduce the lease time.

Note: If you change the start or end values, make sure the values are still within the same
subnet as the gateways IP address. In other words, if the gateways IP address is 192.168.1.1
(default) and you change the DHCP start/end IP addresses to be 192.128.1.2/192.128.1.100,

you will not be able to communicate to the gateway if your PC has DHCP enabled.

Lease Time: Lease Time is the amount of time a network user will be allowed connection to
the 4 Ports 11g Wireless ADSL2/2+ Router with their current Dynamic IP address. The

amount of time is in units of minutes; the default value is 3600 minutes (60 hours).

Enable DHCP Relay: Click the radio button to enable the DHCP Relay. When the gateway is

configured as DHCP server, it assigns the IP addresses to the LAN clients. When the gateway is

configured as DHCP relay, it is responsible for forwarding the requests and responses negotiating

between the DHCP clients and the server.

4]

Relay IP: This is the IP Address given by the ISP.
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Server and Relay Off: Click the radio button to enable. By turning off the DHCP server and relay
the network administrator must carefully configure the IP address, Subnet Mask and DNS settings
of every computer on your network. Do not assign the same IP address to more than one
computer and your Gateway must be on the same subnet as all the other computers.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4.5.2 Advanced — LAN — Ethernet Switch

The Ethernet Switch port settings can be configured to meet the requirements of your LAN

configuration. As seen in the drop down menu in figure below, port setting options include:

Auto (default)
10/Half duplex
10/Full duplex
100/Half duplex
100/Full duplex

In the example shown, the system has auto detected an Ethernet cable connected to LAN Port 1 and

assigned a port setting of 100 mbps full duplex.

- o ————

ADSL2/2¢ Router

Advanced LAN
LAMN

LAN Ethernet

Configuration Switch

Ethernet Switch

Physical Port1:

Phrysical Port2:

Physical Port3:

Physical Ports:

WAN Wireless

ADSL2Z/2+ Router

status Home  Save Al

LAN Clients  LAN Isolation

Set ¥alue

Auto A
Auto B
Auto hd
Auto v

10/Half Duplesx
10/Full Duplex
100/Half Duplex
100/Full Duplex

Fallback ¥alue
100/Full Duplex

Disabled
Disabled

Disabled

[_apply J§ Cancel |

Auto: The 4 Ports 11g Wireless ADSL2/2+ Router will automatically sense which mode to use,
selecting between 100 Mbps Full Duplex, 100 Mbps Half Duplex, 10 Mbps Full Duplex, and 10
Mbps Half Duplex. Default setting is “Auto”.

10/Half Duplex: Data cannot be transferred and received at the same time. For example, data can

be sent, and once the transmission is complete, data can be received. This is done at a transfer

rate of 10Mbps.

10/Full Duplex: Data can be transferred and received simultaneously at the transfer rate of

10Mbps.
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100/Half Duplex: Data cannot be transferred and received at the same time. For example, data
can be sent, and once the transmission is complete, data can be received. This is done at a

transfer rate of 100Mbps.

100/Full Duplex: Data can be transferred and received simultaneously at the transfer rate of
100Mbps.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.
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4 5.3 Advanced — LAN — LAN Clients

The LAN Clients feature allows you to see all the PCs on the LAN segment. Each PC is qualified to be

either "dynamic" (PC obtained a lease from this router) or "static" (PC has a manually configured IP address).

You can add a "static" IP address (belonging to the network segment of the router LAN IP address). Any
existing static entry falling within DHCP server's range can be deleted and the IP address would be made

available for future allocation.

o w o - -————

ROSL2/2+ Router

ADS5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
LAN

LAN Ethernet LAN Clients  LAN Isolation

Configuration Switch

LAN Clients
Select LAN Connection: | LAM group 1 %
Enter IP Address:
Hostname:

MAC Address:

Dynamic Addresses
Reserve [P Address Hostname MAaC Type
O 192.168.1.3 acer-6p222wh7ns 00:c0:9f:26:76:ca Dynamic

[ _Apply J§ Cancel |

B Select LAN Connection: Select the LAN connection you want to add the client to.
B Enter IP Address: Assign the dynamic IP address to the host here. This is a mandatory field.
B Hostname: Hostname of the client. This field is optional.

B MAC Address: MAC address of the PC. This field is optional.
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4.5.3.1 LAN Clients Configuration Procedure

1. From the LAN Clients screen, select LAN Connection, and enter IP Address, Hostname, and MAC
Address.

2.  Click Apply. The IP address is allocated and it shows up in the list of LAN clients as a "dynamic" entry.

3. You can convert the dynamic entry into static by clicking Reserve, then Apply. As shown in below, the

IP is now changed to static address. You can delete this entry using the Delete checkbox.

4.  When you finish, click Apply to temporarily save the settings.

5. To complete and save the setting, click Save All after clicking the Apply button.
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45.4 Advanced — LAN — LAN Isolation

LAN Isolation allows you to disable the flow of packets between up to three-user-defined LAN groups
(WLAN, USB, and Ethernet). This allows you to secure information in private portions of the LAN from other,

publicly accessible LAN segments.

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
LAMN

LAN Ethernet
Configuration Switch

LAN Clients  LAN Isolation

LAM Isalation

(] Disable traffic between LAN group 1 and LAN group 2
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4.5.4.1 LAN Isolation Configuration Procedure

1. Check the traffic between the two LAN groups that you want to disable the packets flow.
2. Click Apply to temporarily save the settings.
Note: The changes take effect when you click Apply; however, if the 4 Ports 11g Wireless
ADSL2/2+ Router configuration is not saved, these changes will be lost upon 4 Ports 11g

Wireless ADSL2/2+ Router reboot.

3. To complete and save the setting, click Save All after clicking the Apply button.
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455 Advanced — WAN

The Advanced — WAN configuration page shows you the device modulation type and making/creating

new WAN connection profile.

Click the Advanced — WAN tab, the following screen display.

o e w w -—

RAOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless  Status Home [save all]
WAN

MNew
Connection

ADSL

Hinet

Modulation type

O wWo_MODE

™ ADSL_G.dmt

™ 2DsL_Glite

™ ADSL_G.dmt.bis

@ £DSL_G.drmt bis_DELT
™ zosL_zplus

™ ~DSL_zplus_DELT

M ADSL_re-adsl

™ ADSL_re-adsl_DELT
@ ADSL_ANSI_T1.413
™ MULTI_MODE

™ 2D5L_G.dmt.his_anxm
™ AD5L_2plus_ansM
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455.1 Advanced — WAN — ADSL

The WAN ADSL configuration page show you the ADSL modulation type and allows you to select the

modulation type including:

No_MODE
ADSL_G.dmt
ADSL_G.lite

ADSL_G.dmt.bis

ADSL_G.dmt.bis_ DELT

ADSL_2plus

ADSL_2plus_DELT

ADSL _re-adsl

ADSL_re-adsl_DELT

ADSL_ANSI_T1.413
MULTI_MODE

ADSL_G.dmt.bis_AnxM

ADSL_2plus_AnxM

o e w w -—

RAOSL2/2+ Router

WAN

Modulation type

Advanced LAN WAN

ADSL2/2+ Router

Wireless Status Home

MNew

ADSL > q Hinet
Connection

O wWo_MODE

™ ADSL_G.dmt

™ 2DsL_Glite

™ ADSL_G.dmt.bis

@ £DSL_G.drmt bis_DELT
™ zosL_zplus

™ ~DSL_zplus_DELT

M ADSL_re-adsl

™ ADSL_re-adsl_DELT
@ ADSL_ANSI_T1.413
™ MULTI_MODE

™ 2D5L_G.dmt.his_anxm
™ AD5L_2plus_ansM

Leave the default value if you are unsure or the ISP/Telecom did not provide this information. For most

all cases, this screen should not be modified.
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455.2 Advanced — WAN Connection

Before the gateway will pass any data between the LAN interface(s) and the WAN interface, the WAN

side of the modem must be configured. Depending upon your DSL service provider or your ISP, you will need

some (or all) of the information outlined below before you can properly configure the WAN:

Your ADSL account Username and Password

Your ADSL line VPI and VCI

Your ADSL encapsulation type or multiplexing (Either LLC or VC. Check your ISP for detail)
Your ADSL Training Mode or Handshaking Mode (default is MMODE)

For PPPoA or PPPOE users, you also need these values from your ISP:

Your account Username

Your account Password

For RFC 1483 users, you may need these values from your ISP:

Your ADSL fixed Internet IP address
Your Subnet Mask
Your Default Gateway address

Your primary DNS IP address

Since multiple users can use the 4 Ports 11g Wireless ADSL2/2+ Router, the 4 Ports 11g Wireless

ADSL2/2+ Router can simultaneously support multiple connection types; hence, you must set up different

profiles for each connection. The gateway supports the following protocols:

PPPoE (RFC 2516)
PPPoA (RFC 2364)
Static

DHCP

Bridged (RFC 1483)
CLIP (RFC 1577)

The WAN Setup configuration page enable the user to create, save and select connection profiles as

required. (In many cases, only one connection profile will be required and only one connection profile will be

used at one time).
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455.2.1 Advanced — WAN — New Connection

Click New Connection to setup or create a new connection profile. A New Connection is basically a

virtual connection. This 4 Ports 11g Wireless ADSL2/2+ Router can support up to 8 different (Unique) virtual

connections. If you have multiple different virtual connections, you may need to utilize the static and dynamic

routing capabilities of the modem to pass data correctly.

Before you make a new WAN connection, you should make sure you have ADSL connection.

AOSL2/2¢ Router

Advanced LAN VAN
WAN

Mew

Connection Hinet

ADSL

Commaon Setup

Marme:
Options: W HAT @ Firewall
Type: PFPoE +
Sharing: Disable »
WLaN 10
Priority Bits:

ATM Settings
Py
WVPT: 1]
WCL 1]
[o}-H LUBR »
PCR: tps
SCR: cps
MBS: cells
COVT: usecs
Auto PWC: O

PPPoE Setup
Username: UsErnarme
Password: [ITT}
Idle Timeout: secs
kKeep alive: 10 min
suthentication: @ auto O cHap O pap
MTL: 1492 bytes
On Demand: O
Enfaorce MTU: Tl
PPP Unnumbered: O
Host Trigger: |

The next few sections will describe in detail how to set up each of these connection types and save

them as Connection Profiles.

Wireless

ADSL2/2+ Router

Status Home

Default Gateway: Ef
Debug: O
Walid Rs:

LamM:
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4.55.2.1.1 Advanced — WAN — Host Trigger

This field is used in conjunction with the On-Demand feature and is enabled only when the On Demand

field is checked. There are three types of packets:

B LAN packets (type 1): packets routed through the 4 Ports 11g Wireless ADSL2/2+ Router from
LAN to WAN.

B Proxy packets (type 2): packets generated by the 4 Ports 11g Wireless ADSL2/2+ Router after

receiving packets from the LAN side, such as DNS proxy.

B Locally generated packets (type 3): Packets generated by the 4 Ports 11g Wireless ADSL2/2+

Router, such as Voice, SNMP, etc.

When the On-Demand feature is enabled and Host Trigger is unchecked, only flow of type 1 packets
keeps the link active, i.e., if the 4 Ports 11g Wireless ADSL2/2+ Router has not received type 1 packets for x
mount of time (as specified in the Time Out field), the connection times out.

If Host Trigger is checked, type 2 and type 3 packets can keep the link active as well. You can
configure the packets using the Trigger Traffic page, which is accessed by clicking the Configure button
next to Host Trigger. The following fields can be used to identify the traffic of type 2 and/or type 3 that will

keep the link alive:

B Source Port (the character * is used to denote any port)
B Destination Port (the character * is used to denote any port)
®  Protocol (TCP, UDP, ICMP, or Specify the protocol number)
AOSL2/2+ Router
ADSL2/2+ Router
Advanced LAN WAN Status Home save all]
WAN

ADSL NGB Hinet

Connection

Trigger Traffic

Source Port Destination Port Protocol

TCP v

Edit Source Port Destination Port Protocol Delete

ooty ] conce
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4.5.5.2.2 New Connection — PPPoE Connection Setup

PPPoE: When PPPoE Mode is selected, the following screen will pop-up. Point-to-Point Protocol

( PPP ) is a method of establishing a network connection between network hosts. PPPoE, also known as

RFC 2516, adapts PPP to work over Ethernet for ADSL connections. PPPoE provides a mechanism for

authenticating users by providing User Name and Password fields and it is a connection type provided by

many ISP or Telecom.

Advanced
WAN

ADSL

Commaon Setup

LAN WAN Wireless Status Home

MNew o
Connection Hinet

Mame: FPPoE
Options: W MaT W Firewall
Type: PPPoE +
Sharing: Dizable
WLAN IO
Priority Bits:
AT Settings
PC:
WP 0
WCL 1]
QoS UER v
PCR: cps
SCR: ps
MBS: cells
CovT: usecs
AUEo PYC: O
PPPoE Setup
Username: username Default Gateway: [
Password: [T11] Debug: O
Idle Timeout: sers walid R :
keepn Alive: 10 min LAM:
futhentication: @ auta O cHap O pap
MTL: 1492 bytes
On Demand: O
Enforce MTU: )
FPP Unnumbered: O

Host Trigger: [ ]

Refer to next page on the description of the PPPoE options.

[avrly | oelete | concel |
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® Common Setup:

Name: Enter the PPPoE connection name. The name must be unique and must not contain
spaces and must not begin with a number.

Options: Click to enable “NAT” and/or “Firewall” functionality. Default is “Enable”.

Type: Connection Type : PPPOE.

Sharing: Select “Disable”, “Enable” or “VLAN” sharing. Default setting is “Disable”.

VLAN ID: If “VLAN?" is selected, manually enter the “VLAN ID” and select “Priority Bits” from
the drop down manual.

Priority Bits: Priority is given to a VLAN connection from 0-7, 0 being the highest priority.

® ATM Settings:

PVC: This field allows you to choose the specific PVC for the PPP session.

VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

VCI: A Virtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g
Wireless ADSL2/2+ Router.
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® PPPoOE Setup:

Username: Your ISP Account ID. Check your ISP for details.

Password: Your ISP Account Password. Check your ISP for details.

Idle Timeout: Specifies that PPPoE connection should disconnect if the link has no activity

detected for n seconds. This field is used in conjunction with the On-Demand feature and is

enabled only when the On Demand field is checked. To ensure that the link is always active, enter

a 0 in this field.

B Keep Alive: When the On-Demand option is not enabled, this value specifies the time to wait
without being connected to your provider before terminating the connection. To ensure that the link
is always active, enter 0 in this field.

B Authentication: The different types of available authentications are:

M  Auto: When auto is selected, PAP mode will run by default. However, if PAP fails, then will
run as the secondary protocol. This is the default setting.

M PAP: Password Authentication Procedure. Authentication is done through username and
password.

M CHAP: Challenge-Handshake Authentication Protocol. Typically more secure than PAP,
CHAP uses username and password in combination with a randomly generated challenge
string which has to be authenticated using a one-way hashing function.

B MTU: Maximum Transmission Unit. The largest size packet that can be sent by the modem. If the
network stack of any packet is larger than the MTU value, then the packet will be fragmented
before the transmission. This can be set from a minimum 128 to maximum 1500.

B On Demand: Enables on-demand mode. The connection will disconnect if no activity is detected
after the specified idle timeout value. When checked, this field enables the Idle Timeout field.

B Enforce MTU: Check box if you experience problems accessing the Internet over a PPPoE
connection. This feature will force all TCP traffic to conform with PPP MTU by changing TCP
Maximum Segment Size to PPP MTU. MTU (Maximum Transmission Unit) is defined as the
maximum packet size (In bytes), that a particular interface can handle.

B PPP Unnumbered: This is a special feature for telecommunication. It enables PPP connection to
act like a bridge connection. ISP can assign blocks of public addresses to the client and make the
PPP appear as pass-through from WLAnN side to the LAN side.

Default Gateway: If checked, this connection becomes the default gateway to the Internet.

Debug: Click to enable the Debug function. It is for ISP /testers to simulate packets go through

from WAN side. The complete debugging information will show and listed in the System Log file.

B LAN: The LAN field is associated with the PPP UNunmbered field and is enabled when the PPP
UNnumbered field is checked. You can specify the LAN group the packets need to go through

when the PPP UNnumbered feature is activited.
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Connect: Click Connect to attempt an ADSL connection under this connection profile.

Disconnect: Click Disconnect to drop the ADSL connection under this connection profile.

Apply: Click Apply to complete the connection profile’s setting.

Delete: Click Delete to delete a connection.

Cancel: Click Cancel to ignore all the changes.

To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.2.1 PPPoE Configuration Procedures

1. From the Advanced — WAN main page, click on New Connection. The default PPPoE connection

setup is displayed.

Advanced LAN WAN Wirgless Status Home [ 5ave Al
WAN

New

ADSL - Hinet
Connection

Common Setup

Hame: FFPPoE1
Options: o MaT @ Firewall
Type: PPPaE +
Sharing: Disable »
WLAN 1D
Priority Bits:
ATM Settings
PuC:
VPR 0
VCT: 35|
QoS UBR b
PCR: cps
SCR: cps
MBS: cells
COVT: usecs
AUto PV O
PPPoE Setup
Username: username Default Gateway: @’
Password: T Debug: O
Idle Timeout: cers walid R [
Keep alive: 10 min LA
authentication:  ® auto O cHap O pap
MTU: 1492 bytes
On Demand: O
Enforce MTU: c)

FPP Unnumbered: (J

Host Trigger: |

2. Enter a unique name for the PPPoE connection in the Name field. The name must not have spaces and

cannot begin with numbers.

3. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave

these in the default mode.

Note: NAT enables the IP address on the LAN side to be translated to IP address on the WAN side.
If NAT is disabled, you will not be able to go outside.

4. Leave the Sharing option as its default mode.

4 Ports 11g Wireless ADSL2/2+ Router 152



10.

Under the ATM Setting mode, enter the values of VPI and VCI settings.

Note: Your ADSL service provider or your ISP will supply these. In this case the DSL service

provider is using 0,35.

Select the Quality of Service (QoS); Leave the default value if you are unsure or the ISP did not

provide this information

Under the PPPoE Setup mode, enter your Username and Password which will be provided by your
ISP/Telecom.

Leave the rest of the field as its default.
Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in below. A new link has been created for this connection in the left-hand column. You can

connect/disconnect/apply/delete/cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button..
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Figure below show the PPPoE profile created. A new link has been created for this connection in the

left-hand column.

Advanced LAN WAN Wireless Status Home m
WAN

ADSL o Hinet PPPOE1
Connection

Cormmaon Setup

I

Marme: PPoE1
Options: ™ MaT M Firewall
Type: PRPoE +

Sharing:

I

WLAN ID;

Priority Bits:

ATM Settings
P
WP
WCL
[alal=H
PCR: cps
SCR: cps
MBS: cells
COWT: usecs

Auto PYC:

IR

PPFOE Setup

Usarname: ugername Default Gateway: §
Password: sane Debug: O

Idle Timeout: secs walid Ry

keep Alive: 10 min LAM:
suthentication: @ auto O cHap O pap

ML bytes

On Demand: O

Enforce MTU: E

PPP Unnumbered: [J

Host Trigger: [ ]

[aonly || velote ] Concel |
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Figure below illustrates the Connection Status page.

e e - -——

ADSL2/2+ Router

ADSL2/Z+ Router

Setup Wizard Tools Advanced m

Home

Connection Status

Description Tvpe P State Online  Disconnect Reason
i Lonoe Ll Mot Coppected 0 LSl Line je Dieronpectad
I PPPoE1 pppoe M4 Mot Connected i} DSL Line is Disconnected ]

Systern Information

Systermn Uptime: 7 hours 27 minutes

DSL Status: Disconnecked
DSL Speed; 0/0kbps
Ethernet: Connected

Software Yersion: 3.7.0B
Firmware “ersion; 8505G_NB2_051006,00F4
351D: Default
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4.5.5.2.3 New Connection — PPPoA Connection Setup

PPPoA: When PPPoA mode is selected, the following screen will pop-up. PPPoA is also known as

RFC 2364. It is a method of encapsulating PPP packets over ATM cells which are carried over the ADSL line.

PPP or Point-to-Point protocol is a method of establishing a network connection/session between network

hosts. It usually provides a mechanism of authenticating users.

LLC and VC are two different methods of encapsulating the PPP packet. Contact your ISP to make sure

which encapsulation is being supported.

WAN

Commaon Setup

ATM Settings

PPFPoA Setup

Refer to next page on the description of the PPPoA options.

Advanced LAN WAN

New

ADSL . " Hinet
Connection

Marme:

Qptions: @'NAT EfFirewaII
Type: PFPPaA +
Sharing:

WLAM 1D

Priority Bits:

PWiC:

WP ]

W ]

[a]ut=H LBR w
PCR: cps
SCR: cps
MBS: cells

COWT: usecs
Auto PYC: O

Encapsulation: ® LLcOwve
Username: username

Password: asse

Idle Timeout: SBCs

Keep alive: 10 min
Authentication:  ® auto O cHap O pap
MTU: 1500 bytes

on Demand: O

PPF Unnumbered: O

.

Host Trigger:

Status Home

Default Gateway: M
Debug: O

Walid Rx:

LAk

[ ooty | vetete ] cancel |
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® Common Setup:

B Name: Enter the PPPoA connection name. The name must be unique and must not contain
spaces and must not begin with a number.
Options: Click to enable “NAT” and/or “Firewall” functionality. Default is “Enable”.

Type: Connection Type : PPPOA.

® ATM Settings:

B VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

B VCI: AVirtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

B SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

B MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

B CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

B Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g

Wireless ADSL2/2+ Router.
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® PPPOA Setup:

B Encapsulation: The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. Two options are provided: Logical
Link Control (LLC) and Virtual Channel (VC).

Username: Your ISP Account ID. Check your ISP for details.

Password: Your ISP Account Password. Check your ISP for details.

Idle Timeout: Specifies that PPPoA connection should disconnect if the link has no activity

detected for n seconds. This field is used in conjunction with the On-Demand feature and is

enabled only when the On Demand field is checked. To ensure that the link is always active, enter

a 0 in this field.

B Keep Alive: When the On-Demand option is not enabled, this value specifies the time to wait
without being connected to your provider before terminating the connection. To ensure that the link
is always active, enter 0 in this field.

B Authentication: The different types of available authentications are:

M  Auto: When auto is selected, PAP mode will run by default. However, if PAP fails, then will
run as the secondary protocol. This is the default setting.

M PAP: Password Authentication Procedure. Authentication is done through username and
password.

M CHAP: Challenge-Handshake Authentication Protocol. Typically more secure than PAP,
CHAP uses username and password in combination with a randomly generated challenge
string which has to be authenticated using a one-way hashing function.

B MTU: Maximum Transmission Unit. The largest size packet that can be sent by the modem. If the
network stack of any packet is larger than the MTU value, then the packet will be fragmented
before the transmission. This can be set from a minimum 128 to maximum 1500.

B On Demand: Enables on-demand mode. The connection will disconnect if no activity is detected
after the specified idle timeout value. When checked, this field enables the Idle Timeout field.

B PPP Unnumbered: This is a special feature for telecommunication. It enables PPP connection to
act like a bridge connection. ISP can assign blocks of public addresses to the client and make the
PPP appear as pass-through from WLAnN side to the LAN side.

Default Gateway: If checked, this connection becomes the default gateway to the Internet.

Debug: Click to enable the Debug function. It is for ISP /testers to simulate packets go through

from WAN side. The complete debugging information will show and listed in the System Log file.

B LAN: The LAN field is associated with the PPP UNunmbered field and is enabled when the PPP
UNnumbered field is checked. You can specify the LAN group the packets need to go through

when the PPP UNnumbered feature is activited.
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Connect: Click Connect to attempt an ADSL connection under this connection profile.

Disconnect: Click Disconnect to drop the ADSL connection under this connection profile.

Apply: Click Apply to complete the connection profile’s setting.

Delete: Click Delete to delete a connection.

Cancel: Click Cancel to ignore all the changes.

To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.3.1 PPPoA Configuration Procedures

1. From the Advanced — WAN main page, click on New Connection. The default PPPoE connection
setup is displayed.

2. Enter a unique name for the PPPoA connection in the Name field. The name must not have spaces and
cannot begin with numbers. In this case the unique name is PPPoOAL.

3. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave these in
the default mode.

4. Atthe Type field select PPPoA. The PPPoA connection setup page displayed as shown.

Advanced LAN WAN Wireless Status Home m
WAN

New
Connection

ADSL

Hinet

Common Setup

Mame: PPPoAl
Options: ™ MaT @ Firewall
Type: PPPoA v
Sharing:
WLAN ID:
Priority Bits:

AT Seftings
Py
VPRI 0
WCT: 35
Qos: LBR v
PCR: cps
SCR: tps
MBS: cells
COVT: usecs
Auto PYC O

PPFoA Setup

Encapsulation: ® LLCcO v

Username: usermarne Default Gateway:
Password: sses Debug: O
Idle Timeout: secs walid R

Keep alive: 10 min LaM:

Authentication: @ auto O cHap O pap

MTU: 1a800 bytes

On Demand: O

PPP Unnumbered: (]

Host Trigger: ]

[nopiy || vetete J canco |

5.  Under ATM Settings, enter the values of VPI and VCI settings.
Note: Your ADSL service provider or your ISP will supply these. In this case the ADSL service

provider is using 0,35.

6. Select the Quality of Service (QoS); leave the default value if you are unsure or the ISP did not provide

this information.
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10.

1.

Under PPPoOA Setup, select the encapsulation type (LLC or VC).

Note: If you are not sure just use the default mode.

Enter your Username and Password which will be provided by your ISP/Telecom.

Leave the rest of the field as its default.

Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in below. A new link has been created for this connection in the left-hand column. You can

connect/disconnect/apply/delete/cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button.
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Figure below show the PPPoA profile created. A new link has been created for this connection in the

left-hand column.

Advanced LAN VAN Wireless Status Home m
WAN

ADSL N Hinet PPPoAL

Connection

Comman Setup

Options: MNAT @’Flrewall

Type:
Sharing:
WLAM 1D

|

Priority Bits:

ATM Settings

PiC:
WPT
WCI
QoS
PCR: cps
SCR: cps
MBS: cells

COVT: usecs

IS

Auto PUC:
PPPoA Setup

Encapsulation: ® LLcO e

Username: Username Default Gateway: Iif
Fassword: [T Debug: O

Idle Timeout: secs walid R

Keep alive: 10 min LAR:
authentication: @ auto O cHap O pap

MTU: 1500 bytes

On Demand: O

PPP Unnumbered: (J

Host Trigger: [ |

[Chopty || veiste | cancel |
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Figure below illustrates the Connection Status page.

ADSL2/2+ Router

Setup Wizard

Home

Connection Status

Tools

Advanced

ADSLZ/2+ Router

Description Tvne P State Online  Disconnect Reason
Hi '3 Ll hlal L. d L | wt=d =l utt ol
[ PPPOA1 pppoa  Mj4  Not Connected i} DSL Line is Disconnected ]

Systern Information

System Uptime:
D5L Status:

D5L Speed:
Ethernet:
Software Version:
Firmware “ersion:

S5ID:

2 hours 0 minutes
Disconnected

0/0kbps

Connected

3.7.08
8505G_MBZ_051006 00F4

Default
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4.5.5.2.4 New Connection — Static Connection Setup

Static: When Static mode is selected, the following screen will pop-up. Most Internet users are provided

with a dynamic IP address by their ISP for each session, however certain situations call for a Static IP

address. Static is used whenever a known static IP is assigned. The accompanying information such as the

Subnet mask and the gateway should also be specified. Up to three Domain Name Server (DNS) addresses

can also be specified. These servers would enable you to have access to other web servers. Valid IP

addresses range is from 0.0.0.0 to 255.255.255.255.

The following PPPoE configuration home page display when clicking the WAN — New Connection tab.

AOSL2/2¢ Router

WAN

Commaon Setup

ATM Setings

PPPoE Setup

Advanced LAN VAN

ADSL2/2+ Router

Wireless Status Home

Mew

ADSL . N Hinet
Connection

Marme:

Options: W HAT @ Firewall

Type: PFPoE +

Sharing: Disable »

WLaN 10

Priority Bits:

Pic:

WVPT: 1]

WCL 1]

[o}-H LUBR »

PCR: tps

SCR: cps

MBS: cells

COVT: usecs

Auto PWC: O

Username: usernarme Default Gateway: Ef
Password: LTI Debug: O
Idle Timeout: secs walid R
kKeep alive: 10 min LamM:
suthentication: @ auto O cHap O pap

MTL: 1492 bytes

On Demand: O

Enfaorce MTU: Tl

PPP Unnumbered: O

Host Trigger: |
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Click and select the “ Static” from the Type drop down manual, the following screen display:

Advanced LAN WAN Wireless Status Home m
WAN

ADSL New Hinet

Connection

Commaon Setup

Options: ™ MaT o Firewall
Sharing:
VLAN ID: b ]
Priority Bits:

P Settings
Py
v R
ver: .
QnS: UBR ~
PCR: b eps
SCR: l:l cps
MBS: l:l cells
COVT: l:l usecs
Auto PVC: (]

Static Setup

Encapsulation: @ LLC O v

1P Address: 0.0.00
Mask:
Default Gateway:
DMS 1t
DMS 2:

Il

DNS 2:

Mode: ® Bridged O Routed

[ ooy | oelete ] cancel |

Refer to next page on the description of the Static options.
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® Common Setup:

Name: Enter the Static connection name. The name must be unique and must not contain spaces
and must not begin with a number.

Options: Click to enable “NAT” and/or “Firewall” functionality. Default is “Enable”.

Type: Connection Type : Static.

Sharing: Select “Disable”, “Enable” or “VLAN” sharing. Default setting is “Disable”.

VLAN ID: If “VLAN?" is selected, manually enter the “VLAN ID” and select “Priority Bits” from
the drop down manual.

Priority Bits: Priority is given to a VLAN connection from 0-7, 0 being the highest priority.

® ATM Settings:

VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

VCI: A Virtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g
Wireless ADSL2/2+ Router.

4 Ports 11g Wireless ADSL2/2+ Router 166



® Static Setup:

Encapsulation: The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. Two options are provided: Logical
Link Control (LLC) and Virtual Channel (VC).

IP Address: IP address of the static connection.

Mask: Subnet mask provided by your ISP.

Default Gateway: Your 4 Ports 11g Wireless ADSL2/2+ Router’s IP address.

DNS: DNS Server address provided by your ISP.

Mode: The Bridged and Routed modes are available.

Apply: Click Apply to complete the connection profile’s setting.

Delete: Click Delete to delete a connection.

Cancel: Click Cancel to ignore all the changes.

To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.4.1 Static Configuration Procedures

5.

From the Advanced — WAN main page, click on New Connection.

Enter a unique name for the Static connection in the Name field. The name must not have spaces and

cannot begin with numbers.

The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave these in

the default mode.

At the Type field select Static. The Static connection setup page is displayed as shown below.

Note:

WAN

Comrmon Setup

PV Settings

Static Setup

Advanced LAN WAN

ADSL New Hinet

Connection

Mame: Static

Options: W MaT W Firewall
Type: Static |+
Sharing: Disable »

WLAN ID:

Priority Bits:

P

WP 0

WCI: 35|

QoS UBR hd

PCR: cps
SCR: cps
MBS: cells
COWT: Usecs
Auto PVC O

Encapsulation: @ LLC O wC

IP Address: 0.0.00

Mask:

Default Gateway:|192.168.1.5

DMS 1t 192.658.11

DS 20

DHE 30

Maode: (® Bridged O Routed

provider is using 0,35.

Under PVC Settings, enter the values of VPI and VCI settings.

Your DSL service provider or your ISP will supply these. In this case the DSL service
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10.

1.

Select the Quality of Service (QoS); leave the default value if you are unsure or the ISP did not provide

this information.

Under Static Setup, select the encapsulation type (LLC or VC).

Note: If you are not sure just use the default mode.

Based upon the information your ADSL/ISP provided, enter your assigned IP address, Subnet Mask,

Default Gateway (if provided), and Domain Name Services (DNS) values (if provided).

For the static configuration, you can also select a Bridged connection or a Routed connection. Since

static IP address is typically used to host WEB servers, you may want to use a bridge connection.
Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in below. A new link has been created for this connection in the left-hand column. You can

apply/delete/cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button.
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Figure below show the Static profile created. A new link has been created for this connection in the

left-hand column.

Advanced LAN WAN Wireless Status Home [5ave alll
WAN

ADSL NG static

Connection

Commaon Sefup

Options: @NAT @'F\rewal\
Type: Static  »
Sharing:

(Static v
WLAN 1D L ]

Priority Bits:

PyC Setings
PuC:
WAL L ]
Qos:
scR: B dors
MES: R
]

COWT:
Auto PVC: O
Static Setup

Encapsulation: @ LLC O vC
92.168.1.2

Mask: 26526625510

DHE 1t 192.68.1.1
Mode: O Bridged @ Routed
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Figure below illustrates the Connection Status page.

s s m e e - ————

ADSL2/2+ Router

ADS5LZ/2+ Router

Setup Wizard Tools Advanced m

Home

Connection Status

Description Type jiz] State Online Disconnect Reason

i fatatatut =20 A1} 15
I Static static 192.168.1.2  MA M M

System Information

System Uptime: 8 hours 27 minutes

DSL Status: Disconnected
DSL Speed: 0/0kbps
Ethernet: Connected

Software Version: 3.7.0B
Firmware Yersion: 8505G_NB2_051006.00FA

SSI0: Default

[Cog out [ Retresn |
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4.5.5.2.5 New Connection — DHCP Connection Setup

DHCP: When DHCP mode is selected, the following screen will pop-up. Dynamic Host Configuration
Protocol (DHCP) allows the ADSL Router to automatically obtain the IP address from the server. This option
is commonly used in situations where the IP address is dynamically assigned and is not known prior to

assignment.

- - ———

ADSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
WAN

New

ADSL Hinet

Connection

Commaon Setup

MName: |
Options: ™ naT o Firewall
Type: DHCP  »
Sharing: Disahle »
WLAN 1D
Priority Bits:

PYC Settings
PYC:
VPRI 0
WICT: ]
o5 UBR v
FCR: cps
SCR: cps
MBS: cells
COWT: usecs
Auto PWC: O

DHCFP Setup

Encapsulation: ® LLCcO we
IF Address:
Mask:

Gateway:
Default Gateway: [

[aooly | oeicte ]| cance |

Refer to next page on the description of the DHCP options.
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® Common Setup:

Name: Enter the DHCP connection name. The name must be unique and must not contain spaces
and must not begin with a number.

Options: Click to enable “NAT” and/or “Firewall” functionality. Default is “Enable”.

Type: Connection Type : DHCP.

Sharing: Select “Disable”, “Enable” or “VLAN” sharing. Default setting is “Disable”.

VLAN ID: If “VLAN?" is selected, manually enter the “VLAN ID” and select “Priority Bits” from
the drop down manual.

Priority Bits: Priority is given to a VLAN connection from 0-7, 0 being the highest priority.

® PVC Settings:

PVC: This field allows you to choose the specific PVC for the PPP session.

VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

VCI: A Virtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g
Wireless ADSL2/2+ Router.
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® DHCP Setup:

B Encapsulation: The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. Two options are provided: Logical
Link Control (LLC) and Virtual Channel (VC).
Default Gateway: Your 4 Ports 11g Wireless ADSL2/2+ Router’s IP address.
Renew: If your ADSL line is connected and your ISP provider is supporting DHCP, you can click
the renew button and the gateway will retrieve an IP address, Subnet mask, and Gateway address.
At anytime, you can renew the DHCP address by clicking on the renew button; in most cases you
will never have to use this button.

B Release: At any time, you can release the DHCP address by clicking Release button.

B Apply: Click Apply to complete the connection profile’s setting.

[ | Delete: Click Delete to delete a connection.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.5.1 DHCP Configuration Procedures

1. From the Advanced — WAN main page, click on New Connection.

2. Enter a unique name for the DHCP connection in the Name field. The name must not have spaces and

cannot begin with numbers.

3. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave these in

the default mode.

4. Atthe Type field select DHCP. The DHCP connection setup page is displayed as shown.

- - - ——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wirgless Status Home [ 5ave Al
WAN

New

ADSL Hinet

Connection

Common Setup

Marne: DHCP
Options: ™ NaT @ Firewall
Type: DHCP  »
Sharing: Disable »
WLAMN IO
Priority Bits:

PYC Settings
PYC:
WP 1]
WCT: 1]
[ jul= UER N
PCR: cps
SCR: cps
MBS: cells
CONVT: usecs
Auto PYC O

DHCF Setup

Encapsulation: ® LcO v
IP Address:
Mask:

Gateway:
Default Gateway: [

5.  Under PVC Settings, enter the values of VPI and VCI settings.

Note: Your DSL service provider or your ISP will supply these. In this case the DSL service

provider is using 0,35.
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10.

1.

12.

Select the Quality of Service (QoS); leave the default value if you are unsure or the ISP did not provide

this information.

Under DHCP Setup, select the encapsulation type (LLC or VC).

Note: If you are not sure just use the default mode.

Check to enable the Default Gateway if you wish your connection becomes the default gateway to the

Internet.

Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in below. A new link has been created for this connection in the left-hand column. You can
apply/delete/cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button.

If your ADSL line is connected and your ISP provider is supporting DHCP, you can click the Renew

button and the gateway will retrieve an IP address, Subnet mask, and Gateway address.

At anytime, you can release the DHCP address by clicking on the Release button, and renew the DHCP

address by clicking on the Renew button.

To check on the status, click on Status (at the top of the page) and select Connection Status.
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Figure below show the DHCP profile created. A new link has been created for this connection in the

left-hand column.

e e - -——

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
WAN

New
Connection

ADSL

Common Setup

i

Mame: HCP

Options: ™ HaT of Firewall
Type: DHCP  »
Sharing:
WLAMN 1D

ik

Priority Bits:

PYC Settings
P
WRT:
WCT:
[al=l=H
PCR: cps
SCR: cps
MBS: cells
COWT:
Auto PYC:

usecs

T

DHCF Setup

Encapsulation: ® Lo e
IP Address: A
Mask: [R5

Gateway: M
Default Gateway: [

[apely | oeiete ]| cance |
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Figure below illustrates the Connection Status page.

ADSL2/2+ Router

Setup Wizard Tools

Home

Connection Status

Advanced

Cnline

Disconnect Reason

Description  Type 1P State
ireak " b ok
[ DHCP dhcpe MNA Mot Connected

Ohr Omin Osec

1A

System Information

System Uptime:
DL Status:

DSL Speed:
Ethernet:
Software Version:
Firmw are Wersion:

SSID:

8 hours 57 minutes
Disconnected

0/0kbps

Connected

3.7.08
8505G_NB2_051006.00FA

Default
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4.5.5.2.6 New Connection — Bridge Connection Setup

Bridge: When Bridge mode is selected, the following screen will pop-up. A Bridged connection basically
disables the routing, firewall and NAT features of the 4 Ports 11g Wireless ADSL2/2+ Router. In a Bridged
connection, the 4 Ports 11g Wireless ADSL2/2+ Router acts as a modem or hub, and just transmits packets
between the WAN interface and the LAN interface. A Bridged connection assumes that another device is

providing the routing functionality that is now disabled in the 4 Ports 11g Wireless ADSL2/2+ Router.

e o - ————

A0SL2/2+ Router

ADSLZ/2+ Router

Advanced LAN VAN Wireless Status Home m
WAN

Mew

ADSL . " Hinet
Connection

Comman Setup

Mame:

Cptions:
Type: Bridge
Sharing: Disable
WLAN 1D
Priority Bits:

PW(C Settings
P
WP ]
WCTL 0
[olal= UBR b4
PCR: ops
SCR: ops
MBS: cells
COWT: usecs
AUto PYC: O

Bridged Setup

Encapsulstion: @ LLC O wC
Select LAN: LAMN group 1 &

Refer to next page on the description of the Bridge options.
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® Common Setup:

B Name: Enter the Bridge connection name. The name must be unique and must not contain spaces
and must not begin with a number.
Type: Connection Type : Bridge.
Sharing: Select “Disable”, “Enable” or “VLAN" sharing. Default setting is “Disable”.
VLAN ID: If “VLAN?" is selected, manually enter the “VLAN ID” and select “Priority Bits” from
the drop down manual.

B Priority Bits: Priority is given to a VLAN connection from 0-7, 0 being the highest priority.

® PVC Settings:

PVC: This field allows you to choose the specific PVC for the PPP session.
VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

B VCI: AVirtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

B SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

B MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

B CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

B Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g
Wireless ADSL2/2+ Router.
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® Bridge Setup:
B Encapsulation: The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. Two options are provided: Logical
Link Control (LLC) and Virtual Channel (VC).
B Select LAN: Select the LAN Group (Ethernet Bridge) from the drop down list.
B Apply: Click Apply to complete the connection profile’s setting.
B Delete: Click Delete to delete a connection.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.6.1 Bridge Configuration Procedures

1. From the Advanced — WAN main page, click on New Connection.

2.  Enter a unique name for the Bridge connection in the Name field. The name must not have spaces and

cannot begin with numbers.

3. Atthe Type field select Bridge. The Bridge connection setup page is displayed as shown below.

o - -——

AOSL2/2+ Router

ADSLZ2/2+ Router

Advanced LAN WAN Wireless Status Home m
WARN

New

ADSL - Hinet
Connection

Comman Setup

Mame: Bridge
Optinns:
Type: Bridge v
Sharing: Disahle
WLAN 1D
Priority Bits:

PYC Settings
PwiC:
WP 1]
WCT 0
QoS LUBR A4
PCR: cos
SCR: cos
MBS: cells
COVT: usecs
Auto PWC: O

Bridged Setup

Encapsulation: ® LLC O v
Select LAN: LAM group 1+

[ ooty | veicte | cancel

4. Under PVC Settings, enter the values of VPI and VCI settings.

Note: Your DSL service provider or your ISP will supply these. In this case the DSL service

provider is using 0,35.

5.  Select the Quality of Service (QoS); leave the default value if you are unsure or the ISP did not provide

this information.
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Under Bridge Setup, select the encapsulation type (LLC or VC).

Note: If you are not sure just use the default mode.

Select the LAN Group from the drop down manual. Leave the default value if you are unsure or the ISP

did not provide this information.
Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in below. A new link has been created for this connection in the left-hand column. You can

apply/delete/cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button.

4 Ports 11g Wireless ADSL2/2+ Router 183



Figure below show the Bridge profile created. A new link has been created for this connection in the

left-hand column.

sos e e m m o ———
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Figure below illustrates the Connection Status page.

e e o - - ———

ADSLE/2+ Router

Home

Connection Status
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Setup Wizard Tools Advanced
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Description Type P State Online  Disconnect Reason
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[ Bridoe bridge ma  Ha M, RS ]

System Uptime: 9 hours 32 minutes

DSL Status: Disconnected
DsL Speed: 0/0kbps
Ethernet: Connected

Software Version: 3.7.08
Firmw are Wersion: 8505G_NB2_051006.00F8

SSID: Default
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4.5.5.2.7 New Connection - CLIP Connection Setup

CLIP: When CLIP mode is selected, the following screen will pop-up. The Classical IP over ATM (CLIP)
support provides the ability to transmit IP packets over an ATM network, CLIP support will encapsulate IP in
an AAL5 packet data unit (PDU) frame using RFC1577 and utilizes an ATM-aware version of the ARP

protocol.

- - ——

AOSL2/2+ Router

ADS5LZ/ 2+ Router

Advanced LAN WAN Wireless Status Home [ Save Al
WAN

ADSL New Hinet

Connection

Common Setup

Mame:

Options: HNAT IjFlrewaII
Type: CLP  »
Sharing:

WLAMN ID:

Priority Bits:

PV Settings
PUC:
PRI 0
WCL 0
[olul=H LBR “
FCR: cps
SCR: cps
MBS: cells

COWT: usecs
Auto PYWE: O
CLIP Setup

IP Address: 0000
Mask:

ARP Server: 0000
Default Gateway: |192.168.1.5

Refer to next page on the description of the Bridge options.
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® Common Setup:

B Name: Enter the Bridge connection name. The name must be unique and must not contain spaces
and must not begin with a number.
Options: Click to enable “NAT” and/or “Firewall” functionality. Default is “Enable”.

Type: Connection Type : CLIP.

® PVC Settings:

B VPI: Virtual Path Identifier is a virtual path used for cell routing that is identified by an eight bit field
in the ATM cell header. The VPI field specifies this eight bit identifier for routing.

B VCI: AVirtual Channel Identifier is a virtual channel that is identified by a unique numerical tag that
is defined by a 16-bit field in the ATM cell header. The purpose of the virtual channel is to identify
where the cell should travel. The VCI field specifies this 16 bit numerical tag that determines the
destination.

QoS: Select the Quality of Service (QoS) type. If in doubt leave as default.

PCR: Peak Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the rate
cells per second that the source device may never exceed. Available only when VBR QoS is
chosen.

B SCR: Security Cell Rate. This is an ATM (Asynchronous Transfer Mode) term to describe the
security cell transmitted per second.

B MBS: Maximum Burst Size. A term used in ATM (Asynchronous Transfer Mode) to specify the
maximum number of cells which can be transmitted at the contracted PCR (Peak Cell Rate).
Available only when VBR QoS is chosen.

B CDVT: Cell Delay Variation Time. The Cell Delay Variation is a term used in ATM (Asynchronous
Transfer Mode) to describe the time difference that is acceptable between cells being presented at
the receiving host. Available only when VBR QoS is chosen.

B Auto PVC: Click to enable Auto PVC features. Auto PVC allows detection of virtual channels via
the built-in mechanism for communicating ATM Layer information from DSLAM to the 4 Ports 11g

Wireless ADSL2/2+ Router.
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® CLIP Setup:

IP Address: Enter the IP Address provided by your ISP.
Mask: Enter the Subnet mask specified by your ISP.
ARP Server: Address Resolution Protocol (ARP) server. Leave as Default ( 0.0.0.0 ) unless
advised by ISP.

B Default Gateway: Enter the Default Gateway as specified by the ISP.

B Apply: Click Apply to complete the connection profile’s setting.

B Delete: Click Delete to delete a connection.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the connection profile, click Save All after clicking the Apply button.
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4.5.5.2.7.1 CLIP Configuration Procedures

1. From the Advanced — WAN main page, click on New Connection.

2. Enter a unique name for the Static connection in the Name field. The name must not have spaces and

cannot begin with numbers.

3. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave these in

the default mode.

4. Atthe Type field select CLIP. The CLIP connection setup page is displayed as shown in figure below.
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CLIP Setup
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ARP Server: 0000

Default Gateway: |192.168.1.5

[aonly | oetete ] concel

5.  Under PVC Settings, enter the values of VPI and VCI settings.
Note: Your ADSL service provider or your ISP will supply these.

6. Select the Quality of Service (QoS); leave the default value if you are unsure or the ISP did not provide

this information.
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10.

Under CLIP Setup, enter your assigned IP address, Mask, ARP server, and Default Gateway. These

setting will be provided by your ADSL service provider.
Click the Apply button to complete the connection setup. This will temporarily save this connection as
illustrated in figure below. A new link has been created for this connection in the left-hand column. You

can Apply/Delete/Cancel this connection using this screen.

To complete and save the connection profile, click Save All after clicking the Apply button.
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Figure below show the CLIP profile created. A new link has been created for this connection in the

left-hand column.
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Figure below illustrates the Connection Status page.
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4.6 Advanced — Wireless

The Wireless configuration page describe the detail instruction on Setup, Configuration, Channel Range,

Security and Management for 11g Wireless user.

Click on Advanced — Wireless tab, the following Wireless Setup screen display.

o - - —-———

ADSL2/2¢ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Setup
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4.6.1 Save Your Changes

Any changes you make to the Wireless screen DO NOT get saved automatically. Clicking on the
“Apply” button on the individual page is not sufficient for the changes you made to take effect.
For change(s) you made to any Wireless screen to take effect, you will need to perform the following
steps:
Step 1.  Click the “Apply” button.
Step 2:  Click “Save All" after clicking the Apply button.
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Step 3: Goto Tools — System Commands page then click on Restart Access Point.

AOSLE/2+ Router

ADS5LE [ 2+ Router

Home Setup Wizard Tools Advanced [save all]
Tools

System
Commands

User Update
Management Gateway

Remote Log

System Log Ping Test ATM Test

Systern Commands

Uzz Lhis bullan 1o skl Ine system. [ yau have nalzaved yaur canfguialians,

Lz Galeway will ievail back La Lhe peavausly Zaved canlguialian upan
Restart rezlailing. NOTE: Cannaclivily La Lhe unil will b= ksl ¥au can recannect alle:
Lz unil =taals

. Use (his Bullan (3 wstarl the Wil Socems Fainl. [Lis impartant o Restai
Restart Access Point e Painl amy Lime you changs yau Wie ks seLlings,

Use Lhiz Bullan la wxlae faclary delaull sanlguiatian. HOTE: Canneclivity Lo
Restore Defaults he unil will be lasl ¥au can wcannect afle: e unil baals.
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4.6.2 Wireless — Setup

The Setup configuration page describe the basic wireless setting for the 4 Ports 11g Wireless
ADSL2/2+ Router.

This screen provides basic local and Wireless networks parameter settings.

e - ——

AOSL2/2+ Router

ADS5LE [/ 2+ Router

Advanced LAN WAN Wireless Status Home [ save all]
Wireless

Security Configuration Management

Setup

Enahle aP; o
Primary SSI0: Default
Hidden 551D; O
Channel B/G: 5]

802.11 Mode: Mixed
4 o

User Isolation: O

Q05 Support: O

B Enable AP: Place a check to Enable or Disable the Wireless Access Point built in the 4 Ports 11g
Wireless ADSL2/2+ Router. The Wireless Access Point must be enabled to allow wireless stations

to access the Internet.

B Primary SSID: The Service Set Identifier, also known as the Wireless Network name. The Service
Set Identifier (SSID) is a unique name for your wireless network. If you have other wireless access

points in your network, they must share the same SSID.

The default SSID is Default, but it is strongly recommends that you change your network Name to

a different value for security purpose. The SSID can be up to 31 characters.

B Hidden SSID: Enables/disables the Hidden SSID feature. The AP (Access Point) will not transmit

beacon and thus will not be seen by any other station.
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Channel B/G: The channel on which the AP and the wireless stations will communicate. Different
domain will have different ranges of channels. For FCC in 2.4GHz, the default is 11. The channel

can be selected according to the band selection.

802.11 Mode: The default is “Mixed”, which allows both 802.11g and 802.11b wireless stations to

access this device. You can select from the following mode:
M Mixed mode: The legacy SR IE contains the 802.11b legacy supported rates and the
additional OFDM supported rates. Extended SR IE contains the extended supported rates, if

present. Beacon & Probe Response Frames are sent in “11b” rate.

M  11b only Mode: The legacy SR IE contains only the 802.11b legacy supported rates. The

extended SR IE is not present.

M  11b+ Mode: Similar to the “802.11b-only” mode except that 22Mbps PBCC rate/modulation

is included, which is Tl proprietary.

M 11g only Mode: The legacy SR IE contains only the OFDM additional supported rates. The

extended SR IE contains the extended supported rates, if present.
4X: Same as TI's “11b+” mode, which enables/disables the 4x feature. This function is Tl
proprietary and is only available when both Tl wireless station card and TI ADSL2/2+ modem are

used.

User Isolation: If enabled, Wireless Stations will not be able to communicate with each other or

with stations on the wired network. This feature normally should be disabled.

QoS Support: Click to enable QoS feature for your Wireless connection.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.

4 Ports 11g Wireless ADSL2/2+ Router 196



4.6.2.1 Wireless — Setup — User Isolation

When User Isolation is enabled, wireless users will not be able to directly access other wireless users.

Access can be controlled by the AP. This is enabled on the network side. Figure below demonstrates the

User Isolation feature.

1. AP disabled BSS (Basic Service Set) bridging
2. All data sent to WAN (Wide Area Network)

Enable/Disable flag

i mmjj !
(Y Intemet __Jy /

Direct access tao
ancther staticn
wia the AP @
blocked

Wk o~ d
. .

LS e, — -
-
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4.6.3 Wireless — Security

The Security page describes how to configure the Wireless Security Level of your 4 Ports 11g Wireless

ADSL2/2+ Router. There are four security level provided by this 4 Ports 11g Wireless ADSL2/2+ Router :

None: No security used.
WEP (Wired Equivalent Privacy): Enable legacy stations to connect the AP.
802.1x: Enable stations with 802.1x capability to connect the AP.

WPA (Wi-Fi Protected Access): Enable stations with WPA capability to connect the AP.

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [ Save alll
Wireless

Security Configuration Management

Wireless Security

Select an S510 and its security level: Default +
® None O WEP o] 502 1% O WRA,
Note: you must fnr Wireless changes to take effect. m

NOTE:  You MUST click “RestartAP” for wireless changes to take effect after your setting or

configuration.
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4.6.3.1 Wireless — Security — None

None: Wireless security is not used. No encryption will be applied. This setting is useful for

troubleshooting your wireless connection, but leaves your wireless data fully exposed.

e wo  -——

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Security

Select an 551D and its security level: hc L4
® Mone O WEP O  sozax O wea
Mote: you must for Wireless changes to take effect.

B Select an SSID: Select a SSID from the drop down manual. This router supports multiple SSID,

which means that you can set more than one SSID for this router.
m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.
B To complete and save the setting, click Save All after clicking the Apply button.

m  Go to Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.3.2 Wireless — Security — WEP

WEP: Wired Equivalent Privacy. WEP is a security protocol for wireless local area networks defined in
the 802.11b standard. WEP is designed to provide the same level of security as that of a wired LAN. WEP
aims to provide security by encrypting data over radio waves so that it is protected as it is transmitted from

one end point to another.

The 4 Ports 11g Wireless ADSL2/2+ Router supports 3 levels of WEP encryption:
B 64 Bit encryption

B 128Bit encryption

B 256 Bit encryption

With WEP, the receiving station must use the same key for decryption. Each radio NIC and access point,
therefore, must be manually configured with the same key. Figure below illustrates the default setting of the

WEP Wireless Security screen.

A0SL2/2+ Router

AD5LZ/2+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Security
Select an SSID and its security level: he v
O MNane ® WEP O 802.1x O wea
[0 Enable WEP Wirsless Security
Authentication Type:
Select Encryption Key Cipher
®
O
O
O
Enter 10, 26, or 58 hexadecmal digits for 64, 128 ar 256 bit
Encryption Keys respectively, =.0., A4 A4 A4 A4 A4 for a key length
of 64 bits,
Note: you must [[EEENELE for Wireless changes to take effect. m

B Select an SSID: Select a SSID from the drop down manual. This router supports multiple SSID,

which means that you can set more than one SSID for this router.

B Enable WEP Wireless Security: Place a check to enable WEP Security.
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Authentication Type: Authentication algorithm to use when the security configuration is set to
Legacy. When the security configuration is set to 802.1x or WPA, the authentication algorithm is
always open. This field is enabled when the WEP security field is checked. There are three

options:

M  Open: In open-system authentication, the access point accepts any station without verifying
its identify.

M Shared: Shared-key authentication requires a shared key (WEP encryption key) be
distributed to the stations before attempting authentication.

M Both: If both is selected, the access point will perform shared-key authentication, then

open-system authentication.
Encryption Key: This field is enabled when the WEP security field is checked. The key's value
that is used when the security configuration is set to legacy. The key length must match the WEP
cipher. This field is not used when the security configuration is set to 802.1x or WPA.
M  For 64 bit WEP, enter 10 Hexadecimal digits (any combination of 0-9, A-F).
M  For 128 bit WEP, enter 26 Hexadecimal digits (any combination of 0-9, A-F).
M  For 256 bit WEP, enter 58 Hexadecimal digits (any combination of 0-9, A-F).
WEP Cipher: This field is enabled when the WEP security field is checked. You can select from 64
bits, 128 bits, and 256 bits. The WEP cipher that is used when the security configuration is set to
Legacy or 802.1x. This field is not used when the security configuration is set to WPA.
Apply: Click Apply to complete the setting.
Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.

Go to Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.3.2.1 How to configure WEP?

WEP is disabled by default. Use the following procedures to enable WEP on your access point.

1. Check Enable WEP Wireless Security.

2. Select an SSID: Select a SSID from the drop down manual. This router supports multiple SSID, which

means that you can set more than one SSID for this router.

3. Select Authentication Type.

4. Enter Encryption key and select Cipher from the drop down manual.

Format of the Encryption Key: AA BB CC DD EE (A “Blank” is a must in between 2 Hexadecimal digits)

Note: You will need to enter the same key for the first time configuration of each station.

5. Click Apply to complete the setting.

6. To complete and save the setting, click Save All after clicking the Apply button.

7. Goto Tools — System Commands page then click on Restart Access Point button for the changes to

take effect.
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4.6.3.3 Wireless — Security — 802.1x

802.1x is a security protocol for Wireless Local Area Networks (WLAN). It is a port-based network

access control that keeps the network port disconnected until authentication is completed. 802.1x is based on

Extensible Authentication protocol (EAP). EAP messages from the authenticator to the authentication server

typically use the RADIUS (Remote Authentication Dial-In User Service) protocol. Figure below illustrates the

default setting of the 802.1x Wireless Security screen.

- o - -————

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [save all
Wireless

Security Configuration Management

Security

Select an SSID and its security level: he v

(@] Mone (@] WER ® 802.1x O wpa
Radius Settings
Server IP address:
Port: 1812
Secret:
Group Key Interval: 3R00

Note: you must for Wireless changes to take effect. m

Select an SSID: Select a SSID from the drop down manual. This router supports multiple SSID,
which means that you can set more than one SSID for this router.

Server IP Address: The LAN-side RADIUS (Remote Authentication Dial-In User Service) server's
IP address.

Port: The RADUIS server's port.

Secret: Enter the Radius shared key. The secret that the AP shares with the RADIUS server. You
can enter up to 63 characters in this field.

Group Key Interval: The group key interval that is used to distribute the group key to 802.1x and
WPA stations.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.

Go to Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.3.4 Wireless — Security — WPA

WPA is a security protocol for WLAN. WPA uses a sophisticated key hierarchy that generates new

encryption keys each time a mobile device establishes itself with an AP.

Protocols including 802.1X, EAP, and RADIUS are used for strong authentication. Like WEP, keys can
still be entered manually (pre-shared keys); however, using a RADIUS authentication server provides
automatic key generation and enterprise-wide authentication. WPA uses temporal key integrity protocol
(TKIP) for data encryption. WPA2, also known as 802.11i, uses advanced encryption standard counter mode
CBC-MAC protocol (AES-CCMP) for data encryption.

Figure below shows the default setting of the Wireless Security - WPA page.

- - - —-———

ADSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Security
Select an SSID and its security level: he -
o] Mone 9] WEP @] 202.1x ® Wpa
@ wps, Owpag Oanywps
J Enable WwPaA2 Pre-authentication
Group Key Interval: 3600 Maote: This is shared by all WPA options.
® Radius server IP Address:
Port: 1812
Secret:
QO Pre-Shared Key PSK String:
Mote: you must for Wireless changes to take effect. m

B Select an SSID and its Security Level: If multiple SSID is enabled, use this drop-down menu to

select the SSID that you want to apply wireless security to.
B WPA: Enables stations that support WPA v.1 to connect to the AP.
B WPAZ2: Enables stations that support WPA v.2 to connect to the AP.
AnyWPA: Enables stations that support WPA v.1 and WPA v.2 to connect to the AP.

Enable WPA2 Pre-authentication: Enables/disables WPA2 pre-authentication. This field is
activated only when WPA2 or AnyWPA is enabled.
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Group Key Interval: This value is measured in seconds.

Radius Server: When selected, the WPA stations authenticate with the RADIUS server using

extensible authentication protocol - transport layer security (EAP-TLS) over 802.1x.

IP Address: IP address of the RADIUS server.

Port: The protocol port of the RADIUS server.

Secret: The secret that the AP shares with the RADIUS server. You can enter up to 63

alpha-numeric characters in this field.

Pre-shared Key: When selected, the WPA stations do not authenticate with the RADIUS server
using EAP-TLS. Instead they share a pre-shared secret with the AP (ASCII format).

PSK String: Pre-shared key string. The PSK string needs to be entered in the first-time

configuration of each station. You can enter 8 - 63 alpha-numeric characters in this field.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.

Go to Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.4 Wireless — Configuration

The Configuration page describes how to configure the wireless features of your 4 Ports 11g Wireless

ADSL2/2+ Router. This screen provides an advanced wireless network parameter settings.

This 4 Ports 11g Wireless ADSL2/2+ Router support Multiple SSID. The Enable Multiple SSID field

allows you to create multiple SSIDs for the AP.

AOSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home | save all
Wireless

Security Configuration Management

Configuration

RBeacon Period: [100 msecOTIM Perind: 3
RTS Threshold: (2347 Frag Threshold: 2346
Power Level: Full '+

Band B/G
Current Reg. Domain:

Private Reqg. Domain:

Multiple 3510

[ Enable Multiple 5510
Secondary S5ID:

Hide this S5ID: [

® Configuration:

B Beacon Period: Enter a value between 1 ~ 65535 milliseconds. The Beacon Interval value
indicates the frequency interval of the beacon. A beacon is a packet broadcast by the 4 Ports 11g

Wireless ADSL2/2+ Router to synchronize the wireless network. The default value is 200.

B DTIM Period: This value, between 1 ~ 65535, indicates the interval of the Delivery Traffic
Indication Message (DTIM). A DTIM field is a countdown field informing clients of the next window
for listening to broadcast and multicast messages. When the 4 Ports 11g Wireless ADSL2/2+
Router has buffered broadcast or multicast messages for associated clients, it sends the next
DTIM with a DTIM Interval value. Its clients hear the beacons and awaken to receive the broadcast

and multicast messages. The default value is 2.
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RTS Threshold: The range is 0 ~ 3000 bytes. If a network packet is smaller than the preset RTS
threshold size, the RTS/CTS mechanism will not be enabled. The 4 Ports 11g Wireless ADSL2/2+
Router sends Request to Send (RTS) frames to a particular receiving station and negotiates the
sending of a data frame. After receiving an RTS, the wireless station responds with a Clear to
Send (CTS) frame to acknowledge the right to begin transmission. This default setting is 2347.

However, when 4x is enabled on the setup page, the RTS threshold value changes to 4096.

Frag Threshold: The Fragmentation Threshold. The range is 256 ~ 2346 bytes. It specifies the
maximum size for a packet before data is fragmented into multiple packets. If you experience a
high packet error rate, you may slightly increase the Fragmentation Threshold. Setting the
Fragmentation Threshold too low may result in poor network performance. Only minor
modifications of this value are recommended. This default setting is 2346. However, when 4x is

enabled on the setup page, the fragmentation threshold value changes to 4096.

Power Level: Select “Full”, “75%”, “60%”, “25%"” or “6%” Power Level from the drop down manual.
The default is “Full”.

Current Reg. Domain: It is not recommended for the end users to configure this feature.

Private Reg. Domain: It is not recommended for the end users to configure this feature.
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® Multiple SSID:

B Enable Multiple SSID: Enables/disables multiple SSID.

B Secondary SSID: The secondary SSID of the AP, is up to 32 characters and is unique from the
primary SSID.

B Hide this SSID: Click to hide this SSID.
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4.6.4.1 Configure Multiple SSID

Follow the following procedures to create multiple SSIDs
1.

Check Enable Multiple SSID.
2.

Enter the following fields and click Add after setup.
[ |

Secondary SSID (SSID2 in this example)
[ |

Depends on your application, you can place a check to Hide this SSID.

The following screen pop-up after clicking the “Add” button.
ADSL2/2+ Router

AD5L2/2+ Router
Advanced LAN WAN Wireless
Wireless

Status
Security

Home

Configuration Management
Configuration

Reacon Period: 100 msecDTIM Period: 3
RTS Threshold: |2347
Power Level:

Frag Threshald:
Full »

2346

Rand B/G
Current Reg. Domain:

Private Reg. Domain:
Multiple 551D

# Enable Mulbiple 551D
Secondary SS10:
Hide this 5100 [

Available secondary 5510(s)

Delete key SSID  Hidden
O 1 S51D2 Mo
O Delete all

[ apply | cancel |
Note:

The SSID field takes up to 32 alpha-numeric characters.
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Repeat first part of step 2 to add more SSID.
Note: Up to 3 secondary SSIDs are supported (in addition to the primary SSID).

To delete an SSID, check the SSID, then click Delete in the pop-up window. To delete all SSIDs, check

Delete All.

Note: When the last secondary SSID is deleted, WLAN QoS is disabled and the VLAN ID of the
primary SSID is changed to the default 0.

Apply: Click Apply to complete the setting.

Cancel: Click Cancel to ignore all the changes.

To complete and save the setting, click Save All after clicking the Apply button.

Go to Tools — System Commands page then click on Restart Access Point button for the changes to

take effect.
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4.6.5 Wireless — Management

Unlike wired network data, your wireless data transmissions can extend beyond your walls and can be
received by anyone with a compatible adapter. The Management function gives another level of security to
your 4 Ports 11g Wireless ADSL2/2+ Router. It allows you to create an allowed access list or a banned

access list (not both), and view a list of stations associated with your access point.

Click on Wireless then Management, the following screen will pop-up.

o - ——

ADSL2/2+ Router

ADS5LZ/Z+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Management

Selact an 5510; | Default

Access List Associated Stations

Access List
[ Enzble Access List
O allow OBan

Mac Address: m

[_Aeply [ cancel |
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4.6.5.1 Wireless — Management — Access List

Access List: By default, any wireless computer that is configured with the correct wireless network
name or SSID will be allowed access to your wireless network. For increased security, you can restrict access

to the wireless network to only specific computers based on their MAC addresses.

You can create an “Allowed” or “Banned” access list from the Access List screen by performing the

following procedures describe in next section.

2 e wow - ——

ADSL2/2+ Router

ADS5LZ/Z+ Router

Advanced LAN WAN Wireless Status Home m
Wireless

Security Configuration Management

Management

Selact an 5510; | Default

Access List Associated Stations

Access List
[ Enzble Access List
O allow OBan

Mac Address: m

[_Aeply [ cancel |

B Select an SSID: If multiple SSID is enabled, use this drop-down menu to select the SSID that you

want to apply wireless security to.
B Enable Access List: Select Allow or Ban to setup your Access List.

[ | MAC Address: Enter the MAC Address of the wireless network that are Allow or Ban to access

your 4 Ports 11g Wireless ADSL2/2+ Router. Then click Add to include to your Access List.
®m  Apply: Click Apply to complete the setting.
B Cancel: Click Cancel to ignore all the changes.
B To complete and save the setting, click Save All after clicking the Apply button.

m  Go to Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.5.1.1 Access List Configuration Procedure

1.  Select a SSID from the drop down list.

2. Check Enable Access List.

3. Select Allow to create an allowed access list or Ban to create a banned list.

Note: You can not create both.

4. Enter a MAC (Medium Access Control) address of an allowed or banned station, then click the Add

button. This station will appear in your allowed or banned access list.

5. Repeat this step for each station you want to add to your access list.

6. Apply: Click Apply to complete the setting.

7. Cancel: Click Cancel to ignore all the changes.

8. To complete and save the setting, click Save All after clicking the Apply button.

9. Goto Tools — System Commands page then click on Restart Access Point button for the changes to

take effect.
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4.6.5.1.2 Wireless — Management — Associated Stations

By clicking Associated Stations on the Wireless Management page, you are taken to the Associated

Stations page (Figure below). This page allows you to see a list of all stations associated with the access

point. You can ban any stations on the list by clicking Ban Station next to the MAC Address.

If the Allowed Access list is enabled, this station will be deleted from the Allowed Access List. If the

Banned Access list is enabled, this station will be added to the Banned Access List.

- e - -——

A0SL2/2+ Router

Wireless

Management

Advanced

ADS5L2/2+ Router

LAN WAN Wireless IECOT Home [save all]

Security Configuration Management

Associated Stations

There are no Associated Stations at this time.

®m  Apply: Click Apply to complete the setting.

B Cancel: Click Cancel to ignore all the changes.

B To complete and save the setting, click Save All after clicking the Apply button.

B Goto Tools — System Commands page then click on Restart Access Point button for the

changes to take effect.
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4.6.6 Wireless — WDS

Wireless distribution system (WDS) is a system that interconnects BSS to build a premise wide network.

WDS network allows users of mobile equipment to roam and stay connected to the available network

resources. You can configure your 4 Ports 11g Wireless ADSL2/2+ Router as WDS mode using the WDS

page (Figure below).

e - -——

AOSL2/2# Router

Advanced LAN

Wireless

Security

WODS

WDS Mode:
WDE Mame:

Activate as Root: (O

WDS Privacy:

]

ADS5L2/2+ Router

WAN Wireless Status Home m

Configuration Management

Disabled

Secret:

Bridging Direction Enable MAC address

Uplink:

Downlink 1:
Downlink 2:
Cownlink 3:

Downlink 4:

]

0000

B WDS Mode: The following WDS modes are available:

M Bridge: In Bridge mode, the AP basic service set (BSS) service is enabled.

M Repeater: In Repeater mode, the AP BSS is disabled when connection to the upper layer AP

is established.

M Crude: In Crude mode, the AP BSS service is always enabled; however, the links between

APs are configured statically and are not maintained.
M Disabled (Default): WDS inactive.

In Both Bridge and Repeater modes, WDS uses management protocol to establish and maintain

links between APs.

B WDS Name: The WDS name is used to identify WDS network. The field takes up to eight

characters. Two or more WDS networks may exist in the same area.

B Activate as Root: This field must be checked for the root device in WDS hierarchy. Only one

WDS root device may exist in WDS network. This field is not applicable for Crude mode.
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WDS Privacy: Checking this field commands WDS manager to use a secured connection between

APs in the WDS network. Security settings must be the same in all APs in the WDS network.

Note: WDS privacy is not supported in Crude mode.

Secret: The 32-character alpha-numeric privacy key.

Uplink Connection Check Box: The BSS ID of the upper device in the WDS hierarchy. This

uplink cannot be configured if Root is enabled.

Downlink Connection Check Boxes: The BSS ID of the lower device in the WDS hierarchy

connected to this AP. Up to four downlinks can be configured.
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4.7 Advanced — Status

Figure shows the Status main screen, which can be accessed by clicking on the Status tab under the

Advanced section. This screen provides access to the following status screens:

Network Statistics
DDNS Status
DHCP Clients
ADSL Status

Info

WDS Report

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Status

Network
Statistics

DDNS Status DHCP Clients ADSL Status WDS Report

Metwark Statistics

(® Ethernet O DsL O wireless

Transmit

Good Tx Frames 3143
Good Tx Broadcast Frames 33

Good T Multicast Frames ]

Tw Total Bytes 1292939

Collisions u}

Errar Frames 0

Carrier Sense Erraors ]
Receive

Good Ry Frames 4588

Good Rx Broadcast Frames 94

Good Ry Multicast Frames 22

R Total Bytes 346509

CRC Errors [u}

Undersized Frames 0

Owerruns [u}
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4.7.1 Status — Network Statistic

The Network Statistics show the Select Network Interface type to peruse statistics for each type of
connection. You can access the Network Statistics page by clicking the Network Statistics link from the

Status main page. Click to view the statistics of the following four interfaces:

[ | Ethernet
DSL

[ | Wireless
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4.7.1.1 Status — Network Statistic — Ethernet

Ethernet: Shows the Transmit/Receive Frames, Error Frames, Collision and CRC Errors information of

the Ethernet Interface. The traffic counter will reset if the device is rebooted.

AOSL2/2+ Router

ADS5L2/2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Status

Network
Statistics

DDNS Status DHCP Clients ADSL Status WDS Report

Metwark Statistics

(® Ethernet O DsL O wireless

Transmit

Good Tx Frames 3143
Good Tx Broadcast Frames 33

Good T Multicast Frames ]

Tw Total Bytes 1292939

Collisions u}

Errar Frames 0

Carrier Sense Erraors ]
Receive

Good Ry Frames 4588

Good Rx Broadcast Frames 94
Good Ry Multicast Frames 22

R Total Bytes 346509
CRC Errors [u}
Undersized Frames 0
Owerruns [u}

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.1.2 Status — Network Statistic — DSL

DSL: Shows the Total Bytes Receive/Transmit and Error Count information of the ADSL (WAN)
Interface. The traffic counter will reset if the device is rebooted.

ADSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Status

Network

s e DDMNS Status DHCP Clients ADSL Status WDS Report
Statistics

MNetwork Statistics

O Ethernet (® DsL O wireless

Transrmit

T« PDUs

T Total Bytes

Tw Total Error Counts
Receive

Fu PDUs

Rx Total Bytes

Rx Total Error Courts

ooo

ooo

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.1.3 Status — Network Statistic — Wireless

Wireless: Shows the packets transmit/receive information through the Wireless Interface. The traffic

counter will reset if the device is rebooted.

e e e - ———

AOSL2/2# Reuter

ADSLZ/2+ Router

Advanced LAN VAN Wireless Status Home m
Status

Network
Gtatistics

DDNS Status DHCP Clients ADSL Status WDS Report

MNetwork Statistics

(O Ethernet O DsL ®) Wireless

Transmit
MPDUs 1
MSDUs 2
Multicast MSDUs 0
Failed MSDUs 1
Fetry MSDUs 1
Receive
MPDUS i
MSDUs 2540
Multicast MSDUs [u}
FCS Error MPDUs 458
MIC Failure MSDUs 0
Decrypt Error MPDUs 0

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.2 Status — DDNS Status

You can view the DDNS update status of your WAN connection from the DDNS Status page (Figure

below). To access, click the DDNS Status link from the Status main page.

AO0SL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Status

Network
Statistics

DDNS Status DHCP Clients ADSL Status WDS Report

DONS Status

Connection: Hinet w

DDMNS Server: |DynDMNS v

DDNS Client  is disabled

As you can see from this page, the DDNS client is disabled by default for your 4 Ports 11g Wireless
ADSL2/2+ Router. To enable the DDNS client feature, refer to Advanced — DDNS section for details.
When DDNS client is enabled, the DDNS client updates every time the 4 Ports 11g Wireless ADSL2/2+

Router gets a new IP address.

B Connection: This field defaults to your 4 Ports 11g Wireless ADSL2/2+ Router’'s WAN connection

over which your 4 Ports 11g Wireless ADSL2/2+ Router will be accessed.

B DDNS Server: This is where you select the server from different DDNS service providers. Only
DynDNS and TZO are supported by your 4 Ports 11g Wireless ADSL2/2+ Router at this time.

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.3 Status — DHCP Clients

If you have enabled the DHCP server, you can view a list of the DHCP clients from the DHCP Clients

screen. From the Status main screen, click the DHCP Clients link, select the LAN connection, and the

following information of the DHCP LAN Clients will be displayed:

MAC Address
IP Address

Host Name

Lease Time

AODSL2/2+ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Status

Network
Statistics

DDNS Status DHCP Clients ADSL Status WDS Report

DHCP Clignts

Select LAN: LAM group 1 v

MAC Address IP &ddress Host Mame Lease Time
00:c0:9f:26: 76 ca 192.1638.1.2 acer-6p222wh7ng 0 days 0:42:40

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.4 Status — ADSL Status

The ADSL Status page shows the 4 Ports 11g Wireless ADSL2/2+ physical layer or link status. The
information displayed on this page is either inherent to the 4 Ports 11g Wireless ADSL2/2+ Router or set by
the ADSL Central Office (CO) DSLAM, neither of which cannot be changed by the user.

AOSL2/2+ Router

ADS5LZ/ 2+ Router

Advanced LAN WAN Wireless Status Home [save all]
Status

Network
Statistics

DDNS Status DHCP Clients  ADSL Status WDS Report

ADSL Status
Maodermn Status

Connection Status Disconnected
Us Rate (Khps) ul

D= Rate (Kbps) u]

S Margin u]

DS Margin u]

Trained Modulation NO_MODE
LOS Errars

D5 Line Attenuation
S Line attenuation
Peak Cell Rate

CRC Ry Fast

CRC T Fast

CRC Rx Interleaved
CRC Tx Interleaved
Path Mode

cells per sec

mMoooooooo

ast Path

DSL Statistics

Mear End F4 Loop Back Count
Mear End FS Loop Back Count

oo

[ | Refresh: Click Refresh button to reload Web browser.
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4.7.5 Status — Info

You can display the hardware and software information for your 4 Ports 11g Wireless ADSL2/2+ Router

by clicking the Info link on the Status main page. Figure below shows the product information.

C e e e w w  - -——

AOSL2/2¢ Router

ADSL2/2+ Router

Advanced LAN WAN Wireless Status Home m
Status

Network
Statistics

DDNS Status  DHCP Clients ADSL Status WDS Report

Product Informatian

Product Information

Maodel Number ARTYWRD

Hw Revision Unknawn

Serial Number none

Ethernet MaC 00:13:64:00:00:01
DSL MaC 00:13:64:00:00:02
AP MAC O0:00:00:00:00:00
Software ¥Yersions

Gateway 3.7.0B

ATM Driver 5.00.01.00

DSL Hal 6.00.01.00

D5L Datapump G6.00.04.00 Annex A
SOF HAL 01.07.2b

PDSP Firmware 0.54

Wireless Firmware 33028

Wireless APDK 6.3.1.26

Book Loader 1.4.04
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4.7.6 Status — WDS Report

You can view the WDS report for your 4 Ports 11g Wireless ADSL2/2+ Router (AP) by clicking the WDS

Report link from the Status main page. The WDS Report page (Figure below) allows you to view the

following WDS-related wireless activities:

WDS configuration and states

WDS management statistics

WDS database

oo  -——

RAOSL2/2# Router

Advanced
Status

Network
Statistics

WDS Report

LAN WAN Wireless Status Home

DDNS Status DHCP Clients ADSL Status WDS Report

WDS is disabled,
WDS is disabled.
WDS is disabled,

ADSLZ/2+ Router
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Appendix A: Router Terms

What is a firewall?

Afirewall is a device that protects one network from another, while allowing communication between the two.
A firewall incorporates the functions of the NAT router, while adding features for dealing with a hacker
intrusion or attack. Several known types of intrusion or attack can be recognized when they occur. When an
incident is detected, the firewall can log details of the attempt, and can optionally send email to an
administrator notifying them of the incident. Using information from the log, the administrator can take action
with the ISP of the hacker. In some types of intrusions, the firewall can fend off the hacker by discarding all

further packets from the hacker’s IP address for a period of time.

What is NAT?

NAT stands for Network Address Translation. Another name for it is Connection Sharing. What does this
mean? Your ISP provides you with a single network address for you to access the Internet through. However,
you may have several machines on your local network that want to access the Internet at the same time. The
router provides NAT functionality that converts your local network addresses to the single network address
provided by your ISP. It keeps track of all these connections and makes sure that the correct information gets

to the correct local machine.

Occasionally, there are certain programs that don't work well through NAT. Some games, and some specialty
applications have a bit of trouble. The router contains special functionality to handle the vast majority of these
troublesome programs and games. NAT does cause problems when you want to run a SERVER though.

When running a server, please see the DMZ section below.

What is a DMZ?

DMZ really stands for Demilitarized Zone. It is a way of separating out part of your local network so that is
more open to the Internet. Suppose that you want to run a web-server, or a game server. Normal servers like
these are blocked from working by the NAT functionality. The solution is to "isolate" the single local computer
into a DMZ. This makes the single computer look like it is directly on the Internet, and others can access this

machine.

Your machine isn't really directly connected to the Internet, and it really has an internal local network address.
When you provide the servers network address to others, you must provide the address of the router. The

router "fakes" the connection to your machine.

You should use the DMZ when you want to run a server that others will access from the Internet. Internal

programs and servers (like print servers, etc) should NOT be connected to the DMZ
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What is a Gateway?

The Internet is so large that a single network cannot handle all of the traffic and still deliver a reasonable level
of service. To overcome this limitation, the network is broken down into smaller segments or subnets that can
deliver good performance for the stations attached to that segment. This segmentation solves the problem
of supporting a large number of stations, but introduces the problem of getting traffic from one subnet to

another.

To accomplish this, devices called routers or gateways are placed between segments. If a machine wishes to
contact another device on the same segment, it transmits to that station directly using a simple discovery
technique. If the target station does not exist on the same segment as the source station, then the source

actually has no idea how to get to the target.

One of the configuration parameters transmitted to each network device is its default gateway. This address
is configured by the network administrators and it informs each personal computer or other network device
where to send data if the target station does not reside on the same subnet as the source. If your machine
can reach all stations on the same subnet (usually a building or a sector within a building), but cannot

communicate outside of this area, it is usually because of an incorrectly configured default gateway.
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Appendix B: Frequently Asked Questions

The Frequently Asked Questions addresses common questions regarding 4 Ports 11g Wireless
ADSL2/2+ Router settings.

Some of these questions are also found throughout the guide, in the sections to which they reference.

AnNs.

AnNs.

How do | determine if a link between the Ethernet card (NIC) and the 4 Ports 11g Wireless
ADSL2/2+ Router has been established?

.A ping test would determine if a connection is established between your 4 Ports 11g Wireless

ADSL2/2+ Router and computer. Using, the ping command, ping the IP address of the 4 Ports 11g
Wireless ADSL2/2+ Router, in this case, 192.168.1.1 (default). For more information on Ping
Testing, refer to Appendix C: Troubleshooting Guide. Alternatively, if the Ethernet LINK LED is

solidly on, then the Ethernet link is established.

How do | determine if a link between the 4 Ports 11g Wireless ADSL2/2+ Router and the
Internet has been established?

Similar to the previous question, a ping test would determine whether or not a connection is
established. However, this time use a URL instead of and IP Address, such as www.google.com.
Alternatively, if the ADSL LED is solidly on, then the ADSL link is established.

How can | find/verify my 4 Ports 11g Wireless ADSL2/2+ Router and/or computer Ethernet
MAC Address?

Refer to Status — Info section for details.

| can’t get the Internet game, server, or application to work properly.

. If you are having difficulties getting any Internet game, server, or application to function properly,

consider exposing one computer to the Internet using DeMilitarized Zone (DMZ) setting. Refer to

Advanced — Port Forwarding section for the setting detail.

I need to upgrade the firmware.

. In order to upgrade the firmware with the latest features, check with your local dealer or ISP

for technical support.
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Ans.

Ans.

Ans.

Ans.

10.

Ans.

11.

Ans.

12.

Ans.

| forgot my password.

Reset the 4 Ports 11g Wireless ADSL2/2+ Router to factory default by pressing the Reset button

for 10~15 seconds and then releasing it.

If you are still getting prompted for a password when saving settings, then perform the following

steps:

1. Access the 4 Ports 11g Wireless ADSL2/2+ Router’s web-based utility by going to
http://192.168.1.1 or the IP address of the 4 Ports 11g Wireless ADSL2/2+ Router. Enter the
default username and password Admin, and click the Tools — User Management tab.

2. Enter a different password in the 4 Ports 11g Wireless ADSL2/2+ Router Password field, and
enter the same password in the second field to confirm the password.

3.  Click the Apply button then click Save All to activate your setting.

What is ad-hoc mode?
When a wireless network is set to ad-hoc mode, the wireless-equipped computers are configured

To communicate directly with each other, peer-to-peer without the use of an access point.

What is infrastructure mode?
When a wireless network is set to infrastructure mode, the wireless network is configured to

communicate with a network through a wireless access point.

What is roaming?

Roaming is the ability of a portable computer user to communicate continuously while moving
freely throughout an area greater than that covered by a single access point. Before using the
roaming function, the computer must make sure that it is the same channel number with the

access point of dedicated coverage area.

What is ISM band?

The FCC and their counterparts outside of the U.S. have set aside bandwidth for unlicensed use in
the ISM (Industrial, Scientific and Medical) band. Spectrum in the vicinity of 2.4 GHz, in particular,
is being made available worldwide. This presents a truly revolutionary opportunity to place

convenient high-speed wireless capabilities in the hands of users around the globe.

What is MAC Address?
Short for Media Access Control Address. It is a hardware address that uniquely identifies each

node of a Ethernet networking device. This address is usually permanent.

What is IEEE 802.11b standard?
IEEE 802.11b is an extension standards to 802.11 that applies to Wireless LAN and provides
11Mbps transmission speed in the 2.4 GHz band.
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13. What is IEEE 802.11g standard?
Ans.|EEE 802.11g is an extension standards to 802.11 that applies to Wireless LAN and provides
54Mbps transmission speed in the 2.4 GHz band.

14. What is NAT (Network Address Translation) and what is it used for?
Ans.NAT translates multiple IP Address on the private LAN to one public IP Address (in WAN) that is
sent out to the Internet. NAT adds a level security since the IP address of a PC connected to the

private LAN is never transmitted on the Internet.

15. What can | do when | am not able to get the web configuration screen for this 4 Ports 11g
Wireless ADSL2/2+ Router?
Ans. Remove the proxy settings on your Internet Browsers or remove the dial-up settings on your

browser.

16. What is DMZ (DeMilitarized zone)?
Ans. DMZ allows one IP Address (computer) to be exposed to the Internet. Some applications require
multiple TCP/IP ports to be open. It is recommended that you set your computer with a static IP if

you want to use DMZ features.

17. What is BSS ID?
Ans. A specific Ad-Hoc LAN is called a Basic Service Set (BSS). Computers in a BSS must be
configured with the same BSS ID.

18. What is SSID?

Ans. Short for Service Set Identifier. SSID is a 32 character unique identifier attached to the header of

packets sent over a WLAN that acts as a password when a mobile device tries to connect to the BSS.

The SSID differentiates one WLAN from another, so all Access Point and all devices attempting to

connect to a specific WLAN must use the same SSID. A device will not be permitted to join the BSS

unless it can provide the unique SSID.

19. What is WEP?

Ans. Short for Wired Equivalent Privacy. WEP is a security protocol for wireless local area networks
defined in the 802.11b standard. WEP is designed to provide the same level of security as that of a
wired LAN. WEP aims to provide security by encrypting data over radio waves so that it is

protected as it is transmitted from one end point to another.
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17. What is WPA?
Ans. Wi-Fi Protected Access (WPA) is a specification of standards-based, interoperable security
enhancements that increase the level of data protection and access control for existing and future

wireless LAN systems.

18. What is the maximum IP addresses supported by this 4 Ports 11g Wireless ADSL2/2+
Router?
Ans. The 4 Ports 11g Wireless ADSL2/2+ Router can support up to 253 IP addresses.
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Appendix C: Troubleshooting Guide

The Troubleshooting Guide provides answers to common problems regarding the 4 Ports 11g Wireless

ADSL2/2+ Router settings, connections, and computer settings.

1. The 4 Ports 11g Wireless ADSL2/2+ Router does not work (None of the LEDs light up)
Ans. Check the following:

Make sure that the 4 Ports 11g Wireless ADSL2/2+ Router is plugged into a power socket.

2. Make sure that you are using the correct power supply for your 4 Ports 11g Wireless
ADSL2/2+ Router device.

3. Make sure the power switch on the 4 Ports 11g Wireless ADSL2/2+ Router is turned on.

2. Il changed the LAN IP Address in the LAN configuration page and my PC is no longer able
to detect the 4 Ports 11g Wireless ADSL2/2+ Router.

Ans. After changing the LAN IP Address of the 4 Ports 11g Wireless ADSL2/2+ Router, proceed to the
following step before a PC is able to recognize the 4 Ports 11g Wireless ADSL2/2+ Router:

Click “ Start” > “Run”.

2. Inthe open field, enter “cmd” then click “OK".

3. In the command prompt, type “ipconfig/release” then press “Enter” (For Windows
2000/XP Operating System).

4. Type “ipconfig/renew” then press “Enter”.

3. No wireless connectivity.

Ans. Check the following:

1. Make sure both wireless client adapter and the 4 Ports 11g Wireless ADSL2/2+ Router is
allowed to connect through wireless channels as defined for local regulatory domain.

2. Make sure that the WLAN client is configured for the correct wireless settings (SSID, WEP).

4. Poor wireless connectivity or reach.

Ans. Check the following:

1. Choose automatic channel selection or be careful to select a DSSS channel that doesn't
interfere with other radio channels.

2. Check the location of the 4 Ports 11g Wireless ADSL2/2+ Router in the building.

3. Make sure both WLAN client adapter and the 4 Ports 11g Wireless ADSL2/2+ Router is

allowed to connect through wireless channels as defined for local regulatory domain.
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Ans.

Ans.

Ans.

LAN (Link/Act) LED does not light up.
Check the following:

1. Make sure that the LAN cables are securely connected to the 10/100Base-T port.
2. Make sure that you are using the correct cable type for your Ethernet equipment.
3. Make sure the computer's Ethernet port is configured for auto-negotiation.
Failed to configure the 4 Ports 11g Wireless ADSL2/2+ Router through web browser (By a
client PCin LAN)
Check the following:
1. Check the hardware connection of the 4 Ports 11g Wireless ADSL2/2+ Router’s LAN port. The
LED will lit when a proper connection is made.
2. Check your Windows TCP/IP setting (Refer to Chapter 3 for setting details).
Open the Windows System Command Prompt:
B For Windows 9x/ME: Manually enter winipcfg, then press Enter.
B For Windows 2000/XP: Manually enter ipconfig/all, then press Enter.
4. You should have the following information listed on your Window System:
B [P Address: 192.168.1.x
B Submask: 255.255.255.0
B Default Gateway IP: 192.168.1.1
| forgot or lost my Administrator Password.
Reset the 4 Ports 11g Wireless ADSL2/2+ Router to factory default by pressing the “Reset”
button for 10~15 seconds.
If you are still getting prompted for a password when saving settings:
Access the Router’s web interface by going to http://192.1681.1.

Enter the default “username” and “password” then click “Enter” to log in.

Click on “Tools” then click “User Management”.

Ll

Enter a new “Password” and new “Username” in the “Username” and “Password” field,
and enter the same password in the second field to confirm the password.

5. Click “Apply” after setup then click Save All to activate your setting.
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8.

I need to upgrade the Firmware.

Ans. In order to upgrade the Firmware with the latest features, check your local dealer or ISP for

Ans.

10.

Ans.

technical support. Before proceed the upgrading process, check the following details:

1.
2.
3.

Download the latest Firmware and save at your pointed location.
Read the firmware release note carefully before proceed the upgrading process.

Refer to Tools - Update Gateway section for the upgrading process.

Testing LAN path to your 4 Ports 11g Wireless ADSL2/2+ Router.
To verify whether the LAN path from your PC to your 4 Ports 11g Wireless ADSL2/2+ Router is

properly connected, you can “Ping” the 4 Ports 11g Wireless ADSL2/2+ Router with the following

procedures:

From the Windows toolbar, click “ Start” and select “Run”.

In the open field, type “Ping 192.168.1.1” and click “ OK”

If the path is working, you should see the message in the following format:
Reply from 192.168.1.1 bytes = 32 time < 10ms TTL =60

If the path is not working, you should see the following message:

Request timed out

If the path is not functioning correctly:

P o nh =

Make sure the LAN port LED indicator is on.

Check whether you are using the correct LAN cable.

Check your Ethernet Adaptor installation and configurations.

Verify that the IP address for your 4 Ports 11g Wireless ADSL2/2+ Router and your

workstation are correct and that the addresses are on the same subnet.

Failed to connect with the 4 Ports 11g Wireless ADSL2/2+ Router via Wireless LAN card.
Ensure that the WL ACT LED indicator of the 4 Ports 11g Wireless ADSL2/2+ Router is correctly

illuminated.

Check whether your Wireless LAN setting (e.g. SSID, Channel Number) is the same as your 4
Ports 11g Wireless ADSL2/2+ Router.

Check whether you'd used the same WEP Key Encryption for both your Wireless LAN and
your 4 Ports 11g Wireless ADSL2/2+ Router.
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Appendix D: UPnP Setting on Windows XP (Optional)

D.1 Adding UPnP:

If you are running Microsoft Windows XP, it is recommended to add the UPnP component to your

system.
Proceed as follows:

1. Click “Start” - “Settings” then “Control Panel”.

Pick a category
i?— Appearance and Themes a‘ Printers and Other lssdware

Date. Time, Langisage, and fegional Options

Install o remove prograres and Windows components.

"vd, Saunds, Speech, s Audio Devices Accessibiliy Opthns
~ S’

G rience snd Muietennce
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The “Add or Remove Programs” window appears.

Components”.

B add or Remove Programs

\%

Currently installad programs:

Clase

iciL S ! Avance AC'97 Audio
Remove
Programs
: Ta thange this program or remove it From your computer, dick Changet e Toees
Add New G3 Intel Application Accelerator Size  T.11MB
Programs
é NetIQ Chariot Size  24.53MB
= NetlQ Endpaint Size  5.91MB
Add[Remave WLAN Card & Adapter Utility Size  2.Z5MB
Windows
Components

Click

The “Windows Components Wizard”

Components list and click “ Details” .

Windows Components Wizard

Windows Components

“'ou can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A thaded box means that anly
part of the component will be installed. To see what's included in a compaonent, click
Details.

Components:

¥ MSN Explorer

O Eg] Other Metwork File and Print Services
Update Roat Certificates

3

Description: Containg a variety of specialized, network-related services and protocals,

Tatal dizk space required: 0.0mMB

Space available on disk: T8E.0 MB

< Back “ Mext > ][ Cancel ]

“Add/Remove Windows

appears. Select “Networking Services” in the
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The “Networking Services” window appears. Select “Universal Plug and Play” and click “OK”.

Networking Services El

To add or remove a component, click the check box, & shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details.

Subcomponents of Metwarking Services:

RIP Listener 0.0ME
Simple TCPAP Services 0.0 MB
2 Uri Plug and Play 0.2 B

Dezcription;  Allows your cormputer to discover and control Universal Plug and Flay

devices.
Tatal dizk space required: 0.0 B
Space available on dizk: 78R4 MB

Ok ] [ Cancel

Click “Next” to start the installation and follow the instructions in the Windows Components
Wizard.

Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows XP.

To add or remove a component, click the checkbox. A thaded box means that anly
part of the component will be installed. To see what's included in a compaonent, click

Dietailz.
Components:

[ =2 Meszage QueLing 0.0MB &
% MSN Explorer 125 MB

= 1 Networking 5 0.3 MB

(] 5= Other Network File O0MB —
Wl = 1 ndate Bt Catificates nnme ¥

Description: Containg a variety of specialized, network-related services and protocals,

Tatal dizk space required: 0.0mMB -
Detalz. .
Space available an disk: 785.0 ME S

< Back ” Mest > ][ Cancel ]

Note: System may ask for original Windows XP CD-ROM. Insert the CD-ROM and direct
Windows to the proper location of the CD-ROM.

Restart your Windows system to activate your setting might be necessary.

Click “OK” to restart your Windows system.
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A “Completing the Windows Components Wizard” will appears indicating the installation was

successful. Click “Finish” to quit.

Windows Components Wizard EI

Completing the Windows
Components Wizard

“'ou have successfully completed the Windows
Cormponents Wizard,

To cloze this wizard, click Finish.
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Appendix E: Glossary

The Glossary provides an explanation of terms and acronyms discussed in this user guide.

10BASE-T: IEEE 802.3 specification for 10 Mbps Ethernet over twisted pair wiring.

100BASE-Tx: IEEE 802.3 specification for 100 Mbps Ethernet over twisted pair wiring.

802.11b: IEEE specification for wireless networking at 11 Mbps using direct-sequence spread-spectrum

(DSSS) technology and operating in the unlicensed radio spectrum at 2.4GHz.

802.119g: IEEE specification for wireless networking at 54 Mbps using direct-sequence spread-spectrum

(DSSS) technology and operating in the unlicensed radio spectrum at 2.4GHz.

802.11x: 802.1x defines port-based, network access control used to provide authenticated network access
and automated data encryption key management. The IEEE 802.1x draft standard offers an effective
framework for authenticating and controlling user traffic to a protected network, as well as dynamically

varying encryption keys.

AP: Access Point: A station that transmits and receives data in a WLAN (Wireless Local Area Network). An

access point acts as a bridge for wireless devices into a LAN.

ATM: Asynchronous Transfer Mode: A method of transfer in which data is organized into 53-byte cell units.

ATM cells are processed asynchronously in relation to other cells.

BC: Broadcast: Communication in which a sender transmits to everyone in the network.

BER: Bit Error Rate: Percentage of Bits that contain errors relative to the total number of bits transmitted.

Bridge: A device that connects two networks and decides which network the data should go to.

Bridge Mode: Bridge Mode is used when there is one PC connected to the LAN-side Ethernet or USB port.

IEEE 802.1D method of transport bridging is used to bridge between the WAN (ADSL) side and the LAN

(Ethernet or USB) side, i.e., to store and forward.

CBR: Constant Bit Rate: A constant transfer rate that is ideal for streaming (executing while still downloading)

data, such as audio or video files.

Cell: A unit of transmission in ATM, consisting of a fixed-size frame containing a 5-octet header and a

48-octet payload.
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CHAP: Challenge Handshake Authentication Protocol: Typically more secure than PAP, CHAP uses
username and password in combination with a randomly generated challenge string which has to be

authenticated using a one-way hashing function.

CLP: Cell Loss Priority: ATM cells have two levels of priority, CLPO and CLP1. CLPO is of higher priority, and
in times of high traffic congestion, CLP1 error cells may be discarded to preserve the Cell Loss Ratio of the
CLPO cells.

CO: Central Office: In a local loop, a Central Office is where home and office phone lines come together and
go through switching equipment to connect them to other Central Offices. The distance from the Central

Office determines whether or not an ADSL signal can be supported in a given line.

CPE: Customer Premises Equipment. This specifies equipment on the customer, or LAN, side.

CRC: Cyclic Redundancy Checking: A method for checking errors in a data transmission between two
computers. CRC applies a polynomial function (16 or 32-bit) to a block of data. The result of that polynomial is
appended to the data transmission. Upon receipt, the destination computer applies the same polynomial to
the block of data. If the host and destination computer share the same result, the transmission was

successful. Otherwise, the sender is notified to re-send the data block.

DHCP: Dynamic Host Configuration Protocol: A communications protocol that allows network administrators
to manage and assign IP addresses to computers within the network. DHCP provides a unique address to a
computer in the network which enables it to connect to the Internet through Internet Protocol (IP). DHCP can

lease and IP address or provide a permanent static address to those computers who need it (servers, etc.).

DMZ: Demilitarized Zone: A computer Host or network that acts as a neutral zone between a private network
and a public network. A DMZ prevents users outside of the private network from getting direct access to a
server or any computer within the private network. The outside user sends requests to the DMZ, and the DMZ
initiates sessions in the public network based on these requests. A DMZ cannot initiate a session in the

private network, it can only forward packets to the private network as they are requested.

DNS: Domain Name System: A method to locate and translate Domain Names into Internet Protocol (IP)

addresses, where a Domain Name is a simple and meaningful name for an Internet address.

DSL: Digital Subscriber Line: A technology that provides broadband connections over standard phone lines.
DSLAM: Digital Subscriber Line Access Multiplexer: Using multiplexing techniques, a DSLAM receives
signals from customer DSL lines and places the signals on a high-speed backbone line. DSLAMs are

typically located at a telephone company’s CO (Central Office).

Encapsulation: The inclusion of one data structure within another. For example, packets can be

encapsulated in an ATM frame during transfer.
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FEC: Forward Error Correction: An error correction technique in which a data packet is processed through an
algorithm that adds extra error correcting bits to the packet. If the transmitted message is received in error,

these bits are used to correct the errored bits without retransmission.

Firewall: A firewall is a method of implementing common as well as user defined security policies in an effort
to keep intruders out. Firewalls work by analyzing and filtering out IP packets that violate a set of rules
defined by the firewall administrator. The firewall is located at the point of entry for the network. All data

inbound and outbound must pass through the firewall for inspection.

Fragmentation: Breaking a packet up into smaller packets that is caused either by the transmission medium
being unable to support the original size of the packet or the receiving computer not being able to receive a

packet of that size. Fragmentation occurs when the sender's MTU is larger than the receiver's MRU.

FTP: File Transfer Protocol. A standardized internet protocol which is the simplest way to transfer files from

one computer to another over the internet. FTP uses the Internet's TCP/IP protocols to function.

Full Duplex: Data transmission can be transmitted and received on the same signal medium and at the same

time. Full Duplex lines are bidirectional.

G.dmt: Formally G.992.1, G.dmt is a form of ADSL that uses Discrete MultiTone (DMT) technology. G.dmt

incorporates a splitter in its design.
G.lite: Formally G.992.2, G.lite is a standard way to install ADSL service. G.lite enables connections speeds
up to 1.5 Mbps downstream and 128 kbps upstream. G.lite does not need a splitter at the user end because

splitting is preformed at the remote end (telephone company).

Gateway: A point on the network which is an entrance to another network. For example, a router is a

gateway that connects a LAN to a WAN.

Half Duplex: Data transmission can be transmitted and received on the same signal medium, but not

simultaneously. Half Duplex lines are bidirectional.

HEC: Headed Error Control: ATM error checking by using a CRC algorithm on the fifth octet in the ATM cell
header to generate a check character. Using HEC, either a single bit error in the header can be corrected or
multiple bit errors in the header can be detected.

HNP: Home Network Processor

Host: In context of Internet Protocol, a host computer is one that has full two way access to other computers

on the Internet.

IAD: Integrated Access Device: A device that multiplexes and demultiplexes communications in the CPE
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onto and out of a single telephone line for transmission to the CO.

IP: Internet Protocol: The method by which information is sent from one computer to another through the
Internet. Each of these host computers have a unique IP address which distinguishes it from all the other
computers on the internet. Each packet of data sent includes the sender’s IP address and the receiver’s IP

address.

LAN: Local Area Network: A group of computers, typically covering a small geographic area, that share
devices such as printers, hard disk drives, scanners, and optical drives. Computers in a LAN typically share

an internet connection through some sort of router that connects the computers to a WAN.

LLC: Logical Link Control: Provides an interface point to the MAC sublayer. LLC Encapsulation is needed

when several protocols are carried over the same Virtual Circuit.

MAC Address: Media Access Control Address: A unique hardware number on a computer or device that

identifies it and relates it to the IP address of that device.

MC: Multicast: Communication involving a single sender and multiple specific receivers in a network.

MRU: Maximum Receive Unit: MRU: Maximum Receive Unit (MRU) is the largest size packet that can be
received by the modem. During the PPP negotiation, the peer of the PPP connection will indicate its MRU
and will accept any value up to that size. The actual MTU of the PPP connection will be set to the smaller of
the two (MTU and the peer's MRU). In the normal negotiation, the peer will accept this MRU and will not send

packet with information field larger than this value.

MSS: Maximum Segment Size: The largest size of data that TCP will send in a single, unfragmented IP
packet. When a connection is established between a LAN client and a host in the WAN side, the LAN client

and the WAN host will indicate their Maximum Segment Size during the TCP connection handshake.

MTU: Maximum Transmission Unit: The largest size packet that can be sent by the modem. If the network
stack of any packet is larger than the MTU value, then the packet will be fragmented before the transmission.
During the PPP negotiation, the peer of the PPP connection will indicate its MRU and will accept any value up
to that size. The actual MTU of the PPP connection will be set to the smaller of the two (MTU and the peer’s
MRU).

NAPT: Network Address and Port Translation: An extension of NAT, NAPT maps many private internal
addresses into one IP address. The outside network (WAN) can see this one IP address but it cannot see the

individual device IP addresses translated by the NAPT.
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NAT: Network Address Translation: The translation of an IP address of one network to a different IP address
known by another network. This gives an outside (WAN) network the ability to distinguish a device on the
inside (LAN) network, as the inside network has a private set of IP address assigned by the DHCP server not

known to the outside network.

PAP: Password Authentication Protocol: An authentication protocol in which authorization is done through a

user name and password.

PDU: Protocol Data Unit: A frame of data transmitted through the data link layer 2.

Ping: Packet Internet Groper: A utility used to determine whether a particular device is online or connected to

a network by sending test packets and waiting for a response.

PPP: Point-to-Point Protocol: A method of transporting and encapsulating IP packets between the user PC

and the ISP. PPP is full duplex protocol that is transmitted through a serial interface.

Proxy: A device that closes a straight connection from an outside network (WAN) to an inside network (LAN).
All transmissions must go through the proxy to get into or out of the LAN. This makes the internal addresses

of the devices in the LAN private.

PVC: Permanent Virtual Circuit: A software defined logical connection in a network; A Virtual Circuit that is

permanently available to the user.

RIP: Routing Information Protocol: A management protocol that ensures that all hosts in a particular network
share the same information about routing paths. In a RIP, a host computer will send its entire routing table to
another host computer every X seconds, where X is the supply interval. The receiving host computer will in
turn repeat the same process by sending the same information to another host computer. The process is

repeated until all host computers in a given network share the same routing knowledge.

RIPv1: RIP Version 1: One of the first dynamic routing protocols introduced used in the internet, RIPv1 was

developed to distribute network reach ability information for what is now considered simple topologies.

RIPv2: RIP Version 2: Shares the same basic concepts and algorithms as RIPv1 with added features such as
subnet masks, authentication, external route tags, next hop addresses, and multicasting in addition to

broadcasting.

Router Mode: Router Mode is used when there is more than one PC connected to the LAN-side Ethernet
and/or USB port. This enables the ADSL WAN access to be shared with multiple nodes on the LAN. Network
Address Translation (NAT) is supported so that one WAN-side IP address can be shared among multiple

LAN-side devices. DHCP is used to serve each LAN-side device and IP address.
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SNAP: SubNetwork Attachment Point.

SNMP: Simple Network Management Protocol: Used to govern network management and monitor devices
on the network. SNMP is formally described in RFC 1157.

SNR: Signal-to-Noise Ratio: Measured in decibels, SNR is a calculated ratio of signal strength to background

noise. The higher this ratio, the better the signal quality.

Subnet Mask: Short for SubNetwork Mask, subnet mask is a technique used by the IP protocol to filter
messages into a particular network segment, called a subnet. The subnet mask consists of a binary pattern
that is stored in the client computer, server, or router. This pattern is compared with the incoming IP address

to determine whether to accept or reject the packet.

TCP: Transfer Control Protocol: Works together with Internet Protocol for sending data between computers

over the Internet. TCP keeps track of the packets, making sure that they are routed efficiently.

TFTP: Trivial File Transfer Protocol: A simple version of FTP protocol that has no password authentication or

directory structure capability.

Trellis Code: An advanced method of FEC (Forward Error Correction). When enabled, it makes for better
error checking at the cost of slower packet transmission. Setting Trellis Code to Disabled will cause increased

packet transmission with decreased error correction.

TTL: Time To Live: A value in an IP packet that indicates whether or not the packet has been propagating

through the network too long and should be discarded.

UBR: Unspecified Bit Rate: A transfer mode that is usually used in file transfers, email, etc. UBR can vary

depending on the data type.

USB: Universal Serial Bus: A standard interface between a computer and a peripheral (printer, external
drives, digital cameras, scanners, network interface devices, modems, etc.) that allows a transfer rate of
12Mbps.

UDP: User Datagram Protocol: A protocol that is used instead of TCP when reliable delivery is not required.
Unlike TCP, UDP does not require an acknowledgement (handshake) from the receiving end. UDP sends

packets in one-way transmissions.

VBR-nrt: Variable Bit Rate — non real time: With VBR-nrt, cell transfer is variable upon certain criteria.

VC: Virtual Circuit: A virtual circuit is a circuit in a network that appears to be a physically discrete path, but is
actually a managed collection of circuit resources that allocates specific circuits as needed to satisfy traffic

requirements.
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VCI: Virtual Channel Identifier: A virtual channel identified by a unique numerical tag that is defined by a
16-bit field in the ATM cell header. The purpose of the virtual channel is to identify where the cell should

travel.

VC-Mux: Virtual Circuit based Multiplexing: In VC Based Multiplexing, the interconnect protocol of the carried
network is identified implicitly by the VC (Virtual Circuit) connecting the two ATM stations (each protocol must

be carried over a separate VC).

VPI:Virtual Path Identifier: Virtual path for cell routing indicated by an eight bit field in the ATM cell header.

WAN: Wide Area Network: A WAN covers a large geographical area. A WAN is consisted of LANs and the

Internet is consisted of WANSs.

WPA: Wi-Fi Protected Access (WPA) is a specification of standards-based, interoperable security
enhancements that increase the level of data protection and access control for existing and future wireless

LAN systems.
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